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1 O PYKOBOJCTBE IIOJIb3OBATEJIA

Hacrogammim mokyMeHT comepXuT omnmcaHue sKkcinryaTtanym "KpunroAPM", yHusepcais-
HOT'O IIPOrPpaMMHOTIO CpefICTBa I I poBaHM U 3JIeKTPOHHOV HOAICY JTaHHBIX.

PykoBoyicTBO IpeHa3sHaueHo [1JIs IIMPOKOTo KpyTa IojIb30oBaresient. B HeM 00bscHSIOTCS Oc-
HOBHBIe TIOHSATHM B 00JIaCTV KPUIITOT padpUYecKov 3allUThl MHPOPMaIIn, TIOAPOOHO OIMChIBa-
eTcs paboTa c caMovI IPOrpaMMOT, OT YCTaHOBKM M HAaCTPOVIKM J10 KOHKPeTHBIX 3afad. DyHKIu-
OHaJIBHOCTB ITIPOTIPaMMBI II03BOJIeT pelllaTh 3a/laul, CBI3aHHBIe C CO3/IaHVeM V1 IIPOBEPKOVI J1eK-
TPOHHOVI ITOANVICH, I PpoBaHMEM 1 pacidpoBaHmeM darioB, paboToV C KpUIITOIIpoBariie-
paMu 1 11 POBEIMU CepTUdUKATaAMA.

Marepuas pacrosaraercsi 1o NpuHIIMITY «3afgada -> Perrrenue». OmnmcaHme comrpoBoX/a-
eTcs IIpUMepaMi 1 WIUTIOCTPALVSIMIA

2 BBICTPBIV CTAPT

B riaBe BeicTprIit cTapT BBl HavieTe OTBETHI Ha BOIIPOCHI,

e uyto Takoe "KpuntoAPM"?

e  UTO MOXXHO C€JIaTh C IIOMOIIIBIO STOV IIPOrPaMMBI?

e CyYero HavaTh?

e urO Tpebyercs, YToObl HPUCTYIINTE K MIMAOPOBAHMIO ¥ 2JIEKTPOHHOV IIOIIIVCH?

Yro Takoe "KpunroAPM"?

“KpruntoAPM” — yHuBepcasibHas IiporpamMma 1 mmdpoBaHs M JIeKTPOHHOV IOTICH
darwos. ITporpaMma mcrosb3yeTcs [1jIs1 3aIIUThl MHMOpMamy, epegasaeMon 1o VinTepHery,
3JIeKTPOHHOVI II0YTe ¥ Ha CheMHBIX HOCUTeNIsIX. YIoOHBI rpadvdeckuit nHTepderic meaer
KPUIITOOIIe Pl IIPOCTBIMU M OBICTPBIMIAL

ITonpobnee o mporpamme "KpunroAPM" untarite B ri1ase "OO111ne cBefieHMs 0 mporpamme”

Uro MOXXHO cAes1aTh ¢ nomoikio "KpunroAPM"?

C nmomomnpro nporpammel "KpunroAPM" Bel cMoxXeTe 1 poBaTh ¥ HOAIVICEIBATE Paviibl,
YIIPaBIIATh VI POBBIMYU cepTUdVKaTaMI VI KPUIITOIIpoBariepaMi, paboTaTh C KITFOUeBBIMI HO-
CUTeJISIMU VI MHOTO€ JIpyToe.

C yero Hayarn?

Ckauartre niporpammy «KpuntoAPM». UToOBI 110 3HAKOMUTCH CO BCEMU BO3MOXKXHOCTAMM
HIpoTrpaMMBbI, BaM He TpeOyeTcsi BpeMeHHas JInileH3ns. B TedeHne 1 MecsIia co IHS yCTaHOBKM
“KpuntoAPM” pabotaet B pexxnme “Cragnapt IImoc” ¢ MakcuMasibHBIM HaOOpoM PYHKITNO-
HaJIbHBIX BO3MOYKHOCTeN (11 HekoMMepuecKoro mcronbp3oBaHms). 3a 3TO BpeMs BBl CMOXeTe
BIIyMYMBO pa300paThCs ¢ IIPOrpaMMOVE M KyITATh JIMIIEH3UIO Ha Ty BepCUIo, KOTopasi BaM OoJIbIlle
TTOZTXOIINT.

Axmyanvhylo eepcuro npocpammsl 8bl Modceme Haumu 8 pazoene Llenmp sazpysku oguyu-
anvHozo cavima komnanuu «Lugposwvie mexnonozcuuy Www.trusted.ru.
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1. OsHakoMBTech ¢ PYKOBOJICTBOM II0JIb30BaTeNIs. B HeM maroTcs moapoOHble MHCTPYKIIM
I10 BBITIOJTHEHMIO JIIOOBIX 3a7lay 10 HACTPOVIKe IIPOTPaMMBI VI BBIITOJTHEHVIO KPUIITOrpa-
dprraeckrix ornepariuii. DTO MOXKHO JejIaTh BO BpeMsi pabOTBI B caMOVI IIporpaMMe, ITOJIb-
3yWTech TIOVICKOM II0 TeKcTy pykosozicTsa (Ctrl+F), sTo Bam momoxxeT ObicTpo HamT
HY>XHBIV pa3ierl.

2. TIpocmotpure paspgern “YacTo 3aj1aBaeMble BOIIPOCE!” B JOKYMeHTe WIN Ha HallleM
canTe. Bo3M0OXHO, Balll BOIIpOC paHee y>ke BO3HMKaJI 11 Ha Hero eCTb TOTOBOe pellleHie
VIJIVL COBET.

3. Eciu BBl He HavizleTe Hy>KHBIX OTBETOB, 3a/jaliTe CBOVI BOIIPOC B TEXHMUYECKYIO TTOI-
HEePIXKKY, [IJIs1 4ero BOCIOJIB3YiiTech popMoit «Borpoc cirysxOe moyiepsKk» Ha HalleM
canre.

Yro TpebyeTcst, 9TOOBI IPUCTYINTH K IIM(PPOBaHMIO M 37IEKTPOHHOV IOIIINCH?

J1st Toro 94To0OBI MPUCTYIMTHh K paboTe ¢ IIporpaMMov - 3aIlndpoBaTh VIIN OAINCATH
daror:

1. Tlomyunre IMYIHBI cepTHM@UKAT B yOCTOBEPSIOIIEeM LeHTpe (WIV CO3JaliTe CaMOIIO/-
HVICAaHHBIVI CePTUMUKAT CAMOCTOATEIBHO) M YCTAaHOBUTE €r0 B JIMYHOe XpaHWINILE cep-
TU(PUKaATOB.

2. CkauariTe 1 yCTaHOBUTe KOPHEBOVI cepTUdMKaT Ballero yaoCTOBEPSIOIIero HeHTpa 1
aKTyaJIbHBIVI CITVICOK OT3bIBa CepTUMUKATOB.

3. Hacrponte nporpammy "KpunroAPM" niogt ce6s1i. Mbl pekoMeHyeM cpasy co3aTh
11abJI0HHbBIe HACTPOVIKY, YTOOBI YIIPOCTUTH [Is cebs BCIO MOC/IeyoNTy o padoTy.

4. Tenepb BbI MOXeTe HOANVCHIBATE M IIN(POBATH (PaviyIbL.

3 HOBMHKM BEPCUM
“KpunroAPM 5” O6HOBI1eHMe 5.1

1. Pexum “KBasmmdpmnypoBaHHas OaIImicey”
J1J1s1 MHOTTIX CEeTOIIHS CTAaHOBUTCS IIPO0JIeMOV TapaHTVPOBaTh, UTO II0TydYaeMble 3JIeKTPOH-

Hble JJOKYMEeHTHI ITOJIIIVCaHbl JIeVICTBUTEILHO KBaJIMUIIVPOBaHHOV 3JI€KTPOHHOV IIOICHIO.
J71 pelieHus 3TOV 3a/5a49y Mbl BBEJIV TeXHOJIOIVMIO, KOTOpas II03BOJIsIeT C TOUHOCTBIO OITpesie-
JISITB, SIBJISIeTCS JIV cepTUdUMKAT IOAIVICH KBaIMPUITMPOBaHHBIM VIV HeT.

Ha noprasie YrosHOMO4YeHHOTO (pefiepaIbHOTO OpraHa B 00JIacTy 3JIeKTPOHHOV HOAIIVCH
MUHKOMCBSA3M pa3MelaeTcs aKTyaJIbHBIVI CIIVICOK aKKPeIUTOBAaHHBIX YAOCTOBEPAIONINX IIeH-
TpoB. VIMEHHO 3TOT CIIMCOK MCHOJIb3yeTcs HOBbIM «KpuntoAPM»om B KauecTBe pmibTpa Opu
paboTe ¢ 371eKTPOHHOV IIOIICHIO.

J1151 paboTEI TOJIBKO € KBIMPUIIMPOBAaHHBIMI cepTUdMKaTaMV BaM JOCTAaTOYHO BKITIOUNUTD
B IporpamMMe pexnm «KpammdmuipopaHHas HOAINCh». BaM cTaHyT TOCTYIIHBEI TOJIBKO C€PTU-
duKaThl, KOTOpBIe BbIaHbl aKKPeIUTOBAaHHBIMM YIOCTOBEPSIOIIVIMI IIeHTpaMyu M COOTBET-
CTBYIOT TpeboBaHMsIM K popMe KpampuIpoBaHHOTo cepTudmkaTa. To ecTh TOJIbKO KBaIdu-
LVPOBaHHbBIe CepTHdMKATHI KJTI0Ua IIPOBEePKI 3JIeKTPOHHO rofmvch. Bee octanbable cepTrdu-
KaTbl CKpbIBaloTcs. [IpoBepka cepTmdmkaToB, KOTOPBIMMU IOAIVICAHBI 2JIeKTPOHHBIE JOKY-
MEHTBI, BBIIIOJIHAETCS TAKXKe TPV BKIIIOUEHHOM peXMe.

2. VI3sMeHeHMs1 KOCHY/IMCh CaMOI0 Bya IIPOrpaMMBbI
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B HOBOVI Bepcuyt MBI OTKa3aJIVCh OT YIIPOIIEHHOTO Bifia IJIaBHOTO OKHA B ITOJIb3Y PaCIIIpeH-
Horo Buaa “Dkcnept”. Teneps Bcro paboty ¢ mporpammont “KpuntoAPM” Bbl cMoXeTe BBITIOI-
HSTb U3 €IVIHOTO OKHA.

3. BcTrpoeHa BpeMeHHasi IMIIeH3MA IJIs1 3HaKOMCTBa C IporpaMMont 6e3 Kakmx-amnbo
OorpaHMYeHMU
YT0oOB! yIIpOCTUTE IepBble Haru 1o pabote mporpammbl “KpuntoAPM”, Mbl nsMeHMWIN

CBOTO JINIIEH3VIOHHYTO ITOJNTYKY. Tereps TeM, KTO BIIepBbIe 3HAKOMUTCS C BO3MOXKHOCTSIMM ITPO-
rpaMMBI, He TpeOyeTcs 3alpallyBaTh y Hallleyl KOMIIaHUV BpeMEHHYIO JIMIeH3Mo. JInmeHsns
aBTOMAaTWYeCKV YCTaHaB/IMBAeTCsd BMeCTe C CaMOV IIporpammort. B Teuenme 1 mecsria co mHA
ycraHoBku “KpunroAPM” pabotaet B pexxume “Crangapt Ihmoc” ¢ MakcuMasibHBIM HabopoM
P YHKIMOHAIBHBIX BO3MOXXHOCTET.

4. “KpuntoAPM” 5.1 nognep>kvBaeT HOBbIe HallMOHAJIbHBIE CTAHJAPTHI 3JIEKTPOHHOV
momomvicv 2012
Ormpenerien nopsiok nepexona Ha HanmoHabHBIN ctaHgapT [OCT P 34.10-2012 B cpepn-

CTBaxX 2JIEKTPOHHOWV IHOAINMCY Il MHPOpMaIUy, He cofeplkalleil rocranHy. VI3 mokymeHTa
@CB Poccrm Ne 149/7/1/3-58 ot 31.01.2014 "O mopsiike Itepexoia K VCIIOIB30BAHMIO HOBBIX
cragnapros DL n dpyHKIMM XomMpoBaHMs" MBI y3HAEM, UTO I CO3aHS 3JIeKTPOHHOV IO~
mvicu riocsie 31 mexabpst 2018 roga OymeT HemomycTimo mcronb3osaTe [OCT P 34.10-2001.

B HoBoM “KpuntoAPM” e MbI nofgiep xan ctaHzapt aekrporHon noamvcu TOCT P 34.10-
2012. U Bmecte ¢ aTM noanaepxaym Kpurrronposaviaep “KpunrolIpo CSP” sepcuit 3.9 u 4.0,
npoxogsmmx cevrdac ceprudmkamyro. VMimenno “KpumrolIpo CSP” 4.0 peannsyeT HOBble ajIro-
purmer TOCT P 34.10-2012 o cospaHuio v MpoBepKe 3JIeKTPOHHOVI ITOIIIVICH.

5. INonneprxka mmdposarms oyt JaCarta TOCT, eToken TOCT, Pyroken DIITIT
B npenpinytmen sepcym “KpunroAPM” 5.0 MBI 00BsiBIIIN O paboTe ¢ allliapaTHBIMY KITIoUe-

BbIMI HOocuTeramm dyepes nHTepderic PKCS #11 ¢ nonmepXKo pOCCUIICKMIX KPUITTOAJITOPUT-
MoB. OfHaKO Ha TOT MOMEHT MBI peaI30BaJIi B3aVIMOIEVICTBIIE TOJIBKO B 00JIaCTV 3JIEKTPOHHOT
rofmvcy, opMMpOBaHMS 3allpOCOB Ha co3flaHue Kinodert DI, reHepalim 1 3ammcy Ha HOCHU-
TeJIb KIIFOUEeV IIPOBEPKM 3/IeKTPOHHOV IIOIIIVICYL.

B pabote Haz HOBOVI Bepcuer IIPOrpaMMbl MBI IOOVIIVICH XOPOIIMX Pe3yJIbTaToOB B I Po-
BaHUM JaHHBIX ¢ TToMolbio oTdyXaaembix HocuTestent JaCarta 'OCT, eToken I'OCT, PyTokeH
SUIT ¢ “xpunrtorpaduent Ha 6opty”.

6. “KpuntoAPM” 5.1 ¢ nognep>kkort Windows 8.1
B crivicok nopep XXmBaeMbIX OIIepaIIOHHBIX CrcTeM 100aBwuIack erre oxHa. Hosemt “Kpwn-

ToAPM” pabotaet c Microsoft Windows 8.1, semtremment B oktsiOpe 2013 roza.

4 OCHOBHBIE TEPMVHBI Y TIOHATW
DenepartbHBIN 3aK0H Poccuiickort Peneparym ot 6 arrperrst 2011 r. N 63-D3 "O0 anexTpoH-
HO HO)IHT/[CI/I” peryjipyeTr OTHOIIEHVI B 00J1aCcTM MCIIOIBb30BaHM 3JIEKTPOHHBIX HOII',HT/ICEVI IIpn
COBEpIIEHNN I'PaXTaHCKO-IIPaBOBbBIX CHEJIOK, OKa3aHMM FOCy;IapCTBeHHbIX 148 MYHT/H_U/[HEU'IBHBIX
YOIYT, VICIIOJIHEHVNW I'OCYydapCTBEHHBIX I MYHUIIMIIAJIBHBIX CI)YHKI_H/IVI, IIpn cOBepIIEeHMN VMHBIX
IOPVANYECKN 3HAYMMBIX [eVICTBUVA.
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151 nestevt Hacrosero PenepaibHOTO 3aKOHA VICIIOIB3YIOTCS CIeAYIOIIVie OCHOBHBIE ITOHS-
THS

1) asteKTpOHHAasA IOAIVCH - MH(POPMAIVS B 3JIEKTPOHHOM (popMe, KOTOpasi IpUCOeqHeHa
K Apyron MHOpMaI B 3JIEKTPOHHON popMe (IIOANVChIBaeMO MHPOPpMALM) WIV MHBIM 00-
pasoM cBs3aHa C TaKov MHGOpMaIluer 1 KOTopas UCIIO/Ib3yeTcs IS OoIperie/IeH s JInIIa, TI0I-
IVICBIBAIOITEr0 MHAOPMALINIO;

2) cepTnduUKaT KI04a IpOBepKN 371eKTPOHHOM IIOIIVICH - 3JIeKTPOHHBIV JOKYMEHT VI
IOKYMEHT Ha OyMa’KHOM HOCUTeJIe, BEIIAHHBIE YA OCTOBEPSIOIIVM IIEHTPOM JIMOO JOBEPEeHHBIM
JINLIOM YAOCTOBEPSIOIIEro 1eHTpa U MOATBep KHarolie IIPpUHAIeXXHOCTh KIo4Ya POBePKU
3JIEKTPOHHOVI TIOIIVICY BJIa/IeJIbIly cepTudmKaTa KITlo4a IIPOBEPKI 3JIEKTPOHHOV IOMTIVICY;

3) KBaMPUIMPOBAaHHBIV cepTUQPMKAT KJTI0Ya IPOBEPKMU 3IeKTPOHHO IOAIINCH (Hajlee
- KBUIMPUIIMPOBaHHBIN CepTUMKAT) - cepTUPUKAT KITF0UYa IIPOBEPKY 3JIEKTPOHHO TTOIIIVCH,
BBIITaHHBIVI aKKPeIMTOBAaHHBIM yIOCTOBEPSIOIIVIM LIEHTPOM VIV JOBEPeHHBIM JIUIIOM aKKpeu-
TOBAHHOTO yJIOCTOBEPSIOIIEro IIeHTpa JIMbo derrepasIbHBIM OpraHOM VCIIOJTHUTEIHHOVI BIIACTY,
YIIOJTHOMOYEHHBIM B cdpepe MCII0Ib30BaHs 3JIeKTPOHHOVI HOATINCHY (J1ajlee - YIIOJTHOMOYEeHHBIN
dernepasibHBIV OpraH);

4) pnapesnern cepTudnKaTa KJI04a IpoBepKi 31eKTPOHHOV MOIIIACH - JIUI0, KOTOPOMY B
yCTaHOBJIEHHOM HacTosM DerepaibHBIM 3aKOHOM HOPSIKe BBIIaH cepTrdMKaT KITIoua IIpo-
BePKM 3JIEKTPOHHOVI IIOIIINCY;

5) KJTI0Y 37IeKTPOHHOV IOAIVCY - VHVIKIbHAS I10C/IeI0BATeIIBHOCTh CYIMBOJIOB, IIpeTHa-
3HaYeHHas IS CO3aHs 3JIeKTPOHHOVI TIOIIVICH;

6) KJIIOY IIPOBEPKY 3JIEKTPOHHOV ITOAIIVICH - YHVIKAJIbHAS II0C/Ie0BATEIIBHOCTD CIMBOJIOB,
OJTHO3HAYHO CBsI3aHHAs C KJIIOYOM 3JIeKTPOHHOVI ITOAIIVCHK M IIpeHa3HaYeHHas IS IIPOBEPKM
HOIVHHOCTY 3JIeKTPOHHOV ITOAIIVICH (J1ajlee - ITpoBepKa JIEKTPOHHOVI TIOAIIVICY);

7) YIOCTOBEPAIOLINIA IIeHTP - IOpUIdecKoe JINIIO VIV MHAVBUAY JIbHBIV ITpeaIpyHIMa-
TeJIb, OCYIIeCTBIIsAIoNnIe (PYHKINMN 10 CO3IaHMIO U BblIade cepTUdUKaTOB KITIOUel IIPOBePKNU
3JIEKTPOHHBIX ITOJIIIVICEI, a TaKXKe VMHble PYyHKINN, IIpelyCMOTpeHHbIe HacTosmyM Demepars-
HBIM 3aKOHOM;

8) aKkKpeaMTaIs yA0CTOBEPAIONIero HeHTpa - IIpU3HaHVe YIIOJTHOMOUYeHHBIM defieparib-
HBIM OPTaHOM COOTBETCTBVISI YAOCTOBEPSIIOIIETO IleHTpa TpeboBaHMaM Hacrosrero deneparb-
HOTO 3aKOHa;

9) cpencTBa 371€KTPOHHOV MOAMNMCH - MV POBAIbHBIE (KPUIITOTpaddecKiie) CpercTBa,
VICIIOJIb3yeMBble [IJIsL peaIn3aliyvi XOTs ObI OITHOVI 13 CIIeAYIOIX PyHKIIVII - CO3[IaHVIe JIeKTPOH-
HOVI TIOJIVICY, IIpOBepKa 2JIeKTPOHHOV IIONIIVICH, CO3[IaHMe KIoYa 3JIEKTPOHHOV MOAIVCH U
KITFOYa ITPOBEPKM 3JIEKTPOHHOV ITOMIIVICHL;

10) cpencTBa yAOCTOBEpPSIIOIIETO IIEHTpa - IIpOrpaMMHBIe 1 (VWIN) arrapaTHble CPeIICTBa,
VICIIOJIb3yeMBble [T peam3alivivi PYHKIIN yIIOCTOBEPSIOIIero eHTPa;

11) ygacTHMKM 3/1eKTPOHHOTO B3aMMOIEVICTBMS - OCYILECTBIISIoNIe oOMeH MHPopMa-
LVent B IEKTPOHHOM popMe roCyAapCcTBEHHbIE OpraHbl, OpraHbl MECTHOTO CaMOYIIpaBJIeHIs,
opraHM3aINy, a TAaKKe TpaXxIaHe;

12) kopnopaTrBHas MH(OPMaIMOHHAsA CMCTeMa - MHAOPpMaIVIOHHAs CYICTEMa, YIaCTHUKM
3JIEKTPOHHOTI'O B3aVIMOJIEVICTBISL B KOTOPOVI COCTaBJISIOT OIIperlelIeHHbIV KPYT JINII;

13) mrdopmManmoHHasE cucTeMa 00IIero MoJIb30BaHMA - MHMOPMAIMIOHHAS CUCTEMa,
y49aCTHUKM 3JIeKTPOHHOTO B3aMMOJIEVICTBISL B KOTOPOV COCTABJISIIOT Heollpele/IeHHbI KPYT JINIL
VI B VICIIOJTb30BaHVM KOTOPOVI STVIM JIVIIaM He MOXXeT OBITh OTKa3aHOo.
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5 BBEOEHWUE

5.1 OBIIME CBEOAEHMSI O IIPOTPAMME

IIIndposanme

e mmdpoBaHMe 1 pacidpoBaHye OTIeIbHbBIX (PalyIoB, TAKETOB 11 apXVBOB JIaHHBIX;

e TmepemmdpoBaHue darlia B apec M3MEHEHHOTO CIIVCKa IToJTyJaTesier;

e pasMep mmdpyeMbIX JaHHBIX OIpPaHIYeH TOJILKO (PariJIOBOV CHICTEMOVI U [JOCTYITHBIM
CBOOOTHBIM MeCTOM;

e OIHOBpeMeHHOe I poBaHe HeOrPaHNUEeHHOTO KoyImdecTsa ¢aios;

e yHasieHMe MCXOAHOTO dpariyia mocsle mudpoBaHys, B T.4. TapaHTUPOBaHHOe ylaJleH!e;

e mmdposaHme JaHHBIX 0 cTaHgapTy PKCS#7,CMS;

e 3ajlaHMe pacIIVPeHUV BBIXOIHBIX (ParyIoB (II0 YMOIYaHMIO - *. enc).

DnekTpoHHasA nognuck (I11)

e 3JIeKTPOHHAas MOAIVCH OTAeIbHBIX (PAIIOB, TIaKeTOB JIaHHBIX 1 apXVBOB;

e BapMaHTHI 3JIEKTPOHHOV MOAIIVICU: IIepBUYHasi, JOIOJIHWUTeIIbHAas (ITOIINCh JOKyMeHTa
HeCKOJIBKVIMM JIVILIAMV) VI 3aBePSIOIIas (MepapXis JIeKTPOHHBIX ITOIIIVICET! ¢ coOoe-
HVeM YETKOV ITOCJIeIOBaTeIbHOCTY HOAIIVCY JOKYMEHTOB B OpraHmM3alum);

e  KJIACCHMYECKUW M yCOBepIIeHCTBOBaHHBIN popmaTel DIT;

o pexnm «KBarmdurimpoBaHHasK ITOAMNCH» (TEXHOJIOTMIO, KOTOPas II03BOJISIET C TOUHO-
CTBIO OIIpeeJIsATh, SBJISIeTCS JIV CepTUdMKAT ITOAICY KBaIMMUIIMPOBAaHHBIM WIIN HET)

e TIO[JIep>KKa HOBOTO HaIMOHAJIBHOrO cTaHaapTa iekrporHo noamvicu TOCT P 34.10-

2012

e IIpVIMeHEeHVe pacIIVpeHHbIX CBOVICTB DI (BpeMst co3maHms HOAIIICY, KOMMEeHTapW
ITOJIB30BAaTeIIs);

e  3JIEKTPOHHAs IIOMIIVICh, OT/IeJIeHHAs OT IIO/IMCHIBAEMBIX [JAHHBIX VI COBMEIIleHHas C
ITaHHBIMM);

* yhaJyieHue qaaﬂna 110CJI€e IIOMAIIVICYL, B T.4. TapaHTMPOBAaHHOE YIa/ICHIE,

* pasMep INOAIMChIBa€MbIX HaHHBIX OI'PaHNYEH TOJIBKO @aV[HOBOV[ CUCTEMOW U HOCTYII-
HBbIM CBO6OHHBIM MeCTOM;,

e OJHOBpeMeHHas1 06pa60TKa HeorpaHM4YeHHOro KoOJIm4iecTBa q)aﬂHOB;

e JIeYyaThb IIOOIIVICY Ha 6}7Ma>KHBIT71 HOCUTEJIb.

Hane>xHoe xpaHeHMe KJII04eBOV MH(pOpMannmn

e UIA XpaHeHMs Kodeport MHpopMmanmm “KpunroAPM” nomnepxusaet paboty ¢ USB
ToKeHamM 1 cMapT-KapTtamu Rutoken S, Pytoken DLIIT, eToken PRO (Java), eToken
I'OCT, Maructpa CSP, KpuniroIIpo Pytoken CSP, KpumrolIpo eToken CSP, YOK

e 1mogmepxkka nHTepderica PKCS#11

YILOCTOBEPEHVIQ TOYHOTO BpeMEHM II0OAIIVCHU 3JIEKTPOHHBIX JOKYMEHTOB

e DII co mrramMIiom BpeMeH;
e IPOCMOTP U IpOBepKa IITaMIla BpeMeHW Ha IOIVICAHHOM JOKyMeHTe;
e IPOCMOTP U IIpOBepKa IITaMIla BpeMeHu Ha DI 1.

[durenbHOe (apXMBHOE) XpaHeHMe 3/IeKTPOHHBIX TOKyMEHTOB, IIOANNCaHHBIX yCOBep-
II€HCTBOBAHHOW 3JIEKTPOHHOM II0JIIMCH
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o noagepxka popmata CAdES X Long (ycoBepliieHcTBOBaHHas 2/1eKTpOHHas! IOAIINCH);

e JIOKa3aTeJIbCTBO MOMEeHTa ITOICH JIOKyMeHTa U 1eICTBUTeIIbHOCTh cepTrduKaTa
KJTIOua MOATIMCY Ha 3TOT MOMEHT CTaTycoB Ipwu cozfganum DI1 11 mpoBepke KOppeKTHO-
ctm DIT;

e BO3MOXXHOCTB JIOKa3aTeIbCTBa KOPPEeKTHOCTY ITOIIIVICH U 1IeJIOCTHOCTY dpariia J1axe I1o-
cJle VICTeYeHMs CpoKa HeVICTBIS cepTudmKaTa IOIIVCIA.

ABTOMaTM3auMsA paboThI ¢ IPOrpaMMON

e  VIHOVBVAYaJIbHBbIE HACTPOVIKM, KOTOPBIE MOI'YT YCKOPWUTD BBIIIOJIHEHVE OJHOTUITHBIX
omeparur;

e Kpumnrorpadmdeckue orepanmnmn «OgHUM KIVNKOM»;

*  BO3MOXHOCTbH YOQJIEHHOIO aaAMUHVCTPVIPOBAHIS pabodero mecra B PKI MHQpacTpyK-

Type.

BcrpanBaHMe xpunrorpadmn B MHPOpMalUIOHHBIE CUCTEMBI

“KpuntoAPM SDK” - 6ubimoTeka kpunrorpadndeckmx PyHKINUI (Co3laHa B COOTBET-
CTBWM CO CTaHZAapTaMy KOMIIOHEHTHOV Mofiesiv KoMItaHmy Microsoft). B komruiekT 11o-
CTaBKVI BXOUT AOKYMEeHTalV [JIsl pa3paboTUMKOB, I7le ONMCBIBAIOTCS CIIOCOOBI IHTETpa-
v “KpunroAPM” ¢ BHeIITHUMY IIporpaMMaMy Ha YpOBHe IIPOrpaMMHOTIO Kofia, ITpuBe-
IeHbl Ha3HadyeHVe, XapaKTepUCTUKY, (PYHKIIVV IIPOrPaMMBI, a TakKXe IIPUMephI MCIIOIIb30-
BaHMsI OCHOBHBIX OII€paIluiL.

e Tojep>XKa MeXIyHapOIHBIX CTAaHAAPTOB U peKOMeH 1Al B 00J1acTy 3alIUThl MHPOP-
Marym (X.509v1,v3, PKCS#7, PKCS#11, CMS, CAdES);

e  COOTBETCTBUe TpebOoBaHMAM 3aKOHOAaTeIbcTBa Poccurickont Memepariy;

e IIpeAIpOeKTHBIN 1 IIPOEKTHBIVI KOHCAJITMHI CO CTOPOHBI CIIeIMaJIICTOB B 00J1acTy 3a-
HIUTBI MHOPMAaIVV M 3JIeKTPOHHOV HOAIIVICH;

e TOOPOOHO TOKyMEHTMPOBAaHHBIE (PYHKIINI;

e IIOCTOAHHOE pa3sBUTHe PYHKIIMOHAIBHBIX BO3MOXXHOCTEV IIPOrpaMMHOIO POy KTa;

e  XOpPOIIIO IIPOTyMaHHBIV I10JIb30BaTe/IbCKII MHTepderic;

e TexXHMYeCKas IOAIepKKa U COIIPOBOXKIEHNE.

Co3panmne pabounx mect B Miadpacrpykrype PKI

e monmepxkka pabotsl ¢ Microsoft Certificate Authority n [TAK «KpwumrolTpo YII»;

e  VICIIOJIb30BaHUE B KauecTBe pabouero MecTa ISl B3aMOIEVICTBYIS C Y IOCTOBEPSIIOIITM
LIEHTPOM

e IPOCMOTP MHGPOPMAIMN U ITIpOBepKa TeKyIIero craTyca 11 poBoro ceprudmkara, 3a-
poca;

e OOHOBJIEHVIE CIIVICKOB OTO3BAaHHBIX CePTMUMMKATOB IIPOM3BOANTCS IO BCEM YIIOCTOBEPSI-
IOIIMM IIeHTpaM (KaK KOpHEeBOMY, TaK ¥ IPOMEXYTOYHBIM), BXOIAIIM B ITyTh cepTi-
duKarmm mposepsieMoro ceprrdmkaTa;

e IeyaTh Ha OyMaXkHBIVI HOCUTeIb MHMOpMaIUK 0 cepTudmKaTe, 3aIrpoce;

e  VIMIIOPT ¥ 3KCHIOPT cepTUdUKATOB, 3aIIPOCOB, CITCKOB;

e pabora co cIpaBOYHMKOM Ha3HaueHU cepTdIKaTOB;

e IIPOCMOTP CIMCKa KJTIOUeBbIX KOHTETHEPOB.

e THoOjlepXXKa xpaHwInIa Indposbix cepTrdukaTos st Active Directory

Ynpasnenne kpunromnposanaepamu (CK3W)

10
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HoIepKKa POCCUIICKOTO cepTuduIMpoBaHHOTO Kpurrroriposariaepa “KpumnrolIpo
CSspP”

noaep>kKKa CTaHIaPTHBIX KPUIITOIIPOBaiepoB, BXxoasamx B mocrabky OC Windows
noazep>kKa KpUIITOIIPOBaliiepoB, pa3paboTaHHbIX 110 TexHostornu Microsoft CSP
("Signal COM CSP”, “ViPNet CSP”, “AVEST CSP”, “Tumar CSP”);

nogaepskka Kpunrorposarepa KpunrolTpo YK CSP (CK3U “KpumrolIpo CSP” Bep-
cum 3.6.1 BapuaHT ucriosHeHs 8);

IIPOCMOTP CHVICKa yCTaHOBJIEHHBIX M paspellleHHBbIX K MCIIOIb30BaHUIO KPUIITOIIpOBali-
IIepoB 1 VX IIapaMeTpOB;

MPOCMOTP 1 PWIIBTpalIMs CVICKa KPUIITOIIPOBaiIepoB.

MopynpHasa apxuTeKTypa

Monye TSP npefnasHaveH 11 yAOCTOBEPEHIs TOUHOTO BpeMeHV CO3/IaHMs 3J1eK-
TPOHHBIX JOKYMEHTOB C IIOMOIIIBIO IIITaMIIOB BpeMeHM

Monyie OCSP nipeHasHaveH 115 IIOJIyYeHMs B peaJlbHOM BpeMeH! MHPOopMaIum o
craryce IMQPOBBIX cepTUdPUKaTOB

PyHKIMOHAIBHOCTE MOy g “Kimment Y11, HaunHas ¢ Bepcun 4.7, BKIIIOYeHa B COCTaB
6a3oBoro OUCcTpMOyTHBa

s xomiuiekta «KpunroAPM CranpapTPRO» momyi TSP 1 OCSP BxmroueHs! B co-
cTaB

5.2 TPEBOBAHWI K AIIITAPATYPE Y IPOTPAMMHOMY OBECITEUEHWIO

B saTtom paszrejie 1nepedmnciieHbl MHVMaJIbHbIE Tp€6OBaHVIH K armapaTHoV[ " HpOFpaMMHOVI

JacTy pabouero MecTa, cepBepa, a TakKe TeXHUYecKue TpeOoBaHMs K CeTi, KOTOpble obecriedar

cTabmiIbHYI0 paboTy rporpammel «KpunroAPM».
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TTOOAEPXMBAEMBIE OTTEPALIMIOHHBIE CYICTEMbI

ITporpamma «KpunrroAPM» paboTaeT B ciielyIoIMX oIlepallOHHbIX CHICTeMax:

32-paspsnable KineHTckne: Windows 8.1/8/7/Vista/ XP

32-paspsnble cepsepHble: Windows Server 2008/2003

64-paspsinable KimeHTcke: Windows 8.1/8/7

64-paspsnHsle cepepHble: Windows Server 2008 R2

5.2.2 MWMHMMAJIbHBIE TPEBOBAHMS K ATITTAPATHOM YACTU
Texandeckne TpeGoBaHMA K paboueMy MecTy
TexHWYeCcKasa XapaKTepyUCTMKa MuHMMaIbHOE 3HaYEeH e ‘
ITporeccop Intel Celeron 1,8 I'T1g
OnepaTnBHas HaMATh 256 Moant
CB0OOIHOE MeCTO Ha YKeCTKOM IVCKe 35 Mbatr
CereBoi1 aganrep 100 MbowuT

TexHn4ueckne TpeGOBaHMS K cepBepy

Texanueckas XapaKTepmUCTNKa MunanMaibHOE 3HaYeHMe

ITporreccop Intel Celeron 1,8 I'T1x

OnepaTnBHas NaMATh 256 Moant
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CB00OOIHOE MeCTO Ha YKeCTKOM IVCKe 35 MbGaitr

CereBoi1 aganTep 100 MowuT

YcraHosiienHas onepainoHHas cuctema (OC) 2003 Server (32 Oura)

YcranosienHas CYB/] Microsoft Access, MySQL 5.0, Microsoft
SQL

Microsoft Data Access Component TpebGyercsa

Cepsep 115 6.0

TexHu4veckme TpeOOBaHMS K CETM:

e Bce paboyme CTaHIIMN U CepBep TO/DKHBI OBITh COEMVHEHBI JIOKAJIBHOM CeThIO IIPOVI3BO-
ITUTETLHOCTHIO He MeHee 100 MouT/ c;

® [IOCTYII K ceTy VIHTepHeT (115l cO3IaHms YCOBEPIIIEHCTBOBAHHOV ITOIIIVICHA).

5.2.3 MIMHUMAJIbHBIE TPEBOBAHMS K TPOTPAMMHON YACTU

J171 KOpPeKTHOV yCTaHOBKM M 3KCILTyaTaryy mporpaMMbl «KpunroAPM» Ha pabodem Me-
CTe HeOOXOIVMO HaJI4le CJIeIyIOIIero IIporpaMMHOTO O0ecIIeueHVIs:

e cepsuc-maku XP SP2/ 2003 SP1 (B 3aBucumocTn ot ycraHossteHHout OC);

e BeO-Opaysep Microsoft Internet Explorer sepcum 6.0 11 BbitIe.

5.3 TPEBOBAHMI K COBMECTUMOCTH

5.3.1 TIOOOEPKMBAEMBIE KPUITTOITPOBAVIIEPEI

ITpenycranosinenHbie Kpunrorposanaepbl OC MS Windows:
- Microsoft Base Cryptographic Provider v1.0
- Microsoft Base DSS Cryptographic Provider
- Microsoft Enhanced Cryptographic Provider v1.0
- Microsoft Strong Cryptographic Provider

Kpurrronnposanaepsr Kpunrollpo CSP (sepcun 2.0, 3.0, 3.6, 3.9, 4.0).
PaspaboTtunk- kommnanams «KPUITTO-TTPO», Poccumsi, www.cryptopro.ru
- Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider
- Crypto-Pro GOST R 34.10-2001 KC1 CSP
- Crypto-Pro GOST R 34.10-2001 KC2 CSP
- Crypto-Pro Cryptographic Service Provider

- Crypto-ProSmartCard CSP (coBMecTMMOCTB He IIPOTECTUPOBaHa)

- Crypto-ProHSM CSP (coBMecTMOCTb He ITpOTeCcTHpOBaHa)

- Crypto-ProHSMRSA CSP (coBMecTMOCTb He IIPOTeCcTpOBaHa)

- CryptoProGOST R 34.10-2001 UEC CSP («Kpumrollpo CSP» mist yHUBepcab-
HOVI 2J1eKTPOHHOV KapThl)

- Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider

Kpunrronnposaniaepsr Signal-COM CSP
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PaspaboTtunk - kommanms «Curaain-KOM», Poccns, www.signal-com.ru
- Signal-COM CPGOST Cryptographic Provider
—  Signal-COM Cryptographic Provider
—  Signal-COM ECGOST Cryptographic Provider
—  Signal-COM Enhanced Cryptographic Provider

—  Signal-COM Special Cryptographic Provider

e Kpunrollpo Pyroken CSP, coBmectHast paspaborka xommaumit «KPUTITO-TTPO» u
«AKTMB», OCHOBaHHas Ha MHTerparum Kpurromnposangepa «KpumrolIpo CSP» 1 USB-
TokeHa «PyTtoken DLI», Poccus, http:/ /www.rutoken.ru;

e Kpunrollpo eToken CSP, coBmecTHas paspaborka kommanui «KPUITTO-ITPO» u
Anapaua», OCHOBaHHas Ha MHTerpauyy Kpumronposaniaepa «KpumrrolIpo CSP» 1 USB-
tokeHa eToken, Poccms http:/ /www.aladdin-rd.ru;

e "Iomen-K" (ViPNet CryptoService), paspaborunk - xommanus «Vadorekc», Poccus,
http:/ /www.infotecs.ru;

e LISSI-CSP, paspaborumk - xommanms «JIMICCU-Codt», Poccms, http://soft.lissi.ru
(COBMeCTVIMOCTB He IIPOTeCTVPOBaHA);

e Magistra CSP, paspaborumk -  kommaHms  «IIporpamllapk»,  Poccus,
http:/ /www.cryptopro.ru/products/fkc/magistra (coBMecTMMOCTb He HIPOTECTUPO-
BaHa);

e AVEST CSP, paspaborumk - xommanus "Asect', Pecriybimka bBerapycs,

http:/ /www.avest.by;

e Tumar CSP, paspabotunk - xommnanus "Tamma Texnonornn", Peciy6rmka Kasaxcras,
http://www.gamma.kz/;

5.3.2 TIOOAEPXVMBAEMBIE OTYY>KTAEMBIE KITFOUEBBIE HOCUTETN
1 Hazle)XHOTro XpaHeHMs KiIoueBoy MH@opmaliumu B porpamme «KpuntoAPM» BbI-
I10JIHeHa COBMECTVMOCTb C PsI/IoM Hamboslee HOITyJIAPHBIX MOiesIel 0Ty KIaeMbIX HOCHTeIIel

(TOKEHOB) POCCUIICKIX KOMITaHWIL

Moperm JaCarta (komnanms «Aladdin», http:/ /www.aladdin-rd.ru)
— cMapr-Kaprtsl JaCarta PKI, JaCarta 'OCT,
— USB-tokensrt JaCarta PKI, JaCarta PKI/Flash, JaCarta TOCT, JaCarta TOCT/Flash,
JaCarta LT.
Moperm eToken (kommnanms «Aladdin», http:/ /www.aladdin-rd.ru)
- cmapr-Kaptel eToken PRO (32K/64K), eToken PRO 72K (Java), eToken I'OCT,
- USB-tokensl eToken PRO 72K (Java), eToken 'OCT, eToken NG-FLASH (Java).
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Mopenn PyrokeH (kommaHms «AKTUB», http:/ /www.rutoken.ru)
- Pyroken S 32K0, 64K6 1 128K0
- Pytoken S Hns3 ®CTOK 32K6, 64K06 11 128K06
- Pytoken DI, Pyroken SLIT cept. @CB, Pyroken SLIIT micro, Pyroken DLIIT
micro cept @Cb 64K

YHusBepcanbHas 371eKTpoHHasA KapTa (KommnaHust OAO «YDK», caiiT mpounsBoinTeris)

5.3.3 OBPABOTKA CEPTU®MKATOB PA3JTMYHBIX Y IOCTOBEPSIIOIINMX [ IEHTPOB
ITosb30BaTesIM NPWIIOXKEHMS MMEIOT BO3MOXKHOCTh paboTaTh ¢ cepTudmMKaTaMi, BbITyIIeH-
HBIMI KaK POCCUVICKVIMI, TaK U 3apyOeXXHbIMI yaocToBepsitormMu ieHTpamu (YLI):
e O06paborka ceprudmkaros YII 13 crmcka J10BepeHHBIX YAOCTOBEPSIOIIVX IIEHTPOB
OI'ML] (mopnepxwsarommye ayroputM [OCT P 34.11/34.10-2001), canrt MusakomcBs3n PP
o Ob6pabotka ceprdmkaTos YL, BEITyIIIEHHBIX C MICIIOIb30BaHMEM CepTUPUITMPOBaHHBIX
cpencts msmanusa ceptudmkaros (Kpumrollpo YII, YL Mockosckon obmacti, 3A0
«Ynocrosepsitorum Llentp» Cankr-IletepOypra, Haumonansaem Y1 n op.)
e O06paboTka cepTndMKaTOB, BBIIYIIEHHBIX C UCIIOIb30BaHEM HecepTUPUIINPOBAHHBIX
(3apy06exxHbIx) cpencTs nsgaHus ceprudukaTos (VerySign, Thawte).

5.4 BEPCUWM IIPOTPAMMBI M CUCTEMA JIMITEH3VIPOBAHWMSI

Bepcus «KpunroAPM Crapt»

becrutarHasg Bepcns nmporpammel. PaspernaeT rnmopnvckiBaTh 1 mvicppoBaTh pavijIbl ¢ IpyMe-
HeHMeM Kpurronposariiepos Microsoft. C momomipio Bepcym «CTapT» Bbl MOXeTe IpOBepsTh

KOPPEeKTHOCTB 3IeKTPOHHOV ITOAMVICH IIpU paboTe ¢ KpurrronposargepoM «KpurrolIpo CSP».

Bepcnsa «KpunroAPM Cranpapr»

ITonrodyHKIMOHaTIbHAs Bepcus porpaMMel. IlpeaHasHaveHa fy1s OOIIMCH U M poBa-
HUA 3JIeKTPOHHBIX JaHHBIX. [TogmepxmsaeT poccurickme 'OCT asropur™Mel noammicy v mmdpo-

BaHWM.

Bepcnsa «KpuntoAPM Cranpapr I Diroc»

PacmmpenHas Bepcysi IMporpaMMBI [T M poBaHMs VI HOAIIVCY JTaHHBIX. B oTamume ot
cranpgaptHont Bepcuy, «KpunrroAPM Cranpapr Ihnoc» nopggepxusaeT paboTy ¢ TOKeHaMM U
CMapT-KapTaMmu ¢ Kpurrrorpadwen “Ha 60pTy” 1 Hem3BIeKaeMbIMI KITIOYaMIA.

' YToObI yIIpOCTUTH HepBbIe MIary o u3ydeHnto mporpammsl “KpurnroAPM”, mel 13Me-
+ | HVIIV CBOIO JIMIIEH3MOHHYIO TIOIUTHUKY. Terepsb TeM, KTO BIIepBbIe 3HAKOMWTCS C BO3-
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MO>KHOCTSIMU IIPOTPaMMBbl, He TpeOyeTcs 3aIlpaliBaTh BpeMeHHYIO jImiieH3mo. B Teuenne 30
IoHevt ¢ MoMeHTa ycraHOBKM “KpuntoAPM” pabotaer B pexxnme “Crammapt Ilmoc” ¢ makcn-
MaJIBHBIM HabOPOM (PYHKITMOHATBHBIX BO3MOXXHOCTETL.

OsnakomMurenbHas Beperist HE 1 KoMMepuecKoro ncIosib30BaHMs.

ITo mncreuenvm 30 gHeV MporpaMMa aBTOMaTU4ecKy Ilepekrodaercs Ha sepcuio “Crapt”,
KOTOpas MMeeT Psif] OrpaHYeHNI 110 CpaBHEHMIO C ITOJTHOMYHKIIMOHAIBHOV BepCuert.

[l Iepexozia Ha APYIyIO BEPCUIO JOCTAaTOYHO IIPOCTO IIPMOOPECTV 1 YCTaHOBUTD CIIeIN-
aJIbHYIO JINLIEH3MIO (IlepeyCcTaHaB/IMBaTh IIPOrpaMMy He TpeOyeTcsi).

5.5 KOMIUIEKTbI, B COCTAB KOTOPBIX BKITFOUEH « KPUTITOAPM»

KpunitoAPM Cranpapt PRO  KowmrutekT, cocrosmmm n3 auiensuit Ha «KpuntoAPM Cran-
napt», «Kpunrollpo TSP Client», «Kpunrollpo OCSP Client».
IIpenHasHaueH 11 CO3aHMA VI IIPOBEPKM YCOBEPIIIeHCTBOBaH-

Horo popmaTa 371eKTPOHHOV HOAIIVICHA.

KpuntoAPM YOK Kowmrmiekt, cocrosmmit m3 ivmensun Ha «KpuntoAPM Cran-
mapT», eayHOro aucTpudyTmsa Ha «KpunroAPM» n «Kpumro-
ITpo YOK CSP», caurteiBaTesns Kapt YOK. ITosBosisteT rmoammicel-
BaTh C ITOMOIIBIO YHMBEPCAJILHON 3IEKTPOHHON KapThl (IIpu
HaJIMYVN JIMYHOTO cepTrdmKaTa) abcomoTHO JIr00bIe pariyibl.

KpunrroTpu Kowmruiekt, cocrositmit m3 muensun Ha «KpuntoAPM Cras-
napt», «Kpunrollpo CSP» 3.6 1 xmoueBoro HocuTesst «PyTo-

KEH».

eToken KpunrroAPM Kowmruiekt, cocrositimit m3 muensun Ha «KpuntoAPM Cras-
napt», «Kpumrollpo CSP» 3.6 1 xnodeBoro Hocutesrs eToken
PRO.

CK3V KpuntoAPM 4 4 Bepcusa «KpunroAPM»a, nMeeT cepTrdmKaThl COOTBETCTBUS
DCB PD.

6 IIOATrOTOBKA K PABOTE C IIPOTPAMMOWM

6.1 YCTAHOBKA IIPOTPAMMBI

Ycranoska mporpammer  «KpuntoAPM» B onepaumoHHBIX cucreMax  Windows
2000/ XP/2003 morpKHaA OCYIIECTBIISTBCS IIOJIb30BaTelleM, MMEIOIIMM IIpaBa AIMUHMUCTpaTOpa
CUICTEMBI.

Vemanobxa «KpunmoAPM» Bepcuu 4.5 u Bviuie npednosaeaem abmomamuueckoe 06HoBaeHue Bep-
cuu, paree YcmanoBAeHHOT HA KOMNbIOMepe.
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1. [Lia ycranosku nporpammel «KpunroAPM» samyctite Ha mcriosiHeHue dpaiit Trusted-
Desktop x.x.exe (rge x.x. - HoMep Bepcuu). OTKpoeTcd MacTep ycTaHOBKM «Kpwuiiro-
APM>». Haxxmure [Tastee 11 IpoIoJDKeHMs ycTaHOBKY I OTMeHa J171s BBIXOJIa M3 Ma-
cTepa yCTaHOBKIL.

2. Ha cremyroliem 1iare BiOepuTe BapyaHT YCTaHOBKI:

e «KpuntoAPM Cranpgapt [Imtoc» (03HaKOMWUTEIBHBIV IIePYIO]T)

e TlomaodynkumonaneHble Bepcun «KpunrtoAPM Cranpapr», «KpuntoAPM Cranmapt

ITroc»

i !
1’{‘;‘ MacTep ycrancexkw “KpunmoAPM® I. = | |_£h
Bwmbop BapMaHTa yCTaHOBKH NpOrpaMMbi @

@ "KpunToAPM CTtanaapt Mmoc” (03HaKoMMTENBHEIA Nepro)
Bepoisa ANA 3HAKOMCTEE C MONHLIM HAlopoM BOSMOXMHOCTEN NporpaMMel. He ana
KOMMEQHYECKOrD WCNONB30BaHMA.
Mo ucTeyeH 30 AHER NPOrPaMMa SETOMATMHECK NEDEKNKIYMTCA HE BEpaaD "CTapT”,
KOTOpPaA MMEET PAL OrPEHMYEHMIA MO CPSBHEHMID C MONHODYHKLMOHANEHOH BEPCHE,
(71 "KpunToAPM CTanaapt ™, HpunToAPM CTaHaapT Mawoc”
MonHodyYHKLMOHaNEHSA BEPCMA NPOrpaMMel. BEEAMTE CEPMAHBIN HOMED MALIEHSMIA!
KyNWTh oHNakH
Copyright 000 "LindbpoBele TexHonordd, 2014
[ <= Hazan ][ Hanee = ] [ OTMeHa
L )

006 omauuusax 6 bepcusax npoepammsl vumatime 6 21abe Bepcuu npoepammol v cucmema AUUeH3Upo-
Banus.

ITpn BeIGOpe BapmanTta «KpunroAPM Cranmapr», «KpunroAPM Cranpmapr Ilioc» B
CTPOKe BBejuTe HOMep JIMIIeH3MOHHOro KiIoda 1 HaxkmuTe [Hastee.
3. Os3HaKOMbBTECh C YCJIOBUAMM JIMLIEH3/IOHHOTO COIJIallleHs], B CJIy4ae CoIvlacyisi OTMeThbTe
COOTBETCTBYIOLIVV ITyHKT U1 HaxkmuTe [lasnee.
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21 Macrep ycranosxi "KpuntoAPM” Eléj

p—

NMuueHznoHHoe CornaleHne

nD}KEﬂ}'ﬁL—rE, BHHMMETENBHD NPOYTUTE CNER YHOWEE NMLEHSMOHHDE
CornaweH4e,

JHITEHFHOHHOE COTAIEHIE -~

1. TepmEr! B onpedeneassn

1.1. Hacroames JHOsH:HOHEOS COTTIAMSHEE ETISTCR obmel ofepron OO0 "Iudposus
Texmonoriy’’ ® [lonesosaTensn - QHIHYSCERM HIH HpHINYscERM TRoos. HacTormss
TTHusHzHOHHOS COTTAMEHES E CIVHae COTTACHA, EEPOESHEOTD B POPME MOTHAHHA E TEUSHHHE |
mESH ¢ MOMeHTa npHobpeTemrs Mepemus, & cooteererEmE co or. 433 TK P9 mueeT cumy noroeopa.
1.2. Tlog Hzperreu MORKMasTCR EOMIIEEC Tporpasy mx JB0, epmodas HocHTaTH |
COEYMESHTALHK, ECTODER TENTSTeR OOESETOM 2ETOPCREOND MP2E2 B OXDIHISTC S2R0HOM.

1.3 Besne & TeweTs nof cnosoM DOy MEHTAOHA" MOCPasVMEEIIOTCT MEUaTHES MATSHATE K
HOCHTSTH, CONSMEAnHe TOEVMEHTAINIO B SnerTporaon sune. JORVMEHTAIINS SENTTCR
HEOTEEMISMOH S2cTER Flanamms. -

"@" A NPUHUMEKD YONOBMA A3HHOMD NWUEH3MOHHOMD COrNaleHua
K : | A HE NPMHUMEKD YCNOBMA AaHHOM D NMUEHSMOHHOrD CornaweHna

Copyright 000 "Unbpossle TexHonorid™, 2014

[ MeyaTtaTe ] [ < Hazan ][ lanee = ][ OTMeHa

4. BwiGepuTe BI/] yCTAaHOBKY ITPOrPaMMBI.

e JlosytHag ycraHOBKa

ITortHAst ycTaHOBKA IIPOrpaMMBl, BKITIOUas BCe OIOIHUTEeIbHBIe KOMIIOHEHTHI. Tpelyer
HamOoJIbIIIero oobeMa Mecra Ha IVcKe.

e Bribopounag ycraHoBKa

YcTaHoBKa ¢ BELIOOPOM OIOJTHUTEIIBHBIX KOMIIOHEHTOB (MOJyJIen K mporpaMme). Peko-

MeHAYyeTCA JIA OIIBITHBIX I1OJIb30OBaTeJIev.
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5] NMporpamma ycranosku "KpuntoAPM” El_léj

BnOo yCTaHOBHK

BrIDEpMTE BMA YCTAHOEKM, HAMOONEE NOAXOAALMA ANA BALMK HYH#I

MonHaA yCTaHoBKa

MonHaA yCTaHoBKa NporpaMMbl, BENKDYEA BCE AONONHKWTENbHBIE
KOMMNOHEHTEL. TFIEE}'ET Hanbonbwero ofbeMa MECTE Ha OWCKE,

v [ BribopoyHan

ANA ONEITHEIX NONE30BSTENEH,

p—

YcTaHoBKa C BbIEDpDM Y¥CTaHIBNMEIEMbIX KOMNOHEHTOE. PEKDMEHH}'ETI'_Q

Copyright 000 "Unbpossle TexHonorid™, 2014

5. Crenmyrommii mar 3aBUCUT OT TOTO, KaKOV BUIL YCTAHOBKM BbI BEIOpasInt.

HPVI BbI60pe IIOJIHOM YCTaHOBKM BaM IIPOCTO HY>KHO Ha’XkaTb Ha KHOIIKY HaanB, YTOOBI 3alry-

CTUTD ITPpOIeCC YCTaHOBKIIL.

12 Macrep ycranosxu "KpuntoAPM” El_léj

Bce roToBo K ycravoBke "KpuntoAPM™ 5.1.0.8656

—

®

[nA HE34ana YCTAHOBKI HEMMUTE KHOMKY 'HauyaTe'. [NA NpOSEpKM MMM M3MEHEHIA
NapaMeETPOoE YCTaHoBKKW - 'Hazan'. [AnA BeiX00a M3 MBCTEPS YCTAHOBKK - 'OTMEHE'

Copyright 000 "Undpoesie Texnonori®, 2014

[ < Hazan ][ HavaTe J [ OTMEHE

IIpy BLIOOpOYHOV yCTaHOBKE BBl MOJXKETE yKa3aTh:
- KaKye 13 MOJIyJIeVt HyXKHO yCTaHOBUTb
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- AVPEKTOPVIO Ha BallleM KOMIIbIOTepe, Kyla ITPpVIOKeHne 6y,ZLET YyCTaHOBJIEHO.
i

ﬁ MacTep ycraHoexu “KpuntolAPM"

)

T

BuibopouHan yCTAaHOBKA

BribepuTe NapaMeTpel YCTAHOBKM KOMNOHEHTOE MPOrpamMMel.

[nA WSMEHEHWA MAPAMETPOE YCTAHOBKK KEKOro-nibo KOMNOHEHTE WENKHHTE
CODTBETCI’B}"IOLLI.ME 3HE4Y0K B PaCNonNO#eEHHOM HIKE AEpDEEE.

6

- “KpunToAPM CTaHaapT"

Moayne TSP

Moayne OCSP

: Moayne “¥COEEPIWEHCTE
------- | “KpunToAPM Mnwoc”™

.......... =2 - | Moayns PKCS#11

|T:| ......

4 1Ll I

QcHoBHEIE dainel KpunToAPM®, B
T.4. Moayna KnueHT YU~

[NA YCTAHOBKM KOMMOHEHTA
Heofxoammo 184M0 Ha wecTkom
aucke, BeibpaHo 3 W3 3 YacTei,
[nA X YCTAHOBKK HEoDXoOMMD
63MB Ha HWEeCTKOM AWCKE,

Obzop...

[ < Hazaa

OTMeHa ]

J |

][ Janee =

Ipu yemanobxe Bepcuu «KpunmoAPM Cmandapm ILatoc» (03nakomumenvras Bepcus) paboma c
00noAHUmMeAbHbIMU MOOYAAMU Oydem docmynHa moavko 8 meuenue 30 OHell ¢ MoMeHma ycma-

HOBKU npoepammbl Ha komnviomep. Umobvl dasvuie noab306amuvcs B03MoxHOCHAMY MOOYAell, Bam

Heobxo0umo Oydem npuobpecmu u ycmaHobums NOCMOAHHYW0 AuyeHsuto «Cmandapm» uiu

«Cmandapm I1atoc».

2. HauHetcd ycTaHOBKa IpOrpaMMBbl Ha KOMIIBIOTED.
i

ﬁ' MacTep ycrancexkw “KpunmoAPM®

(=] )

YcraHoBka "KpunToAPM™ 5.1.0.8656

Cel4yac: BbINONHASTCA HACTPOMKE KpunToAPM®

Mo¥ENYACTa, NOAMKAMTE, NOKE MACTED BRINOMNHWT YCTAHOBKY HKpunToAPM®,

EEEEEE

o

= Hazag

-

Oanee
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3. Ilo oxoHuaHMM YCTaHOBKNM HaXXMIT€E KHOIIKY T'oToBO. HJ'I?[ 3aBepIIeHVsI YCTaHOBKN IIPO-

rpammbl «KpunroAPM» niepesarpysure KOMITBIOTED.

s ™
ﬁ‘ Macrep ycranoeku "KpuntoAPM" =l
YcraHoBka nporpammbl "KpuntoAPM"
3aBepueHa
[Ans 3asepiuenna paboTel MACTEPa YCTaHOBKM HaXXMUTE
'ToToBO'.
Copyright OO0 "Lindposbie TexHonormm®, 2014
Hasan OTMeHa )
- >

ITocste ycTaHOBKM IpOrpaMMBbL

B MeHIO ITyck > ITporpammer nosgsutcs rpynma «KpunroAPM», KoTopas cogepXUT MeHIO
BBI30Ba IJIaBHOTO OKHa nporpammel «KpuntoAPM» 11 JOKyMeHTaluu I10JIb30BaTelIs U IIPO-
rpammucta B popmare PDF.

B YKa3aHHOM IIpV YCTaHOBKe KaTajiore (II0 yMOITYaHMIO B KaTasiore Program Files) OymyT co-
spansbl nonkaTtaiorn Digt\Trusted\ Desktop.

ITporpamma «KpuntoAPM» pacripocTpaHseTcst ¢ yKe BBe[IeHHBIM KJIIIOYOM BpeMeHHOW JINLeH-
311, KOTOpasi HauMHaeT JIeVICTBOBaTh C MOMEHTa YCTaHOBKM U 3aIlycKa IIporpaMMbl. Bpemennas
JINIIEH3Ms BBIJIaeTCs CPOKOM Ha 1 MecsIl, Iocle VcTeueHNs: KOTOPOro I10JIb30BaTellb I0JDKeH IIpu-
oOpecTy1 MOCTOSHHYIO JIMieH3yro. OO0 mcTeueHMN CpoKa AeVICTBYISL BpeMeHHOV JIVIIEH3I IIPYJIO-
JKeHVe JOJDKHO CUTHaJIM3MPOBaTh II0JIb30BATENI0. DTO pealn3yeTcs Ha OCHOBe OTOOpakeHMs yBe-
momyeHum. 3a 10 mHevT Mo OKOHYaHMS CpOKa AeVICTBYS BpeMeHHOV JIMIIeH3N IIporpaMMa Oyer
HpenyIpeXxaaTb 0 HEOOXOAMMOCTH IIPMOOPECT IIOCTOSIHHY IO JINIIEH3VIIO.

Eciu mosib3oBaTestb He BBeII IIOCTOAHHYIO JIMIIEH3VIO B TEUEHVIE 30 ITHeVi C MOMeHTa YCTaHOBKWM, I10

VICTeYeHWUV 03HAKOMWUTEJILHOTO IIeproyia MporpaMMa aBTOMAaTIYecKH IepeKiIiouaeTcss Ha BEPCUIO
“Crapt”, KOTOpas MMeeT Psifi OrpaHIYeHNI 110 CPaBHEHWIO C TIOJTHO(YHKIIVIOHAIFHOV BepCHeTL.
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i !
MpuobpereHne AnLEHSMM - @

CTaTyC NMUEHIHMK
NMULEHZMA HEAEACTBMTENEHE MM OTCYTCTBYET

Ana npogom#eHA padoTel HEoXoaMMo NPHoDPECTH NMUEHZMID

A
E E OdropMHT L 3aKa3 Y NPONSBOONT ENA
KyNHTb OHNaAH B HHT EpHET-MarasnHe
L ]

6.2 BBOI MH®OPMAIIMU O JIMIIEH3UN

Bepcusa «KpunroAPM Crapt» He TpeOyeT perucTpaii 11 BpeMsi ee MCIIOJIb30BaHNMs He orpa-
HudeHo. Bepcym «KpuntoAPM Cranpapt» 1 «KpunroAPM Craamapt ITmoc» TpeOyroT BBOIIa
JIMLIEH3VIOHHOTO KJTIoYa.

O ToM, Kak nprobpecTy niieH3Mro K mporpammMe «KpunrroAPM», unrarire B ri1aBe Kynuts mpo-

I'paMMy.

Peeucmpayus npodyxma 004xHa oCyuyecmbAAmbes noavsobamenem, umerouwum npaba aOMuHu-
(% cmpamopa cucmembl.

3apeructpuposath nporpammy «KpunroAPM» Bel MoXeTe:
e depes riasHoe 0KHO (ITomormms > O mporpamme)

e Yepe3 3HAYOK Ha ITaHeJIM 3a/ia4 (YCTaHOBKa JII’IHGH.?WIVI)

YToOBI 3aperncTprpoBaTh IIPOrpaMMy, BBIIIOJIHUTE CJIeAYIOIINe IIIariL:
1. B oxne O mporpaMmme HaXMUTe Ha KHOIIKY Y CTaHOBUTH JINIIEH3UIO.
2. Hoctyn K pyHKIMOHAIBHOCTHU IIporpaMMbl «KpuntoAPM» 11 ero Moy isiM peryypyercs

JeH3VsIMI. Benmre nHOpMaIio coriacHO BbIJTAHHOV BaM JIUIIEH3 L
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NuueHzua Ha KpunToAPM

Wma (0.M.0.)  OxoTuHa Onera Cepreesqa

HauMmeHoBaHMEe opraHusaw  Digt

Appec 3NeKTPoHHON NodTel | okhotina @digt.ru
CepUitHLIA HOMED MLIEH3MA  TDAMA-MMPKM-GKXAT-VPKDC -CMDMT-FTQF]

NMuueH3WA Ha KpiunTolpo TSP Client
CepiiiHEIN HOMED AMUEHSMKM  TA100-00010-004 TK-CEHVL-GT33Z

NMuueHswA Ha KpiunTolpo QCSP Client
CEPMIHEIN HOMED MMUEHZMKA 04 100-000 10-00CU4-CakZF-Wa 1MF

[ Ok ][ OTMeHa ]

ITpu ycniertHom perncrpanym mporpaMMsl «KpuntoAPM» Bo3HUKHeET coobImieHvie 06 3ToM.

B saxiagxe iHpopmamms o mieH3um oTodpaxaeTcs MH(OpMaIys B COOTBETCTBUM C VIC-
TI0JIb3YeMOV JILleH31en Ha rtporpaMMy «KpuntoAPM»:

e Bepcyus NPOAyKTa

e HOMep cOOpKM AMCTPUOYTVBA IPOTrPaMMBI

e CEepUNHBIV HOMEP JIVIEeH3UN

e VM IIOJIB30BATeJISA ITIPOrPaMMBbI

e OpraHmMsauys, KOTOPYIO IIpeACTaBsIgeT II0JIb30BaTeIb

e ajpec 3JIeKTPOHHOV IIOYTHI IT0JIb30BaTe I

*  WCHOJIB30BaHVIe JOIOIHUTEIbHBIX MOJTyJIeVt

e Ipyrue
MHDOPMALMA 0 MALEHZIN | PaspelleHHBIE KPMAToNpoBaAAEpEl |
"
Bepoia nporpamMMel KpunToAPM CTaHaapTPRO 4 (c noa.
Homep chopki 4,7.1.8166 =
CEpUIHEIN HOMED MMLIEHZMIM TDHA-MMPEM-GEXAT-VPEDG-WPH.
ma Onera OxoTHHa
OpraHuzauma LnbpoBLIe TEXHONOMMKM
Anpec 3NeKTPOHHOM NoYThI olo@digt.ru
LaTa MCTEYEHMA NMUEHSHA BeccpoqHan
McnonesogaHke mogyna TSP BrnhoqeHo il
q = mo = 3
[ YCTEHOEMTE MMLIEHZHIO ]
Lg”

¢

.| Ipu pabome c Modysem TSP npoBepsemcsa cmamyc AuyeH3uu Ha npoepammHoe obecneveHue
«Kpunmollpo TSP Client».

¥ IIpu pabome c Modyrem OCSP npoBepsienics cmamyc Auyen3u Ha npoepammoe obecreuerue
| «Kpunmollpo OCSP Client».

ITpn cnionmp3oBaHMM JMIeH3UM K KOMIUTIeKTY «KpuntoAPM CranmaptPRO» aBToMaTtige-
CKM BKJIIOUarOTCA jmileHsuu Ha Moy TSP n OCSP.
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Aomunucmpamop umeem Bo3moxHocms Buidopa cepmugpuxamob (noonucu, wiugpobanus) He moavko ¢
npubA3Koil K 3aKpuimomy KAI04Y, HO U U3 XPAHUAUWA OpYeux noav3obameneil.

6.3 YIOAJEHUE ITIPOTPAMMBI

Ynarmmre nporpammy «KpunroAPM» MOXXHO ciIeIyomyMy CriIocoOaMii:
e  CIIOMOIIIBIO IPOrPaMMBbI YCTaHOBKM 1 yaasteHus: «KpurroAPM»;
e CTaHIAPTHBIMMU CpelCcTBaMy oIlepaloHHOM cucteMbl Windows.

s ynanenus «KpuntoAPM» cranmaptabiMu cpefctsamMyu Windows:

1. Haxmure mna kHomky IIyck, B mraBHoM MenHo Windows akTuBM3MpyHUTe KO-
Manny Hacrporvika > Ilanens ynpasieHus.

2. Orkpoercsa okHo IlaHenp ynpassieHMs: aKTUBU3MPYWUTe SPJIbIK YCTaHOBKa ¥ yJa/ieHue
IIPOTrpamMM.

3. OtkpoeTcd oJHOVMeHHOe OKHO, B KOTOPOM Ilepeulic/ieHbl ITIporpaMMBbl, YCTaHOBJIEHHBIe Ha
KOMIIbIOTEpe.

4. BeibGepure B criicke miporpammy «KpunroAPM»: HakmiTe Ha KHOIIKY YIaauUTh 1 HOATBEp-
IUTe pellleHVe 00 yIaleHUN.

5. Xop mporecca yaasieHus OymeT oTroOpaXxaTbcs B BUIle MHAMKATOpa IIporpecca B Crielyasib-
HoM okHe. [lo 3aBepiienum mpoiiecca nporpamma «KpunroAPM» OyaeT yaaseHa ¢ KOMITb-
foTepa 1 13 CIIMCKa JIeMEeHTOB Y cTaHOBJIEHHbIe POrPaMMBI.

g ynanenus «KpuntoAPM» ¢ TOMOIIBIO ITIpOrpaMMBbl YCTaHOBKIA:
1. 3anycrure Ha ncnonHeHne darwi TrustedDesktop x.x.exe 13 nucTpmuOyTrBa IpOrpaMMBIL.

Ortkpoertcs Mactep ycranoBku «KpunrroAPM». Haxxmure kHoniky [asee.

2. OTKpoeTcst OKHO, B KOTOPOM BbIOepUTe OIlepaluio Y aanThb:

MZMEHWTE

ﬂ ,D.EIEEIEFJ'IEHME MNK yoaneHWe oTAeNbHBIX KOMNOHEHTOE.

BoCCTaHoBUTE
WMmpaBneHre olwboK, BOSHWKLLMY NOCNE NOCNEAHER YCTAHOBKM,
NYyTEM BOCCTEHOENEHWA HEADCTAHOWMY W NOBPEXIEHHEIX halinos,

APMEICOE 1 3EMMCER PEECTPA.

@ ¥oanuTe

@ ¥aaneHue KpunToAPM ¢ Balwero KoMnLoTepa.

3. BosHukHeT coobImeHMe C IpeyIoKeHVeM BBIIIOJIHUTE IIPOLleAypy VIajleHus: HaXMUTe Ha
KHOIIKY YIaJIuTsb.

4. Haunetcs ygaienue nporpammsl «KpuntoAPM». Xop mpoliecca oTodbpakaeTcs B Bule MH-
OMKaTopa Imporpecca.

MoanyicTa, NogoHaMTE NoKa NPorpaMMa YCTaHOBKK yaanuT KpunToAPM,

Cefyac: MybnukyeToa MHDOPMALMA O MPOrPaMMHEIX NPOAYKTAX

[ — ——
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5. Tlocrte 3aBepIrieHIst 3TOTO MpoIiecca BOSHUKHET COOOIIeHNe ¢ MHGOopMallnert 0 TOM, 4TO IIpo-
rpamma yrnaieHa. Haxmure Ha kHorniky I'oToso.

=)

l s 3aBepuienus npoyedypst yoatenus HeodXo0UMO BbinosHUMb nepe3azpysKy KomMnsiomepa.
/ ; p poyedypol y pesacpysky ep

6.4 BAPMAHTBI PABOTBI C IPOTPAMMOM

Bol MoxxeTe pabotats ¢ porpammont «KpunroAPM», BeiOpas Hanbosiee yIoOHBIN 111 Bac
BapMaHT:

o [71aBHOE OKHO HpOrpamMMBbl, IpeIHa3HA4YeHO IS BBIIOJIHEHVS KPWUIITOOIIepaIinii, a

TakXXe yIIpaBIeHUs KpUIITOIIpoBamepaMyu, cepTudmKataMy U HacTPOVKaMM IIpo-

rpaMMBI
e 3HayYOK Ha ITaHeJIV 3a71a4, KOTOPBIV IMeeT KOHTeKCTHOe MeHIO C ITOJIHBIM IlepedHeM oOIle-

pari.
e Ilposognmk Windows (KoHTeKCTHOe MeHIO (aria)

&) KpuntoAPM ['Z' (=] ﬂ_hj

Daiin  Pepaktupoeate  Cepeuc  [Momows

v E 5} & v
i MNoanwucate [Mposepute 371 Wndposats Paclumdpoeate | OBxoeuts | Cosgate Mmnopt
L:JE Twnkl NOKANBHBX XPaHWANLL

L.[T] Muunoe xpanunnwe ceprudmkatos
P Lue cepTid @ﬂnl—iHuexpaHunnu.l,ecepmq:ul.-ncaTu:uE

= CepTudMEaTEl 4Py e None3ceaTensi
Elﬂpouaxy-ruwme LEHTPEI CEPTUgUKELINK
@,ﬂ,DEEpEHHbIE KOPHEBbIE LLEHTRBI CEPTURMEILIMK

E‘] CepTudMKaTEl Ay THE NoNL3CBaTENERA
El MpomMesyTodHbIE LEHTRBI CEpTRGUEALIMA
ij JoBepeHHBIE KOPHEEBIE LEHTPEI CEPTUGUKALAN
@ Cnucok aKkpesMToBaHHBR Y1
[—j 3anpockl (CHCTEMHOE XPAHWAKLLIE]
E‘] 3anpockl Ha cepTudmKaT
CnMckW oT3bBa cepTHgMKATOE
Eﬁ Cnuckw goBepeHHbIX CepTUgMUKaTOR
- Kpuntonposaiigepe
- PazpelwierHeie
{T'j ¥ CTAHOBNEHHEIE
{é} Hactpofikun
=Ll CnpaeoyHmkm
5] Haznauenuna cepruduikara
-{[5) Hasnauerua nognmcw
9;?; Knunent ¥L,
-{[Z] 3anpocel Ha cepTudnkar
- 3anpockl Ha 0T3bIE CepTUdKaTa
-{Z] 3anpocel Ha npuecTanoBneHne cepTudinkara

-{[Z] 3anpocel Ha sosoBHOBNEHNE cepTduKaTa

-[[Z] 3anpocel Ha cmeny knroueii u cepTudinkara

L | UL »

Ready
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6.4.1 TITIABHOE OKHO IIPOI'PAMMbI

B s1eBOVI wacTu T71aBHOTO OKHA IIporpaMMbl pacIiOJIO’KEHO OePEBO 06'beKTOB, KOTOpO€ BKIIIO-
4yaeT B ce0sl OCHOBHEBIE pa3aeiibl.

B IIpaBOV YacTU IJIaBHOI'O OKHa 0T06pa>KaIOTC$I 00BLEeKTEI, BXOIAIINE B pasmesiel mepeBa m3
JIeBOV 4aCTu

BepxHee MeHIO IJIaBHOTO OKHa

«PDan». 3JIQCB BbBI MOXXeTe BBIGI/IpaTB HY’>KHYIO BaM q)YHKI_U/IIO " BBIXOOWTDH U3 ITPOIrpaMMBbl.

=
& KpuntoAPM

m Penaktupoeate  Cepeuc  [NMomows

MNognucate...

AoBaenTe NoANWCE... aTh
3aBepWUTe NOANKWCE...
Jawwndposate...

Megnucate v sawndpoeate...

MpoeepuTe NOANKCE... /
CHATE W NPOBERUTE NOAMNCE..,
Pacuwndpoeate...
MpocMoTpeTe AOKYMEHT...

PaclungpoeaTe 1 NpoOBEPUTE NOANKCE..,

Berog

----- B YcTaHoBNEHHBIE

«PemakTrpoBaTh». B paszesie OCTyIIHBI OIlepanyy ¢ BBIOPaHHBIMY B TJIAaBHOM OKHe 00BeK-
TaMU (MMIIOPT, PVIIBTP M Ap.)

=
& KpuntoAPM '
Tain Cepewnc  [Momowe
Co3aate * Janpoc Ha CEpTUgMKAT..,
i Moanue WMrnopr CamonognncaHHeld cepTudnkar...
- Ce
E| Ei[; OuneTp 4 Bnageney
P pukaros %% 3eepera Cretnana
E O BHoBNTE b30BATENEN
‘ CEpTHdMEALMK
[b [JoBEpEHHBIE KOPHEBRIE LIEHTPEI CEpTHgMKALNK

«CepBuc». MeHIo 151 ycTaHOBKM peXXxumoB «KpaydunposanHas oanmcek», «/Hrepak-
TUBHBIVI PEXMM» 1 HACTPOVIKY ITapaMeTpOB IIPOrpaMMBbl.
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-
& KpuntolPM

=

Mognucate lMpoeepuTs :

=] CeprudmKathl

..... |1 NMuwuynoe xpaHnn

®ain  Pepaktupoeate Momowe

KeanuuunposanHan nognuce ?‘

v MHTepakTHEHBIR peskim

MapameTpel NnporpaMmMel

Dunetp

1eL

----- E] CepTrdKkaTel Apyrux N0Nb30BATENEN

|—| EryseepeEs LeeTnaHa Bi

Ecymm BbI pabotaete ¢ Bepcusimu «Cranmapt» u «Cranmapt [ D1roc», MMeHHO yepes 3TO MeHIO

BbI 6YJI€TG MOJIK/TIOYATh OTUYKIIAeMbIV KIITFOUEBOV HOCUTEJIb.

-
& KpuntoAPM " — - — - -
Paiin  PegakTvpoBate Momowes
D KeannguunpoeaHHan nognuce
Moanuecate [Npoeepute i WHTepakTieHbli peskim Tb
- CepTndnkaTel
EIE] prncp MapameTpel NporpamMmMel L
i [ﬁ NwyHoE xpaHun L epn
L) C ,
% HEPT“qJ“KaTb' AF MoAkARYMTE OTYYHA3EMBIA HOCUTENE .. nou
om O4YHBI e
i paMERYT oo PR R [Ell'lpnmacy‘rnqﬁble LEHTRE
A5 JoEEpeHHbIE KOPHEBBIE LEHTREI CEpTUdMKALMI
: @,ﬂ,DEEpEHHbIE KOpPHEEBIE L
@ Cnncok akkpeguToeanHex Y1

«HOMOH_H>>>. MeHIO, gepe3 KOTOpoe Bbl MOXETE OTKPBITh PYKOBOICTBO IIOJIB30BaTeJIA VI

PYKOBOJICTBO MPOrpaMMICTa, ITPOCMOTpeTh oOIIyo MHdopManmio o Iporpamme «Kpwmro-
APM» 1 yCTaHOBUTD JINIIEH3MIO (depe3 pasaert «O ImporpamMmme»).
s ymobeTBa OCHOBHBIE OoIlepaliuy ¢ 00beKTaMV BhIHECeHBI B OT/Ie/IbHYIO IaHe b IJITaBHOTO

OKHa:
Daiin  Pegaktupoeate  Cepeuc  lMomowe
v £ ) & = B
Moanucate [MNpoeepute 31N Wudpoeate Pacwwdgposate | OBHoewTe | @wnetp | Cozgate  Mmnopt
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6.4.2

«KPUIITOAPM» HA TTAHEJTU 3AJJAY

Bbr MoxeTe paboTath ¢ mporpammoit «KpunroAPM» gepes yBemomsIeHve Ha ITaHeIN 3a7ad.

B 06mimx HacTporiKax MporpaMMBbl BBl MOXKeTe yKaszaTb, YTo0b! «KpuntoAPM» mipucyTcTBO-

BaJI Ha ITaHeJIM 3a/1a4d B IIpaBOM HVDKHEM YIUIy SKpaHa KOMIIbIOTEpa JIs 6I>ICTp01"O BBITIOJTHEHVIA

Kpunrorpadmdeckmx oreparuii.

¥eTaHoeka STMUeH3InK

O nporpamme...

Mognwucatb..,
HdoBasnTe nognuck...
33EEpUTE NOANWCE...
JawndpoBate...

Mognucate v zaWngpoEaTE...

MpoeepuTE NoANKCE...

CHATE W NPOBEPHTE NOAMWCE. ..
Pacwwdposate..
MpocMoTpETE JOKYMEHT..,

PacundpoeaTe W NpoBEpUTE NOAMNKCE. .

KeanuguunpoeaHHaA Nognnce

v MHTepakTveHbIR pexknm

Hacrpoiikn 2
OTepbiTe paboune KaTanori k
Orepoite KpunmoAPM

] Bemog

| L. |_

ITpw nBoviHOM mIeTuKe Ha 3HauKe «KpunToAPM» oTKpbIBaeTcs [J1aBHOe OKHO ITpOrpaMMBbI.

MCHOHBSYH 3Ha4OK yBeJOMJIE€HVIS Ha IIaHEeJIV 3aja4, Bbl MOJXKeTe:

YCTAaHOBUTE JINIIeH3MI0 K rrporpamme «KpunnroAPM»

HpocMOTpeTh MHdopMaliuio o mporpamme «KpumroAPM»
HOANVCBIBATh PavIbl M IIPOBEPATH KOPPEKTHOCTD HOIINCH

M poBaTh 1 pacimMdpPOBbIBATE DaVIbL

yCTaHaBJIMBAaTh IIOIIATOBBIVI PEXVM BBIIIOJIHEHNMS KpuIrTooreparm n pexnm «Ksam-
dpuipoBaHHas TTOIINICH
BBIOMPATH HACTPOVIKI IS BBIIIOJIHEHS KPUIITOOIIepALITL

pabotaTe depe3 «KpunrroAPM» ¢ pabounmu Katanoramu (rarnku Bxomsimme/Viexomsi-
1ye)
IIepexOIUTh K paboTe ¢ IIporpaMMOVL B IJTABHOM OKHe

[171s1 BBITIOJIIHEHMS Ollepalluil Yyepes3 IaHeIb 3a4ay:

1. Ortxkponte mporpammy «KpuntoAPM» (Ilyck > ITporpammsl > «KpunroAPM»)

2. 3nauok «KpunroAPM» nosBUTCS B IpaBOM yIjly Ha MaHeIV 3aa4
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3.

4.

6.4.3

ITpaBomt KJIaBuIlIeVl MBIV OTKPOVITe KOHTEKCTHOe MEHIO 1 BbIOepuTe Hy>KHYIO ollepa-
LVIIO.
Hasee cienyvite maraM IToMoIrHMKa BEIOpaHHOV OIlepariym.

WVIHTETPALIVS B ITPOBOOHVK WINDOWS

Bol MoxxeTe paboTaTh ¢ mporpammoint «KpuntoAPM» B ITposogauke Windows dyepes koH-

TeKCTHOe MeHIO (parijIoB.

Mran Jara nzmenenna Tun Pazmep
Eﬂ_", Oryer NE1 26.03.201311:24 Jokyment Micros... 12 K
M=| Oruer NE2 OtkpeiTs b.02.201311:24 Jowyrment Micros... 12
M=| Oruer N23 Wzmennte £.03.2013 11:24 Jowyment Micros... 12
Co3gate |
Mevate
SkyDrive Pro 2
71-Zip 3
&  KpwntoAPM 4 Moanucate...
OBLLMil gocTyn Y JoGaBnTe NoOANWCh..
3aBEpUTE NOANKCE...
# TortoiseGit r
- 3amdpoEaTE...
£ TortoiseSVN ¥ Mognucate W 3aLUMBPORATE...

21oT BapuaHT I1I03BOJIAET 61)ICTpO n YJIO6HO BBIIIOJIHATH OCHOBHBIE OII€epaliyl C 3JIEKTPOH-

HBIMV JaHHbIM:

IIOANVCHIBATH 2JIEKTPOHHOV HOIITMCHIO

IIPOBEPSITh KOPPEKTHOCTD ITOIIINCH

I OBaTb

pacimdpoBbIBaTh davIbl

OJIHOBPeMeHHO I PoBaTh ¥ HOANVCHIBATE JaHHBIE

OITHOBPEMEHHO paciIndpOBbIBaTh JIaHHBIE ¥ IIPOBEPSTh KOPPEKTHOCTb JIEKTPOHHON

ITOOITNCH
yCTaHaBJIMBAaTb PEXVIMbI BbIIIOJIHEHVIA KpVIHTOOHepaHT/IVI

BBIOVIpATh HACTPOVIKY U1 BBITIOJTHEHVSI KPUIITOOIIe paliyii

1151 BBITIOITHEHMS ontepannii B ITposogHuke Windows:

1.

3.

Otkpornrre B [TpoBonHVIKe HAIKY, I7le HaXOOUTCA paril, KOTOPBIT HeoOXoaMo 3armmd-
poBaTh VIV TIOIINCATb.

IIpaBovi Kj1aBuIIIel MBI OTKPOVITe KOHTEKCTHOe MeHIO darila WiV Cpa3y HeCKOJIbKMX
darnsioB 1 BeIOepUTe HY>KHYIO OIlepalliio.

Hasee cnemyvite maraM I ToMorHMKa BEIOpaHHOV OIIepariyiL.

B ciryuae ecyii Bl BBIOpasiv [jIsl ollepaliny cpasy HecKoJIbKO ¢aruioB, oHM OyayT ob6pabo-

TaHBI ITOCJIeJ0BaTeJIbHO.
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Haumnmnasi ¢ Bepcum 4.5 mporpamma «KpunroAPM» Gostee TecHO MHTeTrpupoBaHa ¢ orlepariy-
onHom cuctemort Windows. Ilosib3oBatesrs MoxeT paboTtaTh ¢ nopmcanHbiMy D11 (Tum come-
IIeHHON MOANINCK) U/WIN 3aiMdpOoBaHHBIMM 3JIEKTPOHHBIMM JOKYMEHTaMI C ITOMOIIIBIO
«KpuntoAPM» B IIpoBogHMKe Uepe3 cTaHIapTHOe OKHO CBOVICTB [JOKYMEHTOB.

@ Oryer NEldae: 29 N3 WD 1 CAG
0S| Oruer N S b
@ Otuer N SkyDrive Pro r k
M| Oruer N2 1-Zip » b
@ OtuerN% @  KpuntoAPM [

GTKFII:ITI: C NOMOLLBHD...

E 3TTEKTPOE CeoiicTea %

B oxHe CBovicTBa IOSBIISIIOTCS JOIIOJIHUTEIbHBIE 3aKJIaIKI:
1. 3aximagka IMogmmce. B aTom 3aki1ajike BbI MOXKeTe:
1) TIIpocMmoTpeTs moamcaHHbIe JaHHbIe (KHOMIKa IIpocMOTpeThs HaIpOTHB MEeHN
daria) 1 cCOXpaHUTB VX Ha JIOKAJIbHBIV KOMIIBIOTEP WIIV OTUYY KIaeMblil HOCH-
Testb (KHoNKa COXpaHUTB).

| Cbwme | @ Mosrmes | BezonacHocTs
McxogHbIE oaHHbIE C:Msers'user\Documentshouete\OmeT
OTKpbITEIZ AaHHBIE: OryeT N22 docx
II'IpocMDTpemI I CoXpaHiTe I

2) IlpocMmoTpeTs ciienyonlyio nHdopmalinio (kHorkKa ITpocmoTpers):
e 0 1100aBJIeHHOV K (parTy 37IeKTPOHHOV IOIIIVICH
e 0 ceprudUKare, C IOMOIIBIO KOTOPOTo OBUI IOAMVICaH ¢arl, 1 ero cTaTyce
e O IITaMIIaX BpeMeHM Ha IOMIINCH VI IOAVIChIBaeMble JaHHBIX
1) [dobGasurs moammich (KHomka [lommycars).
2) 3aBepuTh HoANNCH (OOpaTwUTe BHMMAaHMe, UTO [IepeBO IIOAICEI TOIBKO IABYX-

yPOBHEBOe, T.e. 3aBepUThb 3aBepsronIyio Dl yxe Heb3s)

3) PacnewaTaTh MHPOpManmio (kHonka ITedaTs) o OI1 - B HOBOM okHe Opaysepa MS
IE 6ynet cdopmmpoBaHa nedatHas popMa ¢ MHGPOPMAIIVIENT O TIOAICH.

4) OOGHOBUTH MHPOPMAIIMIO O oATCH (KHOIIKa OOHOBUTSE).
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DNepeso noanucei

Bnageney Damunna

~* Onbra OxoThHAE

[I'Innnucam” JaEepUTE ” [MpocmoTpeTs ] [ DBHOBWTE ]

[evats

2. 3awitagka IlIndposanne. B aTo11 3aK1a/1Ke BBI MOXeTe:
1) IIpocMoOTpeTh IyTh, IO KOTOPOMY COXpaHeH 3alidpoBaHHbI darvl;
2) Ilpocmorpets 3ammdpoanHsbii damt (kHomka I[IpocMoTpeTh psoM O CTPOKOM
®dar1 MCXOOHBIX JaHHBIX);
3) CoxpaHuThk McxonHbII ¢amw (pacmmdpoBaHHbBIe JaHHBIE) IO YKa3aHHOMY IIyTU
(xzorika CoxpaHUTB);

besonacHocTs | MNoppoGHo I [penbiaylLMe BEpcn
Dfwme @ lnposaHwe

llnchpoEaHHEIA thaiin: ChUsers usersDocuments omyets Omyet N

Faiin voxopHe ganHen:  OmueT NE1.docsig

(Toscvorpen ] (_Capssm ]

4) TITpocmoTpeTs MH@OpPMaIMIO O cepTudMKaTax I1ojIydaTesien 3al@poBaHHBIX JaH-
HBIX M MX CTaTychl (KHOIIKa ITpocMoTpeTs);

CepTMMKaTel NoNyYaTensi SaUMhPOESHHED AAHHED

U0 Opra... Mogp... Oon.. Wen..

Bacw... Ba

. Oner... dlgt Cm
BYGEDFE... Memp.. WMP... Me
4| 1} [

[ ofaents ” Yoanuts ][npOCMOTPETb] [ OBHOBUTE ]
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Ceptuduxar pacmmdpoBaHms JaHHBIX OTMeYaeTcsl 3HAaUYKOM - B Ceptudmkarom pac-
11 poBaHMs CTAHOBUTCS HEePBbINT 13 CIVICKa cepTudMKaT I10jTydaTesier, IMeIOIINI 3aKPbITHIV
o4, OcTaibHbIe CepTUdVKATBI OTMEYAIOTCS CTAHIAPTHBIMI 3HAYKAMIA.
Bel MoxeTe pacHmpuTh/CcOKpaTUTh CHOVCOK CepTM@UKATOB IIojydaTesiert daria
(xxomikM [106aBUTE 11 YIa/IMTB COOTBETCTBEHHO).
ITpu HaxkaTn Ha KHONIKY ITpumennTs 1w OK gaHHBIE OyayT IIOBTOPHO 3aldpoBaHbI B
ajipec M3MEeHEeHHOTO CIIVICKa IToJTyJaTeIert.
Taxxe BBl MOXeTe IIPOCMOTPETh Pe3yJIbTaThl IIPOBEPKIM KOPPEKTHOCTY 3JIeKTPOHHOV ITOfI-
mvicu B JiroboM crangapTHoM okHe OC Windows 11 oripeniesinTh BO3MOXKHOCTD paciinidpoBaHs
IOKYMeHTa II0 CIeliaJTbHOMY 3HauKy.

¥ annvie 3HAUKU N0 YMOAUAHUIO He NOABAAIOMCA, HeobX00uMo B napamenmpax npoepammbol G-
| uums npobepxy cmamyca dokymermob ¢ II1 u wuppobarnvix apxubob 6 [poBoonuxe.

3HauoK Ormcanme

1

»‘J ITonrmcanHbI TOKyMeHT (6e3 mposepku KoppektHocTy DI B ITposos-

HVIKE)

ITogrmcanubI JOKYyMeHT, D11 KoppekTHa

HO):[HVIC&HHBIVI HOKYMEHT, ITOAIIVICh HEKOPPEKTHA

o
-

ITonmvcaHHBIVI JOKYMEHT, HeT IIOJIHOTO JoBepys K cepTudMKaTaM I10]1-

mvicu (orcyterByer COC)

IToarmcaHHBIVI JOKYMEHT, IOINCEH ITOBPeX/IeHa

Ornepanyisl IpoBepKu OCTaHOBJIeHA B CIIydasix:
e pasmep darula IpeBbllIaeT OrpaHNYeHNe, YKasaHHOe B IlapaMeT-
pax K Imporpamme
e DIl oTnerieHHas, u [1j11 Hee OTCYTCTBYeT IOAIVCAaHHBIN (pavl
[Mndposannsit JokyMeHT (Oe3 mposepku B [IpoBomgHKe)

I posaHHBIN JOKYMEHT, MOXXHO pacindpoBaTh

IndpoBaHHBI JOKYMEHT, MOXHO paciimdposaTh, HO cepTudmKaT

pacimdpoBaHs HefleICTBUTe IeH

IvidpoBaHHBIN TOKyMeHT, HEeT IIOJTHOTO JI0Bepys K cepTudmKaTy pac-
mmdpoBaHMs

M poBaHHBIV HOKYMEHT, pacindpoBaTh HeJlb3d

PREPE & @
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7  HACTPOVIKM V1 IIAPAMETPBI IIPOTPAMMBI

J1)1s1 TOro 4TOOB! OIlepaTMBHO BBIIOJIHATH KpUITTOOIIepariuy, B mporpamMme «KpnntoAPM»
peayM30BaHa BO3MOXXHOCTh yCTaHABJIMBATh VHAVIBUYJIbHbIE HACTPOVIKM VI PEXVMBI paOOTHL.
J1J1s1 KaXKIOVI CUTYaIUy BBl MOXKeTe yCTaHOBUTD MHAVBUILY AJIBHYIO HACTPOVIKY IS BBITIOITHEHVIS
KpunrorpadpaecKmx orepamnmmi, padoTsl ¢ cepTudmKaTamm 1 T.I1. (BBIOpaTh KPUIITOIIPOBAIIED,
cepTUUKATHI, TUII KPUIITOrpadIecKyX aJITOPUTMOB, yKa3aTbh II0JTyJaTesleV JaHHBIX VI Ap.)

151 oOMeHa JOKyMeHTaMM ¢ OyxraITepoM BBl MOXKeTe YCTaHOBUTB OJHY HACTPOVIKY, C ITapT-
HepaMI — BTOPYIO, C KJIIEHTaMI — TPEeTHIO M VCIIOIb30BaTh KaK/IYIO M3 HIX IIPY B3aMOE-
CTBWVI C 3TVIMU TPYIIIIaMU JIIOZIEVL.

B sTOM paszerte BbI HaviieTe CIIEAYIONIYIO MHAPOPMAIINIO:

¢ Kak VIOPaBJIATb HACTPOVIKAaMUM IIPVJIOKEHMSA

e Kak HactpouTs I[lapaMeTpsl TporpaMMbl

7.1 IIAPAMETPBI [IPOTPAMMBI

B ri1ase IlapamMeTpbl IporpaMMsbl Bbl HavjieTe MHAOPMALIIO O TOM,
e KakK Co31aTh OOIIMe YCTaHOBKY IIPMJIOXKEHIS;

¢ KaK HaCcTpOUTb HAIIOMVHAHWIA O COOBITHUSIX.

711 OBLIME YCTAHOBKI
HactponuTs 6a30Bble mapamMeTpbl IIPOrpaMMbI BEI MOXKeTe depe3 [J71aBHOe OKHO ITporpaMMBbl.
151 Toro 4To6B! HacTpouUTh HapameTpsl «KpuntoAPM», BbITIONIHITE CileIyIolIye Iari:
1. B miaBHOM OKHe B BepXHeV ITaHeJIV MHCTPYMEHTOB OTKpoviTe ITyHKT MeHIo Cepsuc > Ila-
paMeTpbI IPOrpaMMBEL.
2. Ortkpoetcs okHo [TapameTpbl mporpaMMel
.

"
MapameTpbl NporpaMmMel Iél
Obwme | HamoMMHaHMA

ABTOMETWHECKM 3EMYCKATE NPOrpaMMy NpK Bxoae B Windows

CEOPEYMESTE B CUCTEMHBIA TPEA NP CBEQTHIBAHMM OKHE

CEOPEYMBEATE B CUCTEMHLIA TPEA NP SEKPEITHMA OKHE

HacTpoliki NpoBEpkK CTATYCa AOKYMEHTOE B MNpoBogHMKE
BrnmtounTe nposepry cTaTyca aokyMeHTos © 3N B MNposoaHuke
MaKcMManeHelR pasMep daina, He bonee 81920 : fanT

BHMMOYMTE MPOBEPKY CTATYCA WMDPOBaHHLIX pXWE0E B MNpoB0OHMKE

HacTpoliki accouMalyti pacluMpeHia hannos

MNpoBepATL 3CCOLUMALIAM NPW CTAPTE NPOrpPaMMel

KBanpMUMpoEEHHEA NOANUCE
ABTOMaTHYECKN 0BHOENATE CMMCOK AKKPEOWTOBaHHEIX Y1

He NoKasbIBaTE KOPHEEEIE CEPTHMHMKETEI C MCTEKILMM CROKOM ASACTEMA

[ 0K ] [ OTMeHa ] [HWHEHHTI:
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B oxHe BbI MOXeTe HACTPOUTH:

e ABTOMaTMYeCKMUN 3allycK IIporpaMMsl Ipu Bxoge B Windows;

e (CBopaumBaHMe IJIaBHOTO OKHa IIPOrpaMMBl B CCTeMHBIVI Tper! (IlaHesIb 3a/1a4) IIpu
CBEpTBIBAaHMUM,/ 3aKPBITUN OKHA;

e IIposepky craryca okymeHTOB B ITpoBomHike Windows;

e Hacrpowuts paboTy ¢ KBayMPUIPOBAaHHO ITOINCHIO

Hacrporika npoBepKkmu cTaTyca 1oKymMeHTOB B IIpoBogHMKe

- Abmomamuueckas npoBepka cmamyca nOONUCAHHBIX UAU 3aUiULhpoBarHbLx 00KYMeH 08 MO-
skem pabomamb HexoppexmHo. Ieao 6 mom, xkoauuecmBo overlays 6 onepayuornnon cucmeme Win-
dows oepanuueno 15-10 asremenmamu. Ecau y 6ac ycmarnoBieno MHO20 npoepamm, KOmopble uc-

noAv3ytom 24emenmsl overlays 045 omobdpareHus uHgopmayuu, mo s1eMeHmsl npusoxenus «Kpunmo-
APM» moeym npocmo He nonacms 6 3mo koauuecmbo u coombemcmberHo He 0modpaxamucs.

ITpu HacTpoViKe IIPOBEPKM CTaTyca JOKYMEHTOB, ITOIIVICAHHBIX 2JIEKTPOHHOVI IIOANCHIO, B
ITpoBomHMKe BBI MOXeTe yKa3aTh MaKCHMaJIbHBIVI pa3Mep s ITpoBepsieMbIX (pariyioB. DTo Heob-
XOIIVIMO IIJIsl TOTO, YTOOBI He yMeHbIIIaJIach CKOPOCTb pabOThI KOMITBIOTepa IIpu obpaboTke dari-

JI0B BOJIBIIIOTO pasMepa.

HacTpoiiki NpoEEpkK CTATYCE AOKYMEHTOE B [poBoaHWKE
BrniounTe NpoBepky CTaTyca gokyMmeHTos C 301 B MNposogHuKe
MakoMManbHLEIA pasmep dalina, He Bonee | §1000] : fanT

[ | BroUMTE NpoBEPKY CTATYCE WBPOBAHHEIX APXWBOE B MPOB0AHWKE

IIpoBepka accormanmii pacipeHun ¢parioB npu crapre nporpammsl «KpunroAPM»

[11s1 mpocMoTpa 1 pefaKTUpOBaHMs COCKa parIoBbIX pacIIVIPeHU, VIMEIOIINX accolla-

yto ¢ mporpammont «KpuntoAPM», HaxxMmuTe Ha KHOIIKY CMHXpOHM3aIms.
HacTpoiiki acCouMalydin paclukpeHie Gainnos

MpoBepATE ACCOLMALIM NP CTAPTE NporpamMMe!

B oxne CuxpoHmM3anmsa cojiepXuTcs ceflyrolias MHdopmMariys 06 ycTaHOBJIEHHBIX acCOII-
anyeIx:
e Pacmmpenue - Ha3BaHMe pacIIVpeHys 1171 darvia.
e HaspaHue HaCTPOVIKM - HacTpoVKa IporpaMmsbl B «KpunrtoAPM», B KOTOPOVI IO yMOITYaHWIO
BbIOpaHO JlaHHOe pacIIpeHe.
e Hasnauenue - HasHaueHMe aIoB C yKasaHHBIM paciuypeHueM B nporpamme «Kpuirrro-
APM».
e Tuvm - onpenesiembrt Windows tur dariia.
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i !
CunxpoHMsayma I&

BribepuTe pacuMpeHiiA dainoe, ANA KOTOPEIX Bl XOTMTE CHATb SCCOLMELIAM
C nporpamMMoi KpunToAPM,

PacwpeHe  HasBaHWe HACTPOHKK HazHaqeHWe Tun
pem 3M mnu WkppoBanve  pem_auto_file
xml 3M M WiuppoBaHwe XML Document

4 1L 2

OTMETHTE BCE [ CHATE accouMaumo ][ Belxon ]

L A

Kaonka CHATE acconyanyio Io3BosIseT BRIOOPOYHO CHSTB acCOIMaInio ¢ arvyIoBBIX pac-

MV PEHUTA.

YTo06B! CHATP accoryanyio ¢ mporpamMmont «KpumnroAPM» y Beero crimcka ¢arIoBBIX pac-
IIVIPeHNVI, HAKMUTe Ha KHONKY OTMeTuTs Bee 1 3aTeM CHATH Bee.

Boccranosuth acconpanyio s paciiMpeHnI, KOTOpble yKa3aHbl B HACTPOVIKax, MOXHO B
caMoVI HacTpoOVIKe, HaXaB KHOIIKY YcTaHOBUTH acconmanmio. ITogpoOHee 06 aTom umTarite B

m1aBe HacTporikiy oniepariviy IOJIIICH.

Hacrpovika mapameTpoB paboThI ¢ KBaIM(UIMPOBAHHOV MOIICHI0

«KpuntoAPM» Bepcum 5.1 u Bblllle MMeeT crielyayIbHbIN pexxnM «Ksaymduimposannas

HOMMVICH» 71 pabOTBI TOJIBKO C cepTudMKaTaMI OT aKKpeAUTOBaHHBIX Y1

Ha noprasie YrostHoMoueHHOTO dpefiepaIbHOTO OpraHa B 00J1acTy 3JIeKTPOHHOV HOMIINCH
MuHKOMCBA3M pa3MellaeTcsd aKTyaJIbHBIV CIIMCOK aKKpPeIUTOBaHHBIX YAOCTOBEPAIONINX IIeH-
TPOB. DTOT CIMCOK mcnoib3yeTcs «KpunroAPM»oM B KadecTBe pwIbTpa Ipu paboTe C 3r1eK-
TPOHHOV ToaNVcho. CIMCOK ITOCTOSTHHO OOHOBIISETCS, TI03TOMY yZI00Hee HaCTpOUTh aBTOMATH-
yeckoe OOHOBJIeHNMe CIMCKa aKKpeauToBaHHBIX YL (4TOoOBRI He Jles1aTh 3TO KaskK[blil pa3 BpyU-
HYI0). 311ech ke Bbl MOXKeTe OTKJIIOUNTD II0Ka3 KOPHeBBIX CepTUMUKATOB YIOCTOBEPSIIOIIEro IieH-
Tpa C UCTeKIIM CPOKOM JIeVICTBIS:

KEanQUUpOEEHHAR NOAMMCE
ABTOMaTHYECKN 0DHOBNATE CNMCOK SKKPEIMTOESHHEX Y11

He NoKasbIBaTE KOPHEEEIE CEPTHDMKETE C MCTEKLWIMM CPOKOM ASACTENA

7.1.2 HATIOMMHAHMS O COBBbITMIX

C nmomompio mporpaMmel «KprumroAPM» BEI MOXKeTe HacTpanBaTh IIpeIBapUTeIbHOe Hallo-
MIMHaHIe JIJ1s KOHKPEeTHOTO COOBITHS, CBSI3aHHOI'O CO CPOKOM JIeVICTBIUSA

e JIMYHOTO cepTudmKara;

e  CIVCKa OT3bIBa cepTUdPUKATOB;

e CTaTyca 3allpOCOB, IlepefJaHHBEIX Ha paccMoTpeHme B YLI;

e JmieH3uu npwiokeHue «KpuntoAPM».
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Taxxe BbI MOXXeTe aKTMBUPOBaTh HalloMMHaHVe 00 oTcyTcTBMe HacTpoeK «KpurroAPM».

HaCTpaVIBaTB HaIllTOMVIHaHMA O ITIaHVPYEMBIX CO6BITV[$IX, CBA3aHHBIX C BbIIII€Ha3BaHHBIMM

O6’BeKTaMT/I, BbI MOJXETE Yyepes [VIaBHOe OKHO IIPpOrpaMMblI.

1151 TOrO YTOOBI HACTPOUTH HAIIOMIMHAHWE:

1.
2.

B BepxHeM MeHIO I1aBHOTO OKHa BbIOepuTe myHKT CepBuc > [TapameTphl IporpaMMsI.

ITeperanre Ha BIagky HammoMmHaHMA 1 yKaXXnTe Te COOBITHS, CPOK AeVICTBYS KOTOPBIX

HeO6XO)IVIMO KOHTPOJIMPOBAaTh, V1 CPOK ITpeIBapmTEeJIbHOTO HAalIOMVHAHVIA 00 mcTeueHMm

JeVICTBYISL YKa3aHHOTO COOBITVAS:

P = ~—
MNapameTpel nporpammel ﬁ

HanoM1HaHUe

YrawMTe cobbITHe AnA KOHTPQNA M CPoK NpeaBapyMTENEHOND HENOMHMHEHMA

MCTeYeHWe Cpoka OEACTEMA NMHHOMD CEPTUDOWKATE 30 = gHei
OTCYTCTEME AERCTEMTENEHEIX CEPTUOUKATOE

McTedeHHe cpoka AeAcTEMA COC 3 = pHel

Hanuure HeobpaboTaHHeIX 3anpocos 7 AHERA

Hanu4ie HeofpahoTaHHoOr D 3aNpoca Ha CEPTURMKET
[| Hammume HeofipafioTaHHOrD 38MNPOCE Ha MPHOCTAHOBNEHWE CEpTHdMKATA
[ Hanuume HeoBpafioTaHHoro 3aNpoca Ha E0300HOENEHHE CEPTHMKETS

[ Hammume HeoBpafioTaHHOro 38MPOCE Ha OT3LIE CEPTHRMKATE

[ Harm4me HeoSpaboTaHHOND 3aNPOCa Ha CMEHY KIKDHER M cepTMdMKETE

[] Micreuerie cpoka AefcTENA MMUEHSMN 30 =] AHEH

OToyTCTEME HacTpoek, KpunToAPM

[ )4 ] [ OTMEHE ] [I'IpHMEHHTb ]

[Tpu HacTyIUIeHMM YCTaHOBJIEHHOTO CpOKa ITpe/iBapuTeSIbHOTO HalloOMMHaHMs 00 yKasaH-

HOM COOBITHM OTKPOETCA OKHO HalTOMMHAHVIAL

r ™
€3 KpuntoAPM: HanomuHanue e E@g

Tun cobbmua Cpok HacTymneHnA cobbimua [JononHUTENEHLIE CEEAEHM

£ OTNPEBNEH 33NpOoC Ha CepTHUMKET Bnagenew: Onbra OxoTHHS
@HE OTNPSEBNEH 33NPOC Ha CepTHUHMKET Bnanenew: Onera OxXoTHHE

@He OTNPSENEH 33NPOC Ha CepTHdMKaT Bnanenew: MeaHoea CeeTn

4 | i [ 3

OTNpaeuTe 3anpoc... [ MpexpaTuTe ] [ MpocMOTpETE ]

HaruTe "OTnoMmTe ", YTobbl HE MONYYETL HAMOMMHEHWA B TEYEHME: 1 = nmeit | OTnosumTe
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BbI MOXXeTe 0TKa3aThCst OT HOCTYHMBIIMX HAIIOMVHAHW:

1. Ha cpok B HeckoyIbKO JHel (KHomKa OTJI0KUTE, KOTOpas CTaHeT AOCTYITHa, eciIi Bhlze-
JIEHO OJTHO VIV HECKOJIBKO HAITOMVHAHWM B CIIVICKE).

2. Hascerna (kHonka IIpexkpaTute Bce, KOTOpas I103BOJIsIeT IIPeKPaTUTh BCe HAIIOMMHaHWS
B CIIMICKe, 1 KHOIIKa IIpeKkpaTmnTh, KOTOpasi CTAaHOBUTCS [JOCTYIITHOV TOJIBKO B CJIy4ae, ecyn
BbI/IeJIEHO OIHO VJIV HeCKOJIbKO HalIOMVHAHWI B CIIVICKe).

7.1.3  PEXWMBI PABOTBI

HpVI BBITIOJTHEHM KpVIHTOOl'IepaLH/[V[ BbI MOXeTe HpOXO):[VITb BCe II1arv ajisa yKa3aHVI$[ Hy)K-
HBIX l‘[apaMETpOB J‘IT/I6O VICIIOJIB30BaTh paHee COS,EI;aHHYIO HaCTp0T7[Ky J1d aBTOMAaTM3allm HpO-
necca. O TOM, KaK yCTaHOBUTB ITapaMeTpbl HACTPOVIKYM YMTaTe B IJIaBe YIIpaBjieHVe HacTpOVi-

Kamyt iporpaMMel. CooTBeTcTBeHHO, paboty ¢ «KpnntoAPM» BeI MOXeTe BeCTU B HECKOJIBKVIX

peXmmMax:

e lIHTepaKTMBHBIN (IIOIIATOBBIVI)

Ecyin B mporpamMme ycTaHOBJIEH MHTePaKTUBHBIV PeXXIM, ITPY BBIIIOJITHEHMY oIlepalliyi BaM
OymyT moctynHel 1maru IToMoIHMKa I yKa3aHVs BceX HeOOXOMMMBIX ITapaMeTPOB.

Aseik MNomows

F | v IHTepakTMBHbIR pesam

Ti

- MuTepHeT-knnenT 2
e HEPEMETFII:I nporpamMmMel
OnNEINEATE NS -

IIpu sTOM IapameTpsl, yKazaHHbIe BaMM 3apaHee B HaCTPOVIKe, MCIIOJIb3yeMOV 110 yMoJTJa-
HUIO, OyZlyT aBTOMAaTMNYeCK! IIOJICTaBIISIThCA B COOTBETCTBYIoIMe 11071, [Tprt HeoOxomyMocTyt Bbl
MO>KeTe yKa3aTh JIpyrvie HapaMeTphl.

J1J1s1 ycTaHOBKM MHTEpPaKTUBHOIO peXyMa yCTaHOBUTe (pjlar HallpoTuB CTpoku VIHTepak-
TMBHBIN PEXXVM.

e HeunTepakTVBHBIN (ABTOMATIIUECKITA)

ITpennasHadeH U1 aBTOMaTHU3alMN IIpollecca BBIIIOJIHeHVs Kpurronepaumii. I[Ipyu HenH-
TepaKTVBHOM peXX/Me IIporpaMMa VCIIOJIb3yeT B KauecTBe I1abjIoHa Ty HaCTPOVIKY, KOTOPYIO BBl
YCTaHOBWIN, KaK "TI0 yMOTYaHWIO".

B sTOM CiTyuae Bo Bpems ortepaliyy IIporpaMMOVI 3allpallliBaeTcs BBOJ, TOJIBKO TeX IlapaMeT-
POB, KOTOpble He yKasaHbI B JaHHOV HacTpomke. OcTajibHble IIaryt oIepalyy BbIIOJIHSIOTCS
IpOrpaMMOV aBTOMaTUYeCKV COIVIaCHO yKa3aHHBIM IlapaMeTpaM B HacTpOVIKe.

J1)1s1 ycTaHOBKYM HeMHTepaKTMBHOIO peXyuMa ypaiauTe diar HanpoTuB cTpoku VIHTepak-
TUBHBIVI PEXXVIM.

Haunnzas ¢ Bepcuu 5.1 B mporpammy mgobasiieH pexnm «KpamidpuiipoBaHHast OIIINACE.
ITompoOHee o pexxvme umrariTe B I71aBe PaboTa ¢ KBaImduUIMpoBaHHBIMHU cepTUdUKATAMMU.

7.2  YOPABJIEHUE HACTPOVIKAMMU

B m1aBe yr[paBJIEHI/Ie HaCTPOVIKaMI/I BbI HavijeTe VIHCpOpMaHT/IIO O TOM, KaKvie ITapaMeTpPbl
Bbl MOJXeTE€ HaCTpOUTb JIsI BBIITOJIHEHVIS KPVIHTOOHepaHVIVI. O TOM, KaK cO3gaTb HOBYIO
HaCTpOTZ[Ky " KaKne oIrepalum Bbl MOXKe€TE BBIIIOJIHATE C y>Ke CO3[aHHBbIMI HaCTpOVIKaMVI, qm-
TavTe B IJ1aBe OHepaL[T/IT/I C HACTPOVIKaMM.
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TUTST:

721

1.

Bbl MOXXeTe yKasaTh IlapaMeTphl /IS 00IIeVt HaCTPOVIKM, a TakKe IlapaMeTpbl HaCTPOVIKN

BBITIOJTHEHMS OITepalinii ITOIVCH, M POBaHMs 1 pacidpoBaHs
HaCTPOVIKV BUIA IIporpaMMel (ee mHTepderica)

VICIIOJIB30BAHMS ITOJINTVK CEPTUPUKATOB

BepudMKaLmy cepTndmKaToB

ucnosb3oBanms c1yx6 TSP 1 OSCP

HaCTPOVIKV KaTaJIOTOB XpaHeH s (parIoB

OBILIVE HACTPOVIKI
HJ’I?[ YyCTaHOBKU 06]'_'LU/IX IrapaMeTpoOB B HaCTpOVIKe BBIITOJIHMUTE CJIEAYIOIIVeE ITarv:

B nepese 311eMeHTOB I71aBHOrO OKHa BeIOepuTe paszer HacTporikm. B koHTekcTHOM MeHIO

O6’beKTa, IIapaMeTPBhI IIOAIINICY KOTOPOI'O BBl XOTUTE YCTAHOBUTD, VIJIN Ha IIaHEeJIV IHCTPY-

MeHTOB BblOepuTe IyHKT CBOVICTBa.

Otkpoetcs okHo [TapameTpsl HacTponkn. BeiOepure 3akiagKy okHa OOIIIMe 11 yKaKuTe:

VIMst HacTpoOVIKY,

Kpatkoe ommcanme HacTpoviky (11 4ero OyZeT MCIIOIb30BaThCsl HACTPOVIKA),
Tpebyetcs i mob6aBsATE MHMPOPMALNIO O HOAIIVICK B pacliedaThIBaeMblil (IIpocMaT-
pVBaeMBbIV) IOKyMeHT,

Ciiemyet v OTHPABIIATH BHIXOIHBIE JaHHBIE 110 3JIEKTPOHHOV II0UTe,

CeptudmxkaT, KOTOPBIVI OyIeT MCIIOIb30BaThCS I TTOAIIVICH/ I POBaHMS 1 pac-
g poBaHMAd

[Tapome x wnouy (PIN-kopm) (momosrHWMTeIbHAS OIMINS, KOTOPYIO MBI COBETyeM VIC-
T10JIb30BaTh KPayHe OCTOPOXKHO, TOIIBKO B TeX CUTYalIMsIX, KOI/ia XO4eTcsl M30aBUThCs

OT PYYHOTO BBOJIa IMH-KO/Ia, [lake C yU4eTOM ITOHVDKeHWs] YPOBHS 3allUIeHHOCT)

MonMTHKE CepTUgMKETOE I Bepudikalma cepTiduKaTos | TSP | QCSP | KaTanoru
Cbiwme | Moanuck | LWnpposaHue | PacwMppoBaHE | WHTEpdEC NoNEs30BEaTENA

AMA HECTpokKA:

Byxrantepua

KpaThoe onUMcaHMe:

AnAa paboTel c @HC

MpocMoTP AOKYMEHT OB

[ OofaenaTe MHQOPMaLMKD 0 NOANKMCA B PACMEYSTEIBAEMEIN
(MpOCMETPMBAEMBEIN) AOKYMEHT

OTnpaeka Qainoe No 3NEKTPOHHOM NoYTE

OTNpaBnTe BbiXoaHEIE Nkl Mo 3NEKTPOHHOM NoYTe
OTKPEITE OKHO NOYTOBOrO KIWEHTE

CepTHDHMKAT NoOAMWOH, WWAPOBaHWMA 1M pacluMbpoEaHUA

Braneneyu cepTudukaTa: CM=3pepepa CeeTnaHa BnagumupoeHa, O=TEST, C=RLU

[I'IpomoTpETb ] [ Bribpatt... ] [ ¥aaniTe

Maponk K kniody (PIN+oa): |
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7.2.2 HACTPOVIKM OITEPALIMM TTOATIICHU
711 ycTaHOBKM IapaMeTPOB ITOAIIVICH B HACTPOVIKE BBIITIOJIHMTE CJIeIyIOIIye IIar:

1. B mepese 2711eMeHTOB IJIaBHOTO OKHa BeIOepuTe pasen Hacrporikn. B KoHTeKCTHOM MeHIo
o0BbeKTa, MapaMeTphl IOJINCY KOTOPOTO Bbl XOTUTE yCTaHOBUTE, VIV Ha IIaHeJ IV MHCTPY-
MeHTOB BbIOepuTe ITyHKT CBOVICTBa.

2. Ortkpoetcs okHo ITapameTpsl HacTpovikm. Beibepure 3axianky okaa ITogmmice.

3. YkaxwnTe cepTudmKaT II10 yMOJTYaHWIO [T CO3IaHVsI ITOIIVICH.

1) BeiOepure cepTndmkar (kHomka Beioparts). [Ipu sToMm B moste Brramenen ceprmdmkara
oTobpasuTca nHdopMals O BiIajerblle yKasaHHOTO cepTudmKaTa. BeiOpaHHbII BaMu cepTu-
dpmKaT MOXXHO TPV HEOOXOIMMOCTY YIIUTE 13 HAaCTPOeK (KHOIIKa YIasInTh), a TaKKe IIPOCMOT-
peTh O0IIIyI0 U AeTaJIbHYIO MHPOpMaIyio o HeM (kHorka [IpocMoTpeTs).

.

MapameTpbl HAcTpolikKn I&

MonuTHKE CEpTUDMKETOE | Beprbukala cepTURMKaToS | TSP | QCSP I Katanori
ObLwme | Moanuce |LIJL-1¢rp0EiaHL-1E | PacumbpoBaHHe | MHTepdelc None30BaTENA

CEI:ITHliIMKEIT no YMON4YaHWiD AnAa Co30aHK|Aa Noankod

Brageney cepTudmkata:  CM=TeTpos Wean,0=0ank, OU=o0Taen npoaas, C=RU

[ MpocMoTpETE ] [ BribpaTs. .. ] [ ¥nanuTe ]
Koa poctyna k& kniogy (PIN-+«on): seses
THN X3W anrop|THaE: [SHA—l v]

2) B noste Ko mocTymna K KJTIOHy Bbl MOXKeTe BBECT IIMH-KOJI, K 3aKPBITOMY KITIOUY BBIOpaHHOTO
cepTudmKara.

~ ITomnume, umo xpanenue xoda docmyna K 3aKpuimomy Kawuy 6 nacmpotike Moxem 0bimb He-
(. ® \ Oesonacrvim.
3) BeiOepuiTe TiII X3II-aIrOpUTMa, Ha OCHOBE KOTOPOTo OyAeT co3masBaTbest DI 1.
4. BslI Taxke MOXeTe yKasaTh Ipyriie HaCTPOVIKMN:
1) VI3 BeIIamaroIiero crmcka BelOpars PopMaT IOAIIMCH:
e KJaccHyecKas
ConepxmmMoe KIIrouet 1 cepTrdMKaTOB IO3BOJISIeT YCTaHOBUTh aBTOPCTBO 2JIeKTPOHHOTO
IIOKyMeHTa, OJTHAKO B MCIOJIb3yeMoM cerofHs ¢popMare DI He dpuxcupyercs Bpems eé co-
37laHM U CTaTyC cepTudmKaTa OTKPBITOrO Klloua Ha MOMEHT IOAIINCH ([IeVICTBUTeJIeH, OTO-
3BaH, IIPMOCTAHOBJIEH), YTO B KOHEUHOM CueTe 3aTpyIHsSeT I0PUINIeCcKN 3HAUVMMBIV 3J1eK-
TPOHHBIV JOKYMEHTOOOOPOT 1 IIPOLIeAy Py IoKa3aTeIbcTBa MomInHHOCT DI L.
e ycOBeplIeHCTBOBaHHas
YcoBepiniencTBOBaHHasI 37IeKTpOHHAas ITOANNCh. IIpeqHasHavueHa [1j1d paspelieHus CIo-
POB MeXXI1y HOAIIVCHIBAOIIET U ITIPOBePSIIOIeri CTOPOHaMM, KOTOpbIe MOI'YT BO3HUKATh B OT-
HaJleHHOM OymyIeM, Jaske TOABI CITyCTS MOMEHTa VX CO3IaHVIs.
[l paboTel ¢ ycoepiieHcTBoBaHHOV DI opranmsainym TpebyeTcs MCHoIb30BaHMe YCIIyT
nosepeHHBIX ATy X0 (Ciry>x0a mrramrio BpeMenmn 1 Ciry»k0a aKTyaIbHBIX CTaTyCOB), a TaKXKe
HaOOPOB JaHHBIX (KpOocc-cepTudUKaTHI, CIIUCKY OT3BIBOB), KOTOPble HeOOXOAVMBI [IJ1s JTOKY-
MeHTOB ¢ DI mymresibHOrO XxpaHeHus (B TOM cJIy4ae, KOrfa CpPOK XpaHeHVs IIPeBbIIaeT CPOK
HeVICTBUS cepTudMKaTa, KOTOPBIM OBLIN TOKyMEHTBI IOAIIVICAHBI).
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Apyrve NnapaMeTpel

@OPMAT NOAMMOA: |}{nar_mueucan hd |
Menone3oBaHME NoANMCH: | [He zanaHa] - |
KommeHTapuii K nogrnmoe:  TPebyecTs cornacosaHie HauanbHUKE

MAaEHTWRMKETOD PECYPCE;
¥ | MoMewaTe MMA MCxogHoro daina e none “MaeHTuduKkaTop pecypca”
| BkniouaTh BpeMA COZAEHWA NoOAMKMOA

BrmioyaTe B NOANWCL WTaMN BpEMEH || Ha noanWce |+ | Ha NoANMCLIBaEMBIE AaHHBIE

BrMOYaTE B NOAMWCE: |Er_e CEPTMHOMKETE MYTH CEPTHBMKALMM -

COXPEHATE NOAMWCE B OTAENEHOM haline

Y¥OanATe MCXo4HLIA Qain Nocne Co3a4aHHA NogrMcM

2) Vicnosp30BaHMe MOIIINCH;
YkaxuTe HeoOxoyMoe HasHaueHMe rmoammicy. O ToM, Kak co3/laBaTh HOBbIe Ha3HayYe-

HVIA BbI MOJKETE Y3HaThb B pa3sfiejie Onepaum/l CO CIpaBOYHMKaMV Ha3HaYeHUN.

3) KommeHTapmit K mmoammcy;
KoMMeHTapueM K mmofmnmcy MOXeT CIIyXKUTh MHopMaliys, pedHasHaueHHas JIIOsM,
IIpOCMaTpPMBAIOIIVIM IIOAIVICAHHBIV TOKYMeHT (Haripumep, "CoracoBaHo!").

4) VinenTnduxarop pecypca;

o maeHTMPMKATOPOM pecypca IIOHMMaeTCs:

® IIyTb JIO MICXOIHOTO, ITOJIIMChIBaeMOoro daria (Ha KoMibioTepe i B VIHTepHeTe, rie
HaXOIWUTCs JaHHBIV darul)

e uMA dawia (yKasplBaeTcs 171l TOro, YTOOBI B CTydae M3MeHeH s MeH! dpariia IoJTy-
yaTe/Ib MOAIVCAHHOIO JOKyMeHTa CMOT OIIpele/INTh IlepBOHavYaJIbHOe ero HasBa-
HIe).

5) BxIIOUNTEH BpeMs cO3JaHMs MOIIINCH;
ITpu ycraHoBKe diara - B daru1 omicy 0yieT BKIIFOYeHO BpeMs ITOJIITVCIA.
6) BxiIrOUYNMTH HITaMI BpeMeHM

e Ha IoAgnMchkIBaeMble TaHHbBIE;

ITpu ycranoske atoro driara B davwt DI OyjieT BKIIOUeH IITaMII BpeMeHM Ha VICXOJTHbIe
JaHHBIe.

[IITamIr BpeMeHM Ha JJOKYMeHTe yJOCTOBepsieT BpeMsi CO3/laHMs JIOKyMeHTa I I1ocle-
AyIOIero paspelieHns KOHQIIVKTOB, CBSI3aHHBIX C VICIIOJIb30BaHMeM 3J1eKTPOHHOTO JI0-
KyMeHTa. DTa BO3MOXKHOCTb CITOCOOCTBYeT obecrieueHI IO HeOTKa3yeMOCTH OT HOAIIVCH.

Haymraue mramma BpeMeHM B HOAIVICAHHOM JIOKyMeHTe I103BOJIseT IIpoJijleBaTh CPOK
nevicteust DI1. Takoin mrraMIl yocTosepsieT, HalpuMep, YTo HOAIMCh ObUIa cos3/iaHa /10
TOrO, KaK cepTudmKaT KIo4a IOamcy ObUI aHHYIMpoBaH (0To3BaH). TakvM oOpasoMm,
coxpaHsieTcsi BO3MOXKHOCTh MCIIOJIb30BaHMs OTO3BAaHHOIO cepTudMKaTta sl IIPpOBepKu
DI, co3maHHBIX 1O MOMEHTa OT3bIBA. DTa Ipo0dJIieMa aKTyaIbHa JJIS BCeX CUCTEM 3JIeK-
TPOHHOTO JIOKyMeHTO00OpoOTa.

* Ha IIOANNCH
ITpwm ycraHOBKe 3TOrO (priara B dpart D11 OyAeT BKIIOUEH IITaMII BpeMeH! Ha co37laBae-
MYIO 3JIeKTPOHHYIO ITOAIIVCE.
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! . Daae docmyner moAvko npu YcmanobaenHoil Auyen3uu Ha mooyas TSP.

- ’

7) BKJIIOUNUTH B IIOJIIVCH:

- TOJIBKO cepTrdUKaT BiIajlesIblia - PeXXMM, YCTaHOBJIEHHBI 110 yMoJT4aHuIO. B aTpubyThl
HoAmIvCcK Jo0aBIIsieTcs: eIMHCTBEeHHBIN cepTuduKart;

- IIyTh cepTuUdmKanym 6e3 KOpHeBOro cepTrdMKaTa - B aTprOyThI HOAIVCH J00aB/IseTC
1Ieroyka cepTudmKaTOB, 3a MCK/TIOUeHeM KOPHEeBOIo cepTudmKaTa;

- Bce cepTuUdMKaThl IIyTV cepTUdUKALNY - B aTpUOYTHI HOAINCH J00aBIIsieTcs BCs 1ie-
IoYKa cepTuduKaTOB, B TOM UNCIIe I KOPHeBOU cepTudmKat;

- He BKJIIOYATh cepTMU@MKaTHI B IIOAIINCE - B aTpMOyTHI IOAINCH He BKJIIOYAIOTCd CepTH-
duKaTHI.

8) CoxpaHWUTBH IIOONIVICEH B OTAEIBHOM dpariiie;

ITpu ycraHoBke ¢iiara OymeT cosmaHa OTHeIeHHas 3JIeKTpOHHas IOANNUCh Ha daruie
(HampuMep, MOXeT OBITh yIOOHA B TOM CiIy4ae, eC/IM Bbl OTIIpaBiisgeTe IOKYMEeHT 4eJlo-
BEKy, KOTOpbIVi He wmcnosb3yeT «KpunTtoAPM» 1 eMy BaXKHa He CTOJIBKO IIOJIIVICEH,
CKOJIBKO CaMV JJaHHbIE).

ITpu otcyTcTBUM (priara - Oyzer cdopMmpoBaHa 371eKTPOHHA ITOAMVICh, BKITIOYaIOIas B
cebs1 a1 ¢ MCXOIHBIMY JIaHHBIMYU (B 3TOM cilydae JIoKyMeHT u DT OynyT xpaHuTbCs
BMecTe). Takasi HOAICh Ha3bIBaeTCsl COBMEITIeHHOTL.

5. YcraHoBuTe napaMeTphl BEIXOHOIO dpopMaTa M paciuvpenms dpariia IOAIICH:

BeionHoi opMaT 1 pacuMpeHie daina noanuod
DER - kogWpoBKa * | 5ig @) BASES4 - kogupoBKa =, Sig

o | OTHAKDYATE Cny#elHEIE 3aronoBkK
| BKNHOUYATE BpXMBMPOBaHIE

| CoXpaHATE CTPYKTYDY ENOMEHHOCTH KATaNoros

)4 ] | OTMeHa | ||_||:H-'IMEHI-'ITI:~

1) KogupoBKka 1 pacipeHme;

e DER encoded binary X.509
ITnaTdpopMeHHO-He3aBUCUMBIVI MeTOJl, XpaHeHUs cepTudUKaToB. MoxXeT MCHIOIb30-
BaThCs I X Iepeflauyl MeX]ly KOMITbIOTepaMA.
Pacmmpenns noamnmcanHoro dpamia *.sig, *.p7s.

e Base64 encoded X.509
BapuanT KofgmpoBaHus, paspaboTaHHBIN I MCTIOIb30BaHMs copMecTHO ¢ S/MIME (6es-
OIIaCHBIM IIPOTOKOJIOM JIeKTpOoHHOV 110uThl). Pavwt ncnosnbzyetr ASCII-cvmBosisl, 6r1aro-
Japsi YeMy MOXKeT IPOVITHI HellIOBPeXX/IeHHBIM Uepe3 BCe ITOUTOBbIe ITUIIO3bI.
151 5TOrO BapmaHTa KOAVMPOBaHMs Bbl MOXeTe yKa3aThb pyiar OTK/IIOUNTE c1y>KeOHbIe
3aro/I0BKM (B 3TOM CJIydae B dpavijle ITOJIVCK He OyJ1yT MCIIOJIb30BaThCs 3arojIoBKY, yKa-
3BIBAKOITVie HadyasIlo ¥ OKOHYaHVe 0710Ka ¢ MONVCaHHBIMI JaHHBIMI. 3arojoBKV Heob-
XOJIVIMBI JIJI1 TOTO, YTOOBI MOXKHO OBUIO BBIIIOJIHATH poBepKy DI Gosliee paHHMMYI Bep-
cvstmu rporpaMmbl «KpuntoAPM»).
2) BK1rounThH apXMBUpOBaHMe;
Ber MoxkeTe yKaszaThk TpeOyeTcs I 3aapXMBUPOBATh ITOIVICAHHBIEe (DavUTbL.
3) CoxpaHATH CTPYKTYPY BJI0>K€HHOCTV KaTa/IOrOB;
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B apXyBe MOXHO COXPaHATh CTPYKTYPY BJIIOKEHHOCTV KaTaJIOT'OB.

[Tpu pasBepThIBaHMUV KOPIIOPATMBHOV CHCTEMBI JIEKTPOHHOTO JOKyMEHTO000OpOTa 11t
ITOIIIVICAHHBIX (PAVJIOB MOXKHO YCTaHOBWUTH CIIEIIMAIbHbIE PACIIVIPEHVS], OTJIMYHBIE OT
cTaHmapTHbIX. [1j1s1 Toro uroOsl mpu pabote ¢ riporpammornt «KpuntoAPM» 31tu daruist
obpabaTpIBasIVICh, HEOOXOIVIMO 3aHECT HOBBIe PaCIIVPEeHNs B CIIVICOK TaK Ha3bIBaeMBbIX
«accoryanmi». [JobaBbTe HEOOXOIMMOe pacIIpeHye I HaKMWUTe Ha KHOIKY YcTaHO-
BUTB aCCOIMAINIO. [1JIs1 CHATVIS acCOLMALINY C pacIIVIpeHNs HaXXKMIUTe Ha KHOIIKy CHATB
accomparnyn.

Hactpous Bce HeoOXomuMple HapaMeTphl ITOMMINCY, COXPaHWUTE BHECEHHbIe V3MEHEeHVIS

(xaonka ITpumenurs 1w OK).

7.2.3 HACTPOVIKM OITEPALIVI HIM®POBAHMS

1.

2

J11s1 ycTaHOBKM MapaMeTpoB M POBaH BBIIIOJIHMTE CJIeIyIolyie Iary:
B HacTpovike B mepeBe 351eMeHTOB IJIaBHOTO OKHa BbIOepuTe paspen Hacrpovikmu. B xomu-
TEeKCTHOM MeHIO 00beKTa, MapaMeTphl MMM POBaHMs KOTOPOTO Bbl XOTUTE YCTaHOBUTb, VIV
Ha ITaHe/IV THCTPYMeHTOB BbIOepuTe ITyHKT CBOVICTBa.
Otkpoetcs okHO ITapaMeTpsl HacTpoviku. Berbepute 3axiagky okHa IlIndposanne.
OrnpenesnnTe aJyiIropuTM M@ poBaHMS:

1) B Bemanaroriem crvicke Beibepure Tin Kpunronposariaepa, KOTOPbINT OyIeT MCIIOb-

30BaH Npu MM poBaHNUN TaHHBIX;

MonMTHKE CepTUgMKaETOE | Bepudikala cepTHduKaToR | TSP | QCSP | KaTanoru
Obwype | Moanuck | WndposaHue | PacwnppoBaHE | WHTEpdEeic Nones0BEaTENA

CnpeneneHe anropuTHa WIhpoBaHUA

@ KpunTonposaiinep:  |Crypto-Pro GOST R 34.10-2001 Cryptographic Service Proy |

Aktiv ruToken C5P v1.0

et o Fro GOST R 34, 10-2001 Cry;
eToken Base Cryptographic Provider
Microsoft Base Cryptographic Provider v1.0
Microsoft Enhanced Cryptographic Provider v1.0
Tun anropuTra wkdposal Microsoft Strong Cryptographic Provider

[ aHHBI peXXvM M@ POBaHN MOXET OBITh BBIOPAH IIPY OTCY TCTBUM JIMIHOTO cepTIdm-
KaTa mmdposaHus (B aToM cirydae jiaHbIN cepTdMKaT He BBIOMpaeTcs).

Heobxodumocm Bvibopa kpunmonpoBaiidepa odycaobaena mem, umo He 6ce kpunmonpoBarieposl
coBmecmuMbl, Hanpumep, HeAb3s 00HoBpeMerHO 3auiughpoBams 6 adpec katoueil (cepmugpuxamob),

co30annbix Ha «Kpunmollpo CSP» u Microsoft Base Cryptographic Provider v1.0.

2) mubo ykaxure CepTndmkar mmdpoBaHUs;

i) KpunTonpesaiinep: | Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Proy

@ CeprudwmkaT wwbposanma:  CN=0Cnera OxoThHa,0=digt,L =Mowxap-Ona,C=RL,E

MpoMoTpeTb ][ Bribpate H ¥aanuTe
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1t cMeHBI cepTudUKaTa, KOTOPBII OyIeT MCIOoIb30BaH HpV IMQPOBaHMUM HAHHBIX,
HaXMIUTe Ha KHOIIKY BwIOpaTh. BeiOpaHHBIT Bamut cepTmdUKaT MOXHO PV HEOOXOMVMMOCTH
YIJIATh U3 HACTPOVIKM (KHOIIKa YJa/InTh), a TaKKe IIPOCMOTPETh OOIITYIO 1 JleTalbHYI0 MHGOP-
Maruo o HeM (kHoriKa ITpocmoTpeTs);

ITpwm BBIGOpPE JIMYHOTO cepTMdMKaTa MpoBepsieTcs ero craryc. JIMuHbI cepTrdUKaT aBTO-

MaTu4ecKn 100aBiIgeTcs B CIIMCOK cepTMdUKaTOB IojTyJdaTesien mmdpyeMoro darvia.
F T —— =
WHdopmaymsa - e e W _——

' ) Brnrouén peskum windpoBaHne ¢ MCNOALI0EAHNEN cepTudKaTa
oTnpaenTtend. Bam HeoBxogumo eeiBpate cEOM cepTUgMKAT M3 IMYHOTD
xpaHunra, OCTaenTs peskMi BRNHOYEHHBIRT

L2 J| b |

b

3) B BBINIaaOIIIeM CIVICKe BeIOepuTe Tun anropurma mmvdgpoBaHms (B 3aBUCVIMOCTY OT

VICITOJIb3yeMOro KpUITTOIIpoBariiepa).

THN anropuTHE WHGPOBaHMA; [R.CZ v]
LLndpoEaT B AQPEC OTMPaE RC2 ‘
CepThbuKaTh nonyuaTensi no ym DES &

¥ B cayuae ucnoavsobarus xpunmonpobatidepa «SafeSign CSP Version 1.0» pabouum aseopummom
—— wugppobanusa a6asemcs moavko RC4.

4) my1g TOrO YTOOBI BB CMOIJIN paciIMdpoBaTh 3aldpoBaHHbIV (paiil, ycTaHOBUTe doriar
IIIndposaTe B ampec oTipaBuTests. B 3ToM ciaydae ceprrdmkar mmvdpoBaHms MonageT
B CITVICOK CePTVIKATOB II0JTydaTeIIelt 110 YMOITIaHWIO.

4. B oxne CepTndmKarsl I1oIydaTesievt II0 yMOTIaHUIO YKaXNUTe cepTUdUKaTHI, KOTOpbIe Oy-
YT VICIIOIIB30BaThCSl HACTPOVIKOV TI0 yMOJTYaHWMIO [T I poBaHys TaHHbIX (KHoIKa [To6a-
BUTB). BBl MOXXeTe yKa3aTh JIMUHBIE cCepTUQVKATHL, TaK ¥ CepTUUKATHI IPYIMX II0JIb30BaTe-
JIEe.

LLMbpoEETE B 3Opec OTNPEBMTENA

CepTudMKaTel NoNy4aTENSA MO YHMOMYSHMKD

Bnaneney, MznaTens OedcTeMTened ¢ Qe =
Onbra OxoTvHa Onera OxoTHHA 02.04,2013 5:0... I:I2.|E|
; 26.03.2013 7:3...
T MNarmnos Auus Marmnos fuus N mnd W13 .4 [ =] E
4 | 1] [ 3
[ MpocMoTpeTe ] [ NobaenTh... ] [ ¥0anuTe ]

5. Bl MOXeTe HaCTPOUTE BBIXOIIHBIE (POPMATHI JaHHBIX, KOTOpPble OYIyT MCIIO/Ib30BaThCs 110
YMOJTUaHMIO [II I PpOBaHMs TaHHBIX B 3TOV HaCTPOVIKe:
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Twn coofiieHua: | Knacoudeckuid (PKCS#7) -

BrixoaHoi opHMaT M PaCIUMPEHKME 3EUMGPOBSHHOrD haina
@ DER. - kogWpoBka ¥, Enc BASES4S - KogMpoBKa *,| Enc
OTKMOYMTE CiyelHbIE 3aronoBKI
¥OanuTe MCXOGHBIM Gain noone wrdposaHaA
| BKNOYHTE BpXMBMPOBEHME

| CoxpaHATe CTPYKTYDY BNOMEHHOCTH KSTanoros

1) KogupoBka u pacimpeHme;

Hampuwmep, *.enc, *.p7m, *.pem.

s popmaTa B BASE64-KommpoBKe BBl MOXKeTe yKas3aThb diar OTK/IIOUUTE CTy>KeOHbIe
3aro/I0BKM (B 3TOM CJIy4ae B dparie IIOIAVCK He OyIyT MCIIOJIb30BaThCs 3arojI0BKY, yKa-
3pIBafollie HadaJlo 1 OKOHYaHMe OJI0Ka C HOAIIMCaHHBIMM JJaHHBIMW. 3aroJIoBKy HeoO-
XOIIVIMBI JIJII TOTO, YTOOBI MOXKHO OBUIO BBIIIOJIHATH IpoBepKy D1 Goslee paHHMMM Bep-
cysiMu Tiporpammsl «KpunrroAPM»).

Pervicrpariys JONOIHUTEIBHBIX pacIIpeHnit ¢aiijioB, KOTOpbIe JTOJDKHBI acCOLMMPO-
BaThcs ¢ mporpaMmont «KpunroAPM». [Ipu passepTeiBaHMy KOPHIOPATUBHOV CHCTEMBI
3JIEKTPOHHOT'O TOKyMeHTOOOOpOTa I 3almdpoBaHHbBIX (avyIoB MOXKXHO yCTaHOBUTH
crierfyaIbHBIe PacIIMpeHs], OTJIMYHbIe OT CTaHJIapTHBIX. [11s1 Toro uToOkI Ipy paboTe ¢
nporpammont «KpunroAPM» st dparutsl 00pabaTsiBaiich, HEOOXOAMMO 3aHECTV HOBBIE
pacipens B CIIMCOK TaK Ha3bIBaeMBIX «accolyanmir». JlobaBbTe Heobxommmoe paciim-
peHve 1 Ha)KMITe Ha KHOIIKY Y CcTaHOBWUTB acCOIMaLINIo. 1711 CHATMA accolMalivn C pac-
IIMpeHNs HaKMIUTe Ha KHONKY CHATE accolyanim.

2) Yoamute ncxomHble ¢ariyIbl I0c/Ie BHIIOTHEHMs OIlepary.

B aTOM cityuae mcxomHbI dal, BEIOpaHHBIN I10JIb30BaTesleM I ImdposaHys, Oyer
yJaJIeH MocjIe YCIIeNHOro 3aBepIleHs oreparm

3) BK1rounTs apXMBUpOBaHMe;

BeI MoXXeTe yKa3aTh TpeOyeTcs jiv 3aapXMBUPOBaTh 3amdpoBaHHbIe (DaTUIbL

4) CoxpaHsTh CTPYKTYPYy BJI0O)KEHHOCTV KaTaIOTOB;

B apxmBe MOXXHO COXpaHUTH CTPYKTYPY BJIIOK€HHOCTV KaTaJIOrOB.

6. HaCTpOVIB BCe H€O6XOZ[VIMBI€ IIapaMeTpPblL HIVIq)pOBaHVISI, COXpaHNnTe BHECEHHbIE MI3SMEHEHVA

(xzomnka ITpumMeHUTH).

7.24 HACTPOVKU OTIEPALIMN PACIIV®POBAHIA
J1)1s1 ycTaHOBKYM ITapaMeTpOB paciidpoBaHs:

1. g ycraHOBKM IlapaMeTpoB paclindpoBaHMs B HACTPOVIKe B JlepeBe JIeMEeHTOB IJlaB-

HOro OKHa BbIOepuTe pasnerr Hacrporikm. B KOHTeKCTHOM MeHIO 00beKTa, ITapaMeTpbl
¢ poBaHMs KOTOPOTO BBl XOTUTE YCTAaHOBUTD, VIV Ha IIaHeIV MHCTPYMEHTOB BbIOe-
pure ryHKT CBOVICTBa.

Otkpoetcst okHO ITapameTpsl HacTpovikn. Beibepure 3axianky okHa Pacmmdpposanmne.
Bribepuite cepTrdpmkat, KOTOPBIN OyIeT MCIIOIb30BaThCS TAHHOV HaCTPOVIKOV II0 YMOJI-
vaHMIO I pacmmdpoBaHms (KHomKa BeiOpaTs). B TekcroBoM nosie Brrapesterr cepTm-
duxkara orobpasurcsa nHPOpMALVE O BiIajeliblle YKa3aHHOTO cepTudmKaTa. Beiopas-
HBIVI BaMI cepTuUdMKaT MOXKHO PV HEOOXOIMMOCTH yHaJIUTh U3 HacTpoeK Ipodwist
(xHOMIKAa YmasmTh), a Takke IIPOCMOTPETh OOIIYIO U JIeTaIbHYI0 MH(OpMAIIMIO O HeM
(xaonka ITpocmoTpeTs).
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4.

L

7.2.5

B noste Kop mocTyma K KyIr09y BbI MOYKeTe BBECTH IMH-KO]L K 3aKPBITOMY KJIFOUy BEIOpaH-
Horo cepTudmKaTa.

Ho obpamume Bnumanue, xpanenue xooa 0ocmyna Kk 3aKpbimomy ka1o4y 8 Hacmpotike Mo-

& xem Oblmb HeOE30NACHDIM.

YcraHoBuTe pexxnM coxpaHeHMs paclIpoBaHHbBIX aruIoB. YKaxuTe, TpeOyeTcs jiv
COXPaHSATb VICXOIHYIO CTPYKTYPY KaTajIoros IIpu paciindpoBaHn;

CHMMAaTb JIeKTPOHHYIO IIOJNVCH C JOKYMeHTa U YAAJIATh pavil ITOIICH.

HacTtpous Bce HeoOxoayMble ImapaMeTpsl pacidpoBaHMs, COXpaHUTe BHECEHHbBIE 13-

MeHeHMs (KHomKa ITpuMeHNUTD).

Mapametpel HacTpolikun Iﬁ

MNonMTHKE CEpTHHDUKET OB | Bepudukaums cepTURUKEToE I TSP | QCsP | KaTanori
Obwme | MognMck | LUndposaHMe | PacwmdposaHie | WMHTEepdERC NoNes0BaTENA

CoBCTBEHHBIN CEpTUAMKAT ANA pacuMdpoBaHMa

Bnaneney cepTubmkata:  CN=NeTpos WeaH,0=bank, 0U=0Taen npoaas:, C=RU

I'Ipo::r-'lquem][ BeibpaTe ][ ¥oanuTe

Koa nocTyna K kniody (PIM-+con):

PEXIM CONPAHEHWA paclUMPOBaHHE haAnos
CoXpaHATE CTPYKTYDY KaTanoros

CHWMaTE NognMcs

[] ¥nansTe daiin nogrmas

HACTPOVIKI YITPABITEHVSI MUHTEP®EVCOM

HJ'ISI YCTaHOBKU IIapaMeTpPOB I10JIb30BaTEJIbCKOI'O MHTep@eV[ca BBI6paHHOT7[ HaCTpOT7IKT/I, BbI-

IIOJIHWTE CJleAyromye marv:

1. B nepeBe 2711eMeHTOB I7ITaBHOT'O OKHa BbIOepuTe pasierr Hacrporikn. B KoHTeKCTHOM MeHIO

06’BeKTa, IIapaMeTPHbI I10JIb30BaTEJILCKOI'O VIHTepCbeVICEl KOTOPOI'O BbI XOTNUTE YCTaHOBUTD, VIJIN Ha

ITaHeJIV MHCTPYMEHTOB BbIOepuiTe IyHKT CBOVICTBa.

2. Otkpoertcs okHo ITapameTpsl HacTpoviku. Beibepure 3axianky okHa VIHTepderic mmoss-

30BareIAa. B sToMm II0AKaTaJiore Bbl MOXXeTe VIHIAVIBUIYaJIbHO HACTPOUTDb I10JIB30BaTEILCKMW VH-

Tep(beﬂc IJIsI CJIEOYIOLVIX BVIOB OII€ PALIVAVA:

®  JIeKTpOHHAas IIOAVICE;

e 1mmdposaHMe.

Ycranosure driaryt HaIrpOTMB MOJIeV, ONMCHIBAIOIINX Te 3JIeMeHThl MHTepderica, KOTo-
Ppble JOJDKHBI IOKa3bIBaThCs TPV IIPOBeIeHNN KPUIITOOIIe palyivi:

CrapToBoe OKHO MacTepa (IJIst HOAIIVICK U I POBaH);
OxHO BBIOOpPa cHIVICKa BXOHBIX (PAvUIOB (I TOAIINCY U I POBaHIS);
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e OxkHO BBIOOPa BEIXOZHOTO ddopMaTa (1111 HOAIVCY M I PpOBaHS);
e OkHo cBovicTB cozgaBaemont D11 (my1s moammicn);

e Oxkno napamerpos llltammna Bpemenn (mist moprmic);

e OkHo BBIOOpa cepTrdmKaTa W1t cozganms D11 (s mommmicn);

e OKHO BBIOOpaA CBOVICTB OTIIPABUTEIIS COOOIIIEHMS (715 I POBaHLS);
e OkHO BbIOOpa ITOJTy4aTesIst cooOIeHms (It M poBaHMs);

e @yHaJIPHOE OKHO MacTepa (ISt ITOIVCH U I POBAHIS).

MonUTKHKS CEpTURMKETOE I BepudMKaLMa cEpTHRMKATOR | TSP I QCSP I KaTtanoru
Dfiwme | MoanMcs | LLntbpoEaHHe | PacmdpoBaHHe | WHTepdeitc Nonb3oBaTEnA

MEL—FEFI Co3A0aHKA NoanKoA

MokazbIBaTh CTAPTOBOE OKHO MaCTEPa

MoKA3EIBaTE OKHO BeIDOPa BXOAHEX hainos

MoKaseIEaTe OKHO Boibopa BelxoaHoro GopMaTa

MokasLIEaTE OKHO CEONCTE COS0EB3EMOIA MO

MoKaseIEaTE OKHO NapameTpoe LLTamna BpemeHH

MoKa3EIEaTE OKHO BEIDOpPE CEPTMDMKETE ANA COZAaHMA NOLMMoI

MokasbIBaTs GMHANEHOE OKHO MECTEPS

Mpoueaypa WwWiuhposaHua
MokasblEaTh CTAPTOB0E OKHO MACTEPa
MoKA3EIEaTE OKHO BRIDOPE BXOAHEX hainos
MoKa3EIEaTE OKHO BEIDOpE BeIXo4HOMD QOpPMaTE
MoKa3bIEaTE OKHO BbIBOPE CEOHCTE OTNDEBMTENA CooblLeHWA
MoKA3EIBaTE OKHO BRIDOPE NONYYETENENR ConDWEHKMA

MokasbIEaTs GMHANEHOE OKHO MECTEPS

[| 3aKpLIEATE OKHO PEZYNBTATA BRINOMHEHWA ONEPALIMA, BCTA HET OLWMAOK

BbI MoXeTe HacTPOUTH X011 OIlepalny TaKMM 00pa3oM, UTO IIPM OTCYTCTBUM OIIMOOK B pe-
3yJIbTaTe BBIIIOJIHEHWS oIleparuy puHaJIbHOe OKHO Oy/eT aBToMaTIM4ecKy 3aKpbIBaThCS - I
3TOTO YCTaHOBUTe (pjlar HaIIPOTUB CTPOKM 3aKphIBaTh OKHO pe3yJIbTaTa BBIIIOJITHEHVsI oIlepa-
IIVVI, €CJIV HeT OIIIMOOK.

4. HacTtpous HeoOXoIMMBle ITapaMeTpbl MHTepderica II0JIb30BaTeslsl, COXpaHWTe BHeCEHHbIe
nsMeHeHMs (KHomKa [IpumeHUTS).

7.2.6  HACTPOVKM MCIIOJTb3OBAHMSI ITOJIUTUK CEPTUOVKATOB

BBI MoOXeTe HaCTPOVITB qJI/LTIBTpBI CepTT/I(IpT/IKaTOB ITOOIIVIC 1 ]_HT/ICppOBaHI/ISI I10 X Ha3Ha4de-
HWMAM, eCJIN 9TOTO Tpe6yeT ITOJIITVIKAa OpFaHI/ISaLU/IT/I, a TakKKe pe,E[aKTI/IpOBaTb CHpaBOqHVIK Ha3Ha-
YeHUI.

¥ Hemaau nacmpoiku cnpabounuka Hasnauenuil 6. Moxeme Y3Hamo Y 6auiezo cucmemmoeo aomu-
1 Hucmpamopa.

HJIS[ HaCTpOI7IKT/I IIapaMeTpOB IIOJIMTVKN CGpTT/I@)VIKaTOB, BBITIOJIHUTE CJIeyIomiyie Imari:

1. B nmepeBe 311eMeHTOB ITIaBHOTO OKHa BbIOepuTe pasgesr Hacrpoviku. B npason nmanenn
IJIaBHOTO OKHA OTOOPAa3UTCS CIMCOK yCTAaHOBJIEHHBIX HACTPOEK PabOThI C IIPOrpaMMOT.
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BriOepure HacTpoOVIKy, TapaMeTpbl IIOJIUTUKI CepTUdUKATOB KOTOPOT BBl XOTUTE yCTa-
HOBUTDb, B KOHTEKCTHOM MEHIO o0beKTa VIV Ha IaHeIun VHCTPYMEHTOB BBI6epVITe IIYHKT
CsoricTBa.

2. Ortkpoetcs okHo ITapameTpsl HacTporikm. Beibepure 3axianxy okHa IToanTmka cepru-
duxkaros. B aTOM OKHe BBl MOXeTe HacCTpOUTh (PWILTPHI Ha3HaUeHUN cepTuduUKaToB
HOAIICHU U TN POBaHNs, a TaKXe peJaKTpOoBaTh CIIPaBOYHNK HasHauYeHWUIL.

| Obwke I Moanvce I LLnposaHe | PacuMbposaHre | MHTepdelc None30BaTENA
MonuTika cepTMdMKaTos | Bepudwkauns ceptudwiatos | TSP | OCSP | Kavanorw

DUAETD HESHEYEHWA CEPTMIMKETOE NoAMMoK

WoeHTudukatop (OID)  OnucaHue AobaenTs. ..

1,3.6,1.5573.1 CEpTHDMKAT NPOBEPKK NOAMMHHOCTH. ..
1.3.6.1.5.5.7.3.3 CepTHMKET NoOAMMCH KoAa

FAallk (=]

Y¥naniTe Bce

DUNLTP HASHEYEHMI CEPTIMHMKATOE WMppPoBaHIA

HMaeHTudmkaTop (OID)  OnMcaHWe JAobaBuTs. ..

1.3.6.1.5.5.7.3.2 CepTHhMKAT NPOBEPKK NOANMHHOCTH. ..
1.3.6.1.5.5.7.3.1 CepTUdMKET NPOBEPKM NMOAMMHHOCTH. . .

¥OaniTe Bce

[ PeoakTHpoBaTh CNpasoYHUK HasHaYEHMI. . . ]

3. nsa dopmmposanmss puiibTpa HEOOXOOMMO IIpedBapUTeIbHO 3aHeCTH TpebyeMble
HasHa4eHMs CepTU@UKATOB B CITPaBOYHMK HasHaUeHUL.
Ecym B HacTpovike ycTaHOBJIeH (PUILTP cepTrMKaTOB 1)1l KOHKPETHOVI OIleparyy, TO B
OKHe BbIOOpa cepTudmKaTa J1jIsl BBIIIOJIHEHWS 3TON onepalui OyJ1yT TOCTYIIHBI TOJIBKO
Te cepTudUKaThl, KOTOPBIe OIIpefie/leHbl B COOTBETCTBUN C yCTaHOBJIEHHBIM (PVIIBTPOM.

4. Bwibop wunentuduxaropos (OID) ocyiecTsiigeTcss M3 CIpaBOYHMKA Ha3Ha4YeHUN
(xaonka [106aBuTh). VI3HauajIbHO CIIpaBOYHMK 3all0jIHEH HEKOTOPBIMM 3HaUYeHVISIMUA.
Yr0o68!1 106aBuTE HOBBIVI OID B cripaBouHMK, HEOOXOAMMO HaXkaTh Ha KHOIIKy PemakTu-
poOBaTh cCIpaBOYHMK HasHaueHwmi. [lossurcsa dopma pemakTvpoBaHys CIIpaBOYHMKA

HasHa4yeHUI cepTudmKara.
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-

b

CnpasocyHKk HasHaveHWi cepTdukaTa

MaoentudumkaTtop (OID)

1.3.6.1.5.5.7.3.1
1.3.6.1.5.5.7.3.2
1.3.6.1.5.5.7.3.3
1.3.6.1.5.5.7.3.4
1.3.6.1.5.5.7.3.8
1.3.6.1.5.5.7.3.9
1.3.6.1.5.5.8.22

OnucaHue

CepTUHMKAT NPOBEPKK NOANMHHOCTH C...
CepTUHMKAT NPOBEPKK NOLNMHHOCTH K. ..
CepTUHMKAT NoOANMCK Koaa

CepTHOUKET 3aLUMTEl 3NEKTPOHHON Mo.. .
CepTUHUKET NOAMMOA WTEMNE BREMEHI
CepTrduKaT noanvo OCSP oTEETa
CepTudmkaT IKE-nocpeanvka IP-Heson. ..

[
NobaenTs

| o

] [ OTMeHA

-

e I no0OaBIIeHNs HOBOTO MAEeHTUdMKaTOpa HAKMIUTe Ha KHOIIKY /o6aBuTh. OTKpoeTcs

OKHO BBOJIa ITapaMeTpoB NOMTHKN. Beennte nnentudurkarop (OID) u ero omcanme. B

CIIPaBOYHMK Ha3HA4YeHMT JOOaBUTCS HOBas 3aIlViCh;

-

MapameTpbl wasHTWdKkaTopa (CID)

1

OnKcaHue:

WMoeHTdumraTop (0ID):

L

CEPTHHMKAT WWhPOBaHIA

| ok

] [ Cancel ]

L

e  V3MEHWTH ITapaMeTpPhl MaeHTIdMKaTOpa MOXHO, BbIOpaB B crivicke HeooxoamMeint OID n

Ha’XaB Ha KHOIIKY VIaMeHUTBD. OTKPOQTCSI OKHO l'IapaMeprI I/I)IeHTI/I(l)VIKaTOPa, B KOTO-

poM BHecuTe TpeOyeMble M3MeHeHVIs;

e i ygastennsd OID 3 cimpaBouHMKa Ha)KMMTe Ha KHOIKY YJaJauTh, KHOIIKa YJaauTh

BCe I103BOJIsAeT yIaymTh Bech civicok OID gaHHOTrO cripaBoYHMKa;

e BBl TakKe MoxeTe mmmopTrposaTs OID B dpopmarte .xml B cripaBouHMK (KHOIKa VM-

IOPT) WIN SKCIIOPTUPOBaTh MMeroIuics B ciipaBouyHmke OID (kHomKa DKcIopr);

5. YCTaHOBVIB IIapaMeTpPhbl ITOJINTUKN CepTT/ICpT/IKaTOB, COXpaHNMTe BHECEHHbIE VI3MEHEHVI

(xzomnka ITpumeHUTD).

727

HACTPOVIKI BEPUOUKALIVI CEPTU®MKATOB

J11s1 yCTaHOBKY ITapaMeTpoB BepuduKaliny cepTrdrKaTOB BBIOpaHHOV HACTPOVIKY, BBIIIOJI-

HUTe CJIelyromye marv:

1.

THU(PMKATOB.

HOBWTB, VWJIN Ha ITaHeJI MTHCTPYMEHTOB BBI6epT/ITe IIYHKT CsorvicTBa.

B nepese aremeHTOB I71aBHOTO OKHa BbIOepuTe pasenn Hacrponku. B konTekcTHOM
MeHIO 00beKTa, IlapaMeTphl BepuduKalum cepTrdMKaToB KOTOPOTO BBl XOTUTE yCTa-

Ortkpoertcst okHo [TapameTpbl HacTpovikn. BeiOepure 3axitanky Bepudmkarms cep-

Bb1 MmoxxeTe YCTaHOBUTDH HaCTpOVIKy JJIA IIPOBEPKU CTaTyCa CeDTI/ICbT/[KaTOB HeTbIPpbM:I CIIOCO-

Oamu:
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1) Ha ocHOBe ITOJIyYeHHOTO U3 YAOCTOBEPSIOIIero eHTpa aKTyaJIbHOTO CIIMCKa OT3bIBa
cepTdmKaTos;
2) depes Revocation Provider;
3) cnomompio City>k0bI akTyasibHbIX cTaTycoB (OCSP);
4) c TIOMOIIIBIO CHIVICKA IOBEPEHHBIX CePTUQPUKATOB.
3. OrtkpoiiTe 3aKIaIKy, COOTBETCTBYIOIIYIO BBIOpaHHOMY BaMy TUILY IIPOBEPKY, V1 3aHe-
cuTe cepTudUKAThI, KOTOPBIe TpedyeTcs IIPOBepATh MMEHHO 3TMM CITIOCOOOM:
e nonygenue COC us Y1I;
e Revocation Provider;
e Ciyx0a akryaspHbIX cTaTycos (OCSP)

Obuyme | Moanuck | LWnpposaHe I PacwnpposaH1e | WHTEpdEeNC NoNLs30BEaTENA
MonUTHKE CEPTUDMKETOE | Bepudmkawn cepTdukaTos |T‘SP | QCSP | KaTanoru

CepTHdKaTEl, ANA KOTOPkLIX HeabxoauMo nonyyeHue COC 13

Bnagenew, WzoaTens CEpPUIHEIN HOMED

CN==C=RU ChN==C=RL 43137D89F 3CTFFa4

NobaBEnTh. .. ] [ﬂuEaBHTb BCe ¥ ] [ ¥aanuTe ] [ ¥aanuTe BCe ]

B QaHHOM CNMCKE ANA CEPTMOMKETOE, HE OTMEYEHHEIX ranodkon, COC He 1!
ByayT 3arpysaTeca U3 YL, 8K HE BEIMYLWLEHD HOBOM BEDOM, |

MonyqeHue COC us Y1 | Revocation Provider | Cny#ha aKkTyaneHelx cTaTyoos (QOCSF) |

YTOOBI ITpOBEPATH CTaTyChl CepTUMPUKATOB (JIMUHBIX M IPYIUX I10JIb30BaTeslert) criocobamm
[Morrygerme COC m3 Y1 v Revocation Provider mist Bcex YaocToBepsomnyx IeHTPOB (KOpHe-
Bble cepTMdMKaThI KOTOPBIX YCTaHOBJIEHBI B XpaHWInie JloBepeHHble KOpHeBble 1IIeHTPHI cep-
TUdUKaImM), HaKMUTe Ha KHOIIKY [Jo6aBuTh Bee YII.

BbI MOXXeTe yHajyinTh U3 CIIVICKa BBIOpaHHBIe cepTUMKATHL, BbIIEIMB VX 1 HaXkKaB Ha KHOIIKY
Ynanurse. Eciivi BB XOTHITe yIQ/IUTh BeCh CIIMICOK CepTUUKATOB, HAXKMITe KHOIIKY YIaJIUTh BCe.

Ha sxitazke IMosryuerne COC u3 VI psmoM ¢ KaKIpIM BBIOpaHHBIM CepTMMUKATOM pacIio-
JI0)KeHa rasiodka. Ecim ona ycranosizena, COC OymeT Beerya 3arpy»kaThCsi U3 YAOCTOBEPSIIOIIETO
neHTpa. Eciin xe rasiouka yopana, To COC OyzeT moarpy’karbcsi TOJIBKO B TOM CIIydae, eciii Ha
cepsepe BeinyIieHa HoBast Bepcust COC v ero cpok nenctsud ncrek. «KpuntoAPM» y3HaéT o
BbITycke Hoporo COC 110 1aTe rutaHOBOTO OOHOBIIeHMs, YKazaHHOro B camoMm COC. Eciu crivicok
OTO3BaHHBIX CepTM(VKATOB OyIIeT BBITYIIeH BHEIUIAHOBO (paHBbIIle CpOKa), TO ero 0OHOBIIeHe
HeoOXxomyMo OylieT 3aIlyCTUTh Bpy4YHyIO. Y3HaTh 0 ToM, Kak o0HoBuUTh COC 13 Y1, MoxHO B
pasneie Oneparmy ¢ cepTudrKaTaMu.
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¥ Hemaau nacmpouxu napamempob bepudpuxayuu cepmucpurxamob 6. Moxeme Y3HAMb Y CUCITIEM-
1 Hoeo adMunucmpamopa.

3. Ecim HeoOxomyMo IpoBepuTh cepTrdUKaT C IIOMOIIIBIO CIMCKa JOBePEeHHBIX cepTudu-

KaToB, OTMeTbTe B HacTpomkax "Vcnonb3oBate CTL i mposepku IyTn cepTudmKa-

.

MononesosaTte CTL ANA NPOBEPKK MNYTH CEPTHDMKELLM
MpoBepATE HANMHKE NoanMoK B CTL

CnWcok AoBepuA cepTHdMKaTos: Digt

[npOD‘IﬂTpETb] [EblﬁpaTb... ] [ O4ucTTE ]

4. [lanee n3 xpaHWINIIA CepTUPUKATOB HEOOXOAMMO BrIOpaTh CIIVICKM TOBEpPEHHBIX cep-
TdMKaToB. Ecim XxpaHwimiie MycTo, TO C IIOMOIIbI0 KHONKM VIMIIOPT yCcTaHOBUTE CIIU-

COK.

5. BbI MOXeTe yHa/InTh BBIOpaHHBIN paHee CIVICOK JoBepysi, HakaB Ha O4mMcTUTB.

6. HacTrpons HeoOxomyMble ITapaMeTpsl, COXpaHNUTe BHeCeHHBIe M3MeHeH s (KHomKa ITpn-
MEHWTB).

7.2.8 HACTPOVIKM MCITOJIb3OBAHMS CJTYKBBI TSP

CJIV)K6a IIITaMIIOB BpEMEHW VICIIOJNIb3YEeTCA IJIA IIPOCTAaHOBKY IITaMIIOB BpEMEHN Ha OKY-

MeHTHI - JaHHBIX, 3amyieHHbIX D11 Ci1yk081, comep Kallyx HaeXXHYI0 MH(POpMaIIIo O Bpe-
MeHU CYIIeCTBOBaHMs 3JIKTPOHHOro JoKyMeHTa. IlITaMIibl BpeMeHM MCIIOIb3yIOTCs IS IIpU-
BS3KM (paKTa CyIIecTBOBaHM KaKVX-JIM00 TaHHBIX KO BpeMeHIA.

J11 HacTpoVIKM ITapaMeTpoB LITaMIla BpeMeHY, BBIIOJIHUTe CJIefyIOoIye IIar:

1. B mepeBe 271eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasien Hacrpovikm. B KOHTEKCTHOM MeHIO
0o0BbeKTa, apaMeTpsl IOJIyUYeHNT IIITaMIIOB BpeMeHV KOTOPOIo Bbl XOTUTe YCTaHOBUTb, VIV Ha
ITaHeJIV MHCTPYMEHTOB BbIOepuTe IyHKT CBOVICTBA.

2. Otkpoetcs okHo ITapameTpsl HacTponikn. Beibepure 3axiagky okHa TSP, B KoTopoii yka-

XniTe TapaMeTpsl coenmHenst co Ciryxbon IlItammo Bpemenmn v mapaMeTpsl 3arrpoca.

O me | Moanvce | LLnbpoBaHMe | PaclunthpoBaHe I WHTepdelc Nnone30BaTENA
MNonMTHKE CEpTHHDUKET OB | Bepudukauma cepTUQHUKEToE | TsP |DCSP | KaTanori

MapaMeTpel CoeaHEHHA
Anpec Cny#Obl LUTAMNOE BPEMEHK:

http: ffwww. cryptopro.ruftspftsp.srf [ AononHUTENBHD. .. ]

Mcnone30BaTE HACTPOIKK NpOKOM-CEPEEDE [ HacTpoMTE... ]

Mnone30BaTh KNMEHTCKMA CEpTUhMKET B

MapaMeTpbl 3aNpoca

Xew-anroputh: [1.2.643.2.2.9 (TOCTP 34.11-94)  + |

WMaeHTndmkaTop nomaTien; | 1.3.6.1.5.5.7.3.8

3anpocuTe cepTUdMKaT Cnyxibl WTEMNOE BPEMEHI

49



OO0 «ndpossle TeXHOIOTUI» PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

Y Hemaru nacmpotxu napamenpob pabomvi co Cayx00oii Bvi MoXKeme Y3HamMb Y CUCTIEMHO0 A0MU-
—— nucmpamopa.

3. YcTaHOBUB IapaMeTphl IITaMIIa BpeMeHV, COXpaHUTe BHeCEHHbIe M3MeHeHMs (KHOIIKa
IIpumeHUTS).

7.2.9 HACTPOVIKM MCITOJTb3OBAHMS CITYKBEI OCSP
C niomornpro Ciny>KObl aKTYaJILHBIX CTATYCOB cepTMq)VIKaTOB BBI MOXKETe B OHJIAVH-peXnme

HIpoBepATh cTaryc cepTudmkaroB Ha ocHoBe mporokosia OCSP (Online Certificate Status
Protocol).

J1)1s1 HacTpOVIKM ITapaMeTpOoB JOCTyIIa K CITy>K0e:

1. B mepese 3/1eMeHTOB IJIaBHOTO OKHa BeIOepuTe pasnen Hacrpoviku. B npasoit maHemm
IJIaBHOTO OKHa OTOOpasuTCs CIVCOK yCTaHOBJIEHHBIX HAaCTPOeK paboThI C IIPOrpaMMOTL.
BriOepure HacTpoOVIKy, IJIs KOTOPOVI BBl XOTUTe YCTaHOBUTH IapaMmeTpel OCSP, B KOH-
TeKCTHOM MeHIO OOBbeKTa WIN Ha IlaHeJIV MHCTPYMeHTOB BblOepuTe MyHKT CBOVICTBA.

2. Orkpoetcs okHo ITapameTpsl HacTpoviku. Beibepure 3axitanky okaa OCSP, B KoTopon

YKaXKute I1apaMeTpbl COENMHEHN CO CJIV>K6OI7I AKTVaHbHBIX CTaTyCOB!:

® ajpec cepsepa
@opwmar afpeca: <HpoTokoi>://<cepsep>[:mopt][/myTs]. B KadyecTBe mpoTOKOJIA BBI MO-
xete ykasatp "http" u "https"
®  HACTPOVIKM IIPOKCH-CepBepa, ecyIv IIpH MOaKIoueHnM K ci1y>k6e OCSP ncrosnb3yeTcs
IIPOKCH-CepBep
dopwmar agpeca: <poTokoir>:/ /<cepsep>[:mopT]. B KauecTBe IIpOTOKOIIA BBl MOXKETe yKa-
3atp "http" 1 "https"
®  KJIMEeHTCKUV cepTrdUKAT, ecsiv JocTy K ci1y>k0e OCSP BbIoIHsAeTCs 110 M POBBIM
cepTudMKaTaM (YTOOBI aKTUBVIPOBATh PEXXVIM BBIOOpa KIIMEHTCKOTO cepTudmKaTa, B

CTPOKe C aZipecoM cepBepa J0/DKeH ObITh yKazaH mpoTokoi "https").

P o

[MapameTpbl HACTPOHKH

CALWHE MoAnHCE LMthpoEaHHE PaclHbpoEaHke MHTEeptedt NONE30EATENA
MonMTHEa cepTrgmkaTos | Bepudmkauma cepTudmkatos | TSP QCSP | KaTanorm

Mapar4eTprl gocTyna

Appec cepeepa: | https: e cryplopro.rudocspne//ocs [ﬂ.;.n.;.nHHTean.;.___ ]

M cnonks0EaTE HACTPOMKKM NpOKCH-CEpBEpa l Hactpoue... l

W Cnonez0BaTe KAMEHTCKME CEPTMgLE ST l Bridpare... l

CH=Wean Merpoe,0=000 L ubpoebie TEXHOAOM M,

¥ Hemaiu nacmpotixu napamempo8 pabomsi co Cayx6oil Bv. MoxKenme Y3Hanbv y CUcmemHoeo adMu-
' Hucmpamopa (uiu 6 pykoBoocmbe admunucmpamopa 045 npoepammol «KpunmoAPM>»).

3. YCTaHOBI/IB ITapaMeTpbl OOCTYIla, COXpaHNTEe BHECEHHbIE M3MEHEHVA (KHOHKa HpVIMe-

HUTB).
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7.2.10 HACTPOVIKM KATAJIOTOB XPAHEHVSI ®ATIJIOB
BBl MOXeTe yCTaHOBUTH COOCTBEHHBIE KaTaIOTW ISl XpaHeHMs (pavIoB, a TaKKe YPOBEeHb
6e3omacHoro yaasieHus ¢arios. [1jIsg 3TOro BBIIOIHNUTE CJIeAyIolye Iari:
1. B nepeBe 00beKTOB I71aBHOTO OKHa BeIOepuTe pasmerr Hacrporikn. B koHTEKCTHOM MeHIO
00BeKTa, ITapaMeTpbl KOTOPOTO BBl XOTUTe HaCTPOWUTbH, WJIV Ha IaHeJIV MHCTPYMEHTOB BbIOepuTe
nyHkT CBorcTBa.

2. Otkpoertcst okHO ITapameTpsl HacTpoyku. BeiGepuTe 3axiaaxy Karasorm.

Obwye | Moanucs I LWnpposaHe | PacwmpposaHue | MHTEpdeic NonLs0EaTENA
MoNUTHKE CEPTUDMKETOE | Beprbukaun cepTUPHKaToE | TSP I QCSP | KaTanoru

COXPEHATE PESYNETATHI ofpaboTm B:
(7 Texyuwai kKaTanor

(@) 3agaHHbIE KaTanorK

KaTanor 4nA ¥paHEHMA BPEMEHHLIX DaMNoE

CM\UsersholohDocuments®, E]

KaTanor AnA ¥paHeHWA BX0AAWMY A0KYMEHTOE

C:\Users olo*Documents  Kpiunto AP MY ExogAwme noKymeHTs E]

KaTanor 4nA XpaHeHWA MCXOA AWM JOKYMEHT OB

CAUsersiolohDocuments  Kpinto AP M Moxo grue gokymeH eI E]
Y¥poEEHE DE30NacHOrD yaaneHua dalinoe [Bbllﬂ'llﬂ'—iEHu v]
BelknioyeHo
CpegHuIi
BlIcorMi

B sTOM monkaTasiore BbI MOXKeTe YKa3aTh CJIeAyIOIIe HaCTPOVIKIAL:
1) coxpaHsTh pe3ysbTaThl 00paboTky B Teky1init KaTaior;
2) yxkasatb crenuaibHble KaTtasoru njia xpaHeHus BpeMeHHBIX (parijios;

DTa HacTpOVIKa MO03BOJISIET YCTAaHOBUTH COOCTBEHHBIVI KaTaJIOT II0JIb30BaTesIsd Il BpeMeH-
HBIX darIOB BMECTO CUCTEMHOTO.

Ha 3TOT KaTaj1or MOXXHO yCTaHOBUTB ITpaBa JOCTYIIa TOJIBKO IS ITOJIb30BaTesier:, paboTaro-
VX C JAaHHOW HaCTPOVIKOTVL. C\e} OrpaHMYNT HECAHKLIMOHWPOBAHHBIVI JOCTYII K BpeMEHHbBIM
IJaHHBIM, KOTOpPBble MOI'YT coflepKaTh KOHPVIEHIIVaIbHYIO MHAOPMAIIIIO.

ITo ymorTgaHMIO VCTIOIB3yeTcsl CucTeMHBbIN KaTastor. O6sraHo 310 "c:\ Documents and Set-
tings\ <ums niostp3oBatestss>\ Local Settings\ Temp)\ ".

3) ykasatb crienaiibHble Katasmoru ajist xpaHeHMsI BXOOSIINX JOKYMEHTOB, B KO-
TOPBIX OYIyT XpaHUTHCS VICXOIHBIE JOKyMEHTHI, [I0JIy4eHHBIe B pe3yJIbTaTe IIpOBeleHNs orlepa-
v CHATYST Y TPOBEPKU JIEKTPOHHOVI ITOJIITVICH.

4) yxasarb cernmaibHble KaTamorm mis xpaHeHUs MCXOOAMINX TOKyMEeHTOB;
5) HactpouTs YpoBeHB Oe30macHOro yaaaeHms paiios.
ITpyt oOpIYHOM yIa7IEHMM C )KeCTKOTO [IVcKa, parul IIoMevaeTcs KaK yIaJIeHHBIV, 1 3aHVMa-
eMoe 1M MecTo ocBobox1aeTcs. Ho ripu aToM camu fTaHHBIe dariia OCTaIOTCs Ha [IVICKe, U, B CWITY
0c0OeHHOCTY CTpOoeHMs ParIOBBIX CHCTEM, 3TV JTaHHBIE ellle MOXKHO M3BJIeUb C JIVICKa.
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YT0oOBI M30€XaTh TAaKOTO BOCCTAHOBJIEHW:, Tlepel] yAaaJeHreM ¢avl MOXHO Ilepe3anicaTrhb
cJIy4daliHbIMU JaHHBIMU. Takom daiiyl HeBO3MOXHO BOCCTAHOBUTH OOBIYHBIMM IIPOrpPaMMHBIMM
cpenctBaMut. TakKe MOXHO cJieIaTh HECKOJIBKO IIPOXOIIOB IIepe3arnvicyl, YTO 3HaUUTeIbHO YCIIOX-
HWUT BOCCTaHOBJIEHVe WIN c/lejlaeT ero HeBO3MOXXHBIM JaXe CIelMaIbHBIMY ITPOrpaMMHBIMU
CpeacTBaMu

Hacrporvika ypoBHsi Oe3omacHOro yjajieHus 3a7aeT KOJIM4YecTBO IIPOXO/0B Iepe3anvc CiIy-
JalHBIMU JaHHBIMY, IIepef], yAaJleHVeM BpeMeHHBIX (arIoB, CO3IaHHbIX mporpamMMont «Kpur-
ToAPM» nipu ontepanyisx ¢ HOAIMCAHHBIMY M I POBaHHBIMM JaHHBIML.

Mo>xHO BBIOpaTh YeThIpe YPOBHs 0e30I1acCHOTO yaIeHsI:

¢ BrIKTIOUEHO - Ilepe3anich CJTy9artHbIMY JaHHBIMY He OyIeT IPOM3BOIUTHCS.

o Huskmi - [lepen ynasenuem OyieT mponssefieHa OHOKpaTHas ITlepe3alich CIyJari-
HBIMV TaHHBIMIA.

o Cpemnann - Ilepen ynaeHuem OyzeT mmpousselieHa ceMMKpaTHasi Iepe3arch CIy-
YJaHBIMU JTAHHBIMIA.

e Breicokmurii - [lepen ynasteHneM repesamnyich CJIy4aliHBIMY JJaHHBIMY OyZIeT Ipom3Be-
JleHa TPUALATH IISTh pas.

¥ Cxopocmv 0bpatomxu haiiiod 601v11020 00veMa MOXem yMeHvuumscs npu Bxatouenuu Boicokoeo
—— ypoBua yoareHus.

52



OO0 «udpoBrie TEXHOIOTM»

PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

7.3  OIIEPALIMV C HACTPOMKAMM

HOCTYHHBI aleayromye orepanmnii C HaCTpOVIKaMI/IZ

CoszpaHne HaCTPOVIKM

ITepenmenoBaHMe HaCTPOVIKM

CO3I[aHI/Ie KOITnim HaCTpOI7IKI/I

YcTanoBKa HaCTPOVIKM 110 YMOJTYaHWIO

@uuIbTpanys HaCTPOeK

CoptmpoBKa HacTpOeK B CIIVICKe

VIMmiopT HacTpoVIKM
DKCIOPT HACTPOVIKM
Ynanenue HacTpovikm

OnepaLwM C HaCTpOT;IKaMT/I BbI MOJKETE BBIIIOJIHATH Yepes:

o Ilanennb VHCTPYMEHTOB

B Fied 2@ E A

e KoHTtekcTHOE MeHIO pasferia HacTorikm

El._ﬂ Cnpaeoy
[b HasHz
@ Hazhz
Elﬁ KnuenT ¥
@ ganp
- 3anp
) 3anp

Co3AaTe HOBYHD HAcTpoKy

Mranopt

JkcnopT
DuneTp

CJBHOBUTE

e KoHTekcTHOE MeHIO 0OBeKTa

7.3.1

2.

£ Mma HacTpoikn

€§} Otgen npopax

fa OTaen Tex, NoALEPHEN

KFIETKEIE CNUCaHWue

Mcnonezoeate no YMONYaHWHY

¥aanute
C0383Te KOMWHD

Mepenmenceate

JkcnopT L\T
CeoiicTea

zBneys

JBHOBWTE

CO3[JAHVE HOBOVI HACTPOVKI
JJ11 co3mmaHvss HOBOVI HACTPOVIKY BBIIIOJIHEHVS OIlepalivi:

B AepeBe 3JIEMEHTOB ITIaBHOT'O OKHa BbI6epT/ITe pas3aeil HaCTPOﬂKI/I 7 BbI3OBUTE €ro KOH-

TeKCTHOe MeHIO IIpaBOWl KilaBuiley Mblmm. BeiOepure nyHkT Co3gaTh HOBYIO

HACTPOVIKY.

Ortkpoetcs okHo [TapaMeTpbI HACTPOVIKM.
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B cosmaBaemont HacTpoviKe BbI MOXXeTe YCTaHOBUTD CJIeIyIoIye apaMeTphL:

o01ye mapameTpsl (Ha3BaHMe, ONVICAHME 1 T.I1.)

IIapaMeTPBhI ITIOATIVICYL

mapaMeTphl M@ POBaHWS

napaMeTrpsl pacimmdpoBadmsa

HmapaMeTphl VIIPaBIeHMs MHTep@ericoM II0JIF30BaTe IS

ITapaMeTPhI MCITOJIb30BaHVA ITOJINTUIK CeDTVICbV[KaTOB

mapaMeTphl BepuduKaInm cepTrndmnKaToB

HapameTprl paboTsl ¢ TSP-ciryx60om (CityX00¥1 IIITaMIIOB BpeMeH1)

napamMeTpel paboTel ¢ OCSP-ciryx60m1 (Crry>k0011 akTyasIbHBIX CTaTyCOB)

@) TOM, KaK YCTaHOBUTD IIapaMeTPhI HaCTpOI7IKI/I KpI/IHTOOHepaLH/IT;I, YyyTanTe B IVIaBe ynggaB—

JICHVIE HACTPOVMKAMU IIPVIIOXKCHMA.

4. CoxpaHuTe yKazaHHbBIe ITapaMeTpbl HACTPOVKM (KHomKa [IpuMeHNUTS).

5. COS)Z[aHHaSI HaCTpOVIKa OTO6paSVITCSI B CIIMCKE HAaCTPOEK.

7.3.2

T TEPEMIMEHOBAHWE HACTPOVIKIA

YT0OBI HeperMeHOBaTh HACTPOVIKY:

1.

B mepese 311eMeHTOB IJ1aBHOTO OKHa BbIOepuTe pasmerr Hactporikm. B koHTEKCTHOM

MEHIO 00beKTa WiV Ha HaHesIn VIHCTPYMEHTOB BBI6epVIT€ ITyHKT HepeI/IMeHOBaTb.

2. Bsemwure HOBOE MM IS yKa3aHHOVI HaCTPOVIKIA:

£ ma HacTpoiikn Kpatkoe cnucaHns

8 Oraen v nomaepvcl I
ﬁ'} O1aen KpeauToEaHIA
f,é} Otgen mapretHra

{é} OTgen npogas

3. Hacrporika Oyaer nepenmeHoBaHa.

7.3.3

CO30AHVE KOITUI HACTPOVIKM

YT00BI CO3/1aTH KOIMIO CYIIeCTBYIOIIerl HaCTPOVIKIA:

1.

B niepese a11eMeHTOB IJ1aBHOTO OKHa BbIOepuTe paspesr Hacrpovikm. B mpasont manesnm
IJIaBHOTO OKHa BbIOepWTe HACTPOVIKY (WJIV IPYIIIY HaCTPOeK), KOIIMIO KOTOPOV HeobXo-
JAVIMO CO3/1aTh.

B KOHTeKCTHOM MeHIO 00BbeKTa VTN Ha IaHeJIV MHCTPYMeHTOB BbiOepuTe mmyHKT Co-
3/1aTh KOIIMIO.

B crimcke HacTpoek nosiButces Hactpovika Kot (HasBaHMe KOIIMPYyeMOoVt HacTpOVKm)".

4 lmA nacTpoiikm Kj
%Knnmn Otgen kpegnToBaHNA
'ﬁ} Otaen KpeauToEaHIA
@:} Otpen mapkeTHra
% Otgen npoga
% OTaen Tex. NoALEPHKN
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7.34 YCTAHOBKA HACTPOVIKM ITO YMOITYAHUIO
Bbl MOXkeTe ycTaHOBUTH OFHY M3 VCIIOJIb3YeMbIX BaMM HacTpoeK KakK "MCIIOJIb3yeMyIo II0
yMomdaHMio" (oHa OyIeT WCIIONIb30BaThCsl aBTOMAaTWMYecKy, KOIfa He yKasaHa HM OfHa W3
HacTpoeK).
J11s1 TOro 4TO0OBI yCTAaHOBUTH HACTPOVIKY 10 YMOJTYaHMIO!
1. B nepese 311eMeHTOB IJ1aBHOTO OKHa BeIOepuTe pasgerr Hacrporikn. B koHTekcTHOM
MeHIO 00beKTa, KOTOPBIVI XOTUTE VCIIOIb30BaTh 10 YMOJTYaHMIO, VIV Ha TIaHe I VH-
CTPYMEHTOB BbIOepuTe NyHKT VIcIoIp30BaTh 110 YMOJTYaHMIO.

2. Tlpu sToM yKasaHHas HacTpoviKa OyJeT ycraHoB/IeHa Kak "HacTporika o ymorgasmio".

HaCTpOVIKa, YyCTaHOBJIEHHAs 110 YMOJIYaHWIO, obo3HauaeTcs l'[T/IKTOI’paMMOVI % .

7.3.5 OWIPTPALIMSI HACTPOEK

Ber MoxeTe prytbTpOBaTE HACTPOVIKY B CIIVICKE ITOCIIeTyIOIIM IIapaMeTpaM:
* VM HaCTPOVIKU
e KpaTKoe OIucaHue
YT00bI OTPWITETPOBATH HACTPOVIKIAL:
1. B paspgesie HacTpoviky B KOHTEKCTHOM MeHIO BbIOepuTe IIyHKT PuiIbTp.
2. B okHe YcraHoBka ¢wuiabTpa yCTaHOBUTe IlapaMeTphl, IO KOTOPBIM HeoOXOIVMO
orobpats HacTporky «KpunToAPM»:

MMA HACTPOWKMA; |CuuTE:ETcrEwET - | OTAOEN MEPKETHUHIE

KpaTkoe onMCcaHWE: |J'I|c:|ﬁue - |

7.3.6 COPTMPOBKA HACTPOEK B CITMICKE
Brr MOXeTe COpTI/IpOBaTB HaCTpOI7II(I/I B CITMCKe I10 CJIG)IYIOH_U/IM HapaMeTpaM:
* UM HACTPOVIKU

* KpaTKoe OIlMcCaHne

£ Vlma Hactpoiikun L} Kpatkoe onucanue
%Omen MEpKETHHIA

{'QZ%’ Otaen npogax
{E OTaen Tex NOALEQHKN

7.3.7  DKCIIOPT HACTPOVIKI
ITpn oGHOBIIeHUM WM TlepeycTaHOBKe ITporpammbl «KpuntoAPM» pekomeH/yeTcsl 3KC-
HIOPTVPOBATH VCIIOJIb3yeMble B paboTe HaCTPOVIKM BBIIIOJIHeHsI orteparivit B XML-dopMar.
YT0OBI 5KCIIOPTHPOBATH HACTPOVIKY B (parur:

1. B mpaBovt maHem IJIaBHOTO OKHa, BEIOepWTe HACTPOVIKY (WJIV TPYIIITY HAaCTPOeK), KOTOphIe
HeoOXO/IVIMO 3KCIIOPTUPOBaTh, B KOHTEKCTHOM MeHIO 00beKTa VWiIM Ha ITaHesIM MHCTPyMeH-
TOB BBIOEPUITE ITyHKT DKCIOPT.

2. B oxHe IpoBOJHVKA BBeINTe MM SKCIIOPTUPYeMOoro dariia ¢ HaCTPOVIKOVA:

3. YkasaHHas HacTpoViKa OyzeT sKcopTupoBaHa B darul B popMare .xml.

ITpwm sKcriopTe HeCKOJIbKMX HacTpoek, Oy ieT cozgaBaThest ofuH .xml darl, cofrep Kalmr Bce

SKCHOPTUPYEMbIE HACTPOVIKIAL.
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7.3.8  VIMITOPT HACTPOVIKM
[Tpn oOHOBIeHWMV WM TIepeycTaHOBKe nporpaMMbl «KpnmtoAPM» BB MOXKeTe VIMITOPTH-
poBaTh paHee coxpaHeHHbIe B XML-dopmaTe HacTpOVIKYM BBIIIOJIHEHVS OllepalluiL.
YroOBI MMIIOPTHPOBaTh Parl ¢ HACTPOVIKOVL:
1. B pepese a11eMeHTOB IJIaBHOTO OKHa BeiOepuTe pasiesr Hacrporkm. B KOHTeKCTHOM MeHIO
paszerna Hacrpoviku 1win Ha raHesI MHCTPYMEHTOB BblOepuTe IIyHKT VIMIIOpT.
2. B oxne npoBomHMKa BeIOepuTe pail ¢ HacTporKaMu B popmaTe .xml
3. B paspen Hacrpovikm OyneT MMIIOpTHpOBaHa yKasaHHasl HacTPOVIKa.

7.3.9 VYIOAJIEHME HACTPOVIKU
[1s1 yasieHvst HaCTPOVIKIA

1. B opasom naHeu I71aBHOTO OKHa, BbIOepuTe HACTPOVIKY (WIN TPYIITy HacTpoekK), KOTOPYIO
HeoOXOVIMO yIIaJINTh, B KOHTEKCTHOM MeHIO 0ObeKTa VIV Ha ITaHeJIi MHCTPYMEeHTOB BbIOe-
puTe IIyHKT YIaJIuTh.

2. Ha 3ampoc crcTeMbl IOATBEPINTE CBOE pellleHNe.

3. VkasaHHas HacTpovika Oy/ieT yaasieHa M3 CIIVICKa.

8 PABOTA C IIPOIPAMMOM

8.1 OIIEPALIMV C CEPTUDPUKATAMM

Lndposort cepTrdmKar mpecTasiisieT OO0V 37IeKTPOHHBIV JOKYMEHT, BKJIFOYAOIIIL OT-
KPBITBIV KJIF0Y M MTHAOPMAaIIMIO O BjIajleiblle JaHHOTO KJI04a, 3aBepeHHYI0 YI0CTOBepSIOIIIM
LTeHTpOM 3JIeKTPOHHOVI ITOIIINCHIO.

BaM s1ocTynHEI cileftyrolye oneparim ¢ cepTudmrKaTaMi:
e [lomyyenue ceprudurkara

e Cos3pgaHne caMONIOOIIMCAHHOIO cepTrdMKaTa
e VIMmopT cepTudmkara

e XpaHeHue cepTudmKaTa

e Ilposepka craTyca ceprudumkara

e IIpocMoTtp nHPOpMarym o cepTudmKaTe

e  ODwibTpanyd cepTUdUKaTOB

e CoprtupoBka cepTndmKaTOB

e  DKCIOPT cepTUdMKaTOB

e VYnanenue cepTudmKaToB

e [leuaTh cepTuduKara

Omnepainm ¢ ceprrdmKaTaMyi MOXKHO BBIIIOJIHSTD Uepes:

. ITaHeJIb MTHCTPYMEHTOB

& = = B 5 R =
OBroente | Punetp | Cozgate Wmnopt | Jkcnopt Ypanwte | Ceoictea [lpoeepute [ledate

e KOHTEKCTHOe MeHIO cepTudmkara
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£ Bnaaeney, Damunna ma OTyecTeo COrPH (01

. 3
¥ Bacnneesa Bce zagaum %GTDEEETI:...
& Netpoea MpoeepnTe cTatyc k MpuocTaHoBMTE. .
¥panute BozoBHOBWTE...
CreHa knrodel v cepTndnkata...,
JkcnopT
CeoicTea
Meuats
OBHoEUTE

* KOHTEKCTHO€ MEHIO pa3s/iejia B ITTaBHOM OKHeE IIpOrpaMMbI

-] Ceprudmkare -
- E———_ (|
= Ceptudkatel apy Co3aate r

Mrnopr
DuneTp
|'_—‘||j| 3anpocel (CHCTEMHOE 06
. .71 3anpoce Ha cepT HosuTe

8.1.1 TIOIIYYEHME HOBOI'O CEPTU®UKATA

ITosryyeHme HOBOTO cepTUdWMKaTa BBIIIOJIHAETCS B COOTBETCTBUN C perjlaMeHTOM paboThI,
orpenesleHHbIM LleHTpoMm perucrparim (IiaHoBas cCMeHa KJIIouelt 1 cepTudUKaToB) IIpU BHe-
IUIaHOBOVI CMeHe KJIFOUell 1 cepTrdUKaTOB (OT3bIB paHee JIeVICTBYIOIIEro cepTudmKara)

ITosryunTs HOBBIV cepTHdUKAT BBl MOXKeTe Ha OCHOBAHMM IOJAHHOTO B YIOCTOBEPSIOIINIA
LIeHTp 3allpoca Ha cepTudmKat. B mporiecce co3manms 3ammpoca Mpon3BOANUTCS TeHepaliys KITto-
yer M 3alMCh MX Ha KIII0YEeBOV HOCUTEIIb.

O ToM, KaK co3[aTh 3arpoc Ha cepTudmKaT YnUTanTe B pasaerie Oneparmi ¢ 3aipocaMiyl Ha

ce QTT/IngIKaT.

LlenTp perucrpaiium repefaeT 3alpoc Ha IIoJIydeHrie HOBOro ceptudmkara B LlenTp cepru-

dukaryy, rae n mpovicxonut dpopMmpoBaHMe cepTudMKarta. BeimyieHHbI cepTrdmKar ycra-
HaBJIMBAETCH I10JIb30BaTelIeM B XpaHWINIIe cepTUdVKaTOB CBOero pabouero Mecra (Ha KOMITBIO-
TEep).

B mporiecce ycraHOBKM cepTrdMKaTa TakkKe aBTOMATUYeCKM IIPOV3BOAMTCS €ro 3alich Ha
KIIIOYeBOVI HOCUTEJIb . B astpHeviIeM TaHHbIN cepTidUKaT MOXeT OBITh IIOBTOPHO YCTaHOBJIEH

Ha pabouee MeCTO MOJIb30BaTeNI (HAIIpUIMep, PV IIOTepe cepTudmKaTa B pe3yibrare cO0st KoM-
IploTepa WIM OIepalliOHHOV CHCTeMBbl) WIM Ha JIpyroe pabodee MecTo (B Clydae Iepexofa
TI0JIb30BaTesIsl Ha Jpyroe pabouee MecTo). B aTOM ciiyuae cepTudmKar ¢ KJIIOYeBOrO HOCUTEIIS
yCTaHaBJIMBAETCs C IOMOIIBIO TporpaMMbl «KprunroAPM».

8.1.2 CO30AHME CAMOITOOITMICAHHOI'O CEPTU®UKATA
CamonionmvicaHHBIV cepTrdUKaT - cepTrdUKaT, M3IaHHbI CaMVM II0JIb30BaTesieM, 0e3 00-
pallieHMs K JOBepeHHOVI CTOpoHe YaocTosepsitolieMy 11eHTpy. CaMONOANVICAHHBIN cepTUdMKaT
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SIBJISIETCS OJTHOBPEMEHHO JIMYHBIM 1 KOPHEBBIM (yCTaHaB/IMBaeTcs B JIUHOe XpaHWInIIe cepTu-
dukaToB 1 «loBepeHHBbIe KOPHEBBIE LIEHTPHI CepTUQPUKALINIL»).

CamornozmicaHbIe cepTHUKATHI VICIIONIB3YIOTCS Il OOMeHa 3arvidpoBaHHBIMI VTN IIOJI-
OMCaHHBIMU JTOKYMEHTaMM MeXIy JIIOAbMM, TOBEPSIOMIMY OPYT OPYTy, HAlIpUMep, OPY3bIMI,
kouteramy. OOMeHSBIIICE TaKMMU CepTrdMKaTaMI MeXITy cOOOVI, OHV MOTYT IIepeCchbUIaTh IPYT
OPYTy HOAIVICAHHBIE U 3amIdpoBaHHbIE 3JIeKTPOHHEBIE JAHHBIE, He OeCITOKOSICh TPV 9TOM, UTO
vHQOpPMaIs MoXeT ObITh IlepexBaveHa, MICKa’keHa ¥ MCITOJIb30BaHa IIPOTUB VX MHTEPECOB.

_ Baxno nomHums, 4mo ucnoiv3obanue camonoonucantblx cepmudpuxamob we nosoasem peuwants
AN wongpaumusie cumyayuu, Gosnuxaioujue npu obmere KOHUOCHYUANSHBIMU OAHHbIMI, C TIOMO-
R w0 cyoa.

JJ1s1 co3aHms caMOIIOIIMCAHHOTO cepTrdMKaTa, BBITOJIHUTE CJIeyIollyie Iaru:

1. B mepese a11eMeHTOB IJ1aBHOTO OKHa BbiOepuTe paszert CepTudmkarsel. Berzosure rpasort
KJIaBUIIIeVI MBI KOHTEeKCTHOe MeHIO U BeiOepuTe IyHKT Co3mars > CamonopmiicaH-
HbIV cepTiduKkaT. OTKpoeTcss MacTep co3aHa caMOIOAIIVICAHHOTO cepTuduKara.

2. Ha nepsom 11are 03HaKOMBTeCh C ITOPSIKOM M TpeOOBaHMSIMI CO3/IaHVsI CaMOTIO/IICaH-
Horo ceptudmkara. Haxmure [Jaee.

3. Ha a1enyromieM mare 13 BellTajaroniero ciycka BploepuTe 1m1abyIoH cepTudmKaTa:

WabnoH: [LIJaEJ'luH N0 YMOM4EHHHD ']

CepTudukaT K3 MHAMBMA YansHOro NpeanpUHAMaTENA
CepTudiukaT K3MN dusvyeckoro nMua

CepTrdukaT K30 topuandeckoro nuua (asToMaT)
CepThiukaT K3 opuandeckors nvua (AomKHOCTHOS NHUo
LabnoH no on4a D

LWahnoH ¢ pacuMperHbIM CIMCKOM Nonei

4. YxaxnTe maeHTUPVKAIIMOHHYIO MHQOPMAIIIO O Bilafesblle Oyayiero ceprudmkara, B
3aBVICVIMOCTM OT TOTO, KaKOV1 I11a0JIOH BbI BEIOpasIV Ha IpeIbIIyIieM II1are.

A EeHTHDMKELMOHHER MHDOPMaLIMA

WoeHtuducaTop (CH)*:  Onbra OxoTHHa

OpraHusawma; Digt

lopoa: Mowkap-Ona

ObnacTb: Mapwii 3n

CTpaHa: Pocoulickan Pegepauma (RLU)

E-mail: user @mail.ru

WMHH: 007707049388
' \ oas ommeuentivie 3naxom «*» ABAs0OMCA 0043aMeALHYIMU 045 3AN0AHEHU.
N
' Obpamume 6rnumanue, ecau 6vi ykaswibaeme VIHH topuduueckoeo auya, Homep Bceeda 00axeH

=0 nauunamsca ¢ «00», nanpumep 007707049388.
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CHANC=: 07306654534

5. B otkpsiBiiemcs okHe IlapameTpsl KjIr0o4a B BbIIIaflafollleM CIVICKe BbIOepuTe yKaXuTe
CJIe/IyFOIIVie HaCTPOVIKIA:

1) Vicrionib3yeMsbIv KpUIITOIIpoOBaraep.

Mnone3yeMeli KpMNTONPoOBSMAED:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

/ptoPro GOST R 34, 10-2001 Cryptographic Service Provider
Microsoft Base Cryptographic Provider w1.0

Microsoft Base D55 Cryptographic Provider

Microsoft Enhanced Cryptographic Provider w1.0

Microsaoft Strong Cryptographic Provider
b¥1da5ed-98ba-Facc-aen 3-503bd3c0090c

2) BeiOepure BapmaHT co3gaHMs KJIIOUeBOro Habopa.

e Co3mars KII09eBOVI Habop cepTrdmKaT OyaeT co3aH Ha OCHOBE HOBOT'O KITIOUeBOTO
Habopa.

Vicrio1p30BaTh CyIIeCTBYIOIINMII KIIOYeBOV Ha0op - BeIOepuTe KII0YeBOV Habop,

KOTOPBIVI Oy/eT MCIIOIb30BaH TPV CO3IaHMM cepTudIKaTa, U3 CIIMCKa CyIIeCcTBYIO-
X (KHOMKa BeIOpats).

(7 Co30aTe HOBLIM KMKYes0i Habop

@ MMonb30BaTh CYLECTEYIOWMA KNoHeBoi Habop

Mra kniouesoro Habopa:

Sfbfadch-34eb-44a0-ae0a-fesh 73 14650d

3) YcraHoBUTe TIepeKiTIouaTeslb HaIIpoTHB HeobxoamnMoro HasHadeHMs KiIo4a cepTu-
duxkara.

HasHa4eHWe Kno4a

(7 CozaaHwe 3UN [OnvHa knioua:

(7 WudposaHue

@ LUndposaHke 1 coznaHme 3LN [ flononHATENEHD. .. ]

MoOMETHTE KNHYYM KEK IKTOPTUPYEMEIE

4) BbI Takke MoxeTe BbIGpaTb HJOIIOJIHNTEJIPHOE Ha3sHa4YeHVe KIto4a, Ha’XaB Ha KHOIIKY

HOHOJIHVITEJIBHO. B cromcke HasHaueHMVI MCIIOIB30BAHMS KITIOUA BBIGGPVITG HeO6XOJIT/I-
Moe:

Mtnonb30BaHHe KoYa:

] Tonsko wudposaHue [ WkbpoBaHme knioda

AETOHOMHOMHOE MOAMWCEHWE CNMCKOE oT3eiBa (CRL) HeoTpekaeMocTe
:l MognMce CepTMOUKETOS MoanKcE AEHHEIX
[¥] CornacoBanme knioueii

[¥] LWntpoBaHWe 0aHHs

4 | 1}
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8.1.3

B pasnene Cpoxk pevicTBus cepTmdmKaTa aBTOMaTIYeCKM IIPOCTABIISIETCS [1aTa, ¢ KOTO-
port cepTrdMKaT JeVICTBUTelIeH (TeKylllee CCTeMHOe BpeMsi) 1 flaTa, 0 KOTOPYIO CepTH-
dukar pevicrBurerteH (1 rop Brieper OT TEKYIIETO BpeMeHM). DTU JaThl BBl MOXeTe OTpe-
HaKTVPOBATh.

CpoK AeMCTEMA cepTUMKaTa

AelcTBuTEnEH ¢ 13,06.2013 |:]v no 13.06.2014 |:]v

QK | | Cancel |

5) Ykaxxure HeoOxoavmyro [ynHy Kimoda. e [yIHHee KITIOU, TeM OH HajleXHee.

6) [TomeTUTPH KJTIOUYM KaK 3KCIIOPTHpPYyeMBbIe.

Eciin BBI oTMeTHTe 3TOT hJiar, TO CMOXKeTe IIPOBOANUTE 3KCIIOPT cepTudmKaTa BMeCTe ¢
3aKPBITBIMI KJIIOUaMIU

Ha ocHoBe yka3aHHBIX JaHHBIX OyAeT cpopMMpoBaH CaMOIIOMIVICAHHBIN cepTudMKaT
OoTKpbITOrO K1t04a. [Tocste 3aBepirieHs onepari BO3HUKHET OKHO ¢ MH(OpMaLIyer o ee
pesyibraTtax. Haxxmure I'oToBo.

Ha sanpoc crcreMbl ycTaHOBUTE HapoJIb Ha HOCUTEIIb VI IIOATBEPAUTE ero.

Ha sampoc crcTeMbl yCTaHOBUTD JIV CaMOIIOAIVICAHHBIV cepTudmKaT B XxpaHuuiie [1o-

BePEeHHBIX KOPHEBBIX [IEeHTPOM cepTudMKaLyy, HaXMUTe Ha KHONKY [Ha.
i

KpunTmoAPM :: Cosganme sanpoca Ha nonysenye cepTudikara l I

CepTrdnkaT yonewHo ycraHoeneH 8 JludHoe xpaHranLLe.
¥ [na ganeHedweid patoTtel ero HeoBxogWMO YCTAHOBWTE B XPaHWIMLLE
JoBeperHbIx KOpHEBBIX LIEHTpOE cepTduranm. MNpogonsumTte?

Ha l | Her

VIMITOPT CEPTU®VIKATA

VIMmiopT cepTndmKaTOB MOXKET IIOHA00MTECS AJI BBIIIOIHEHMS CJIeAYIOINX 3a4ad:

YcranoBKka cepTudmKara, KOTOPHI OBUI OTIIpaBJIeH BaM B daruie OpyIruM II0JIb30BaTe-
JIeM, KOMIIbIOTePOM I IIeHTPOM cepTudUKaIII;

BoccraHoBiieHMe IOBpeXIeHHOIO WIN yTePSIHHOTO cepTudmKara, 3aapXMBUPOBAaHHOIO
paHee;

YcraHoBKa cepTudmKaTa 1 CBA3aHHOIO C HVM 3aKpPbITOTO K/Il0Ua C KOMIIBIOTepa, Ha KO-
TOPOM BJlajiesiel] cepTudurKaTa ero 1CIosIb30Ball paHee.

IlepBuunas ycraHoBKa B xpaHwmine jmmdHoro ceprudmkara [OCT MoxeT BBIIOIHATHCS

Kak cperictBamu Kpunronposavigepa «Kpunrol Ipo CSP», Tak n cperictBamyt mporpaMmel «Kpwri-
TOAPM».
YcraHoska simanHoro ceprudmkara cperacrsamm «Kpurrollpo CSP» ocyiecTsiigercs Hero-

CpelCTBEHHO B OKHe KpuntorpoBariaepa «Kpumnrollpo CSP», 3akianka Cepsuic.
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E Kpuntollpo CSP 29
JononHKMTensHo ANroOpHTME | BesonacHoCTE I Winlogon |
Obwme OfopyaoBaHWE | Cepeic

KOHTEAHED SaKPEITOrD KNOYE

3TH MACTEpa NOZBONAKDT NPOTECTHPOBATE, CKOMWPOBATE MK
¥OoanuTe KEIHTELT1HE|:I 3AKPBITOrD KNkoYa C HOCMTENA.

[I'ImTechpoE:aTb... ] [ CrkonupoBaTe. .. ] [ ¥oanuTe...

CepTHRMKaETLI B KOHTEAHEDE 3aKPRITOrD KNKDYE

ITOT MACTEP NOSEONAST NPOCMOTPETE CEPTHMKATEI, HEXOAALMECA
B KDOHTEAHEDE 33KDEITOMD KNKDYE, M YCTAHOBMTE MX B XDaHUMMLLE
CEPTUHMKETOR,

[ MpocMoTPETE CEPTHDMKATEI B KOHTEMHEPE. ..

MAYHEI CEpTHDUKET

ITOT MACTEP NOZBONAST CBAZETE CEPTHRMKET M3 Qaina ©
KOHTEAHEPOM 3EKOLITOMD KNKIYE, YCTAHOBWE 3TAT CepTHRNKET B
HPEHUMALLE,

[ YCTEHOBWTE MMYHEIN CEpTUhMKET. .. |~l;

YcraHOBKa JIMYHOTO cepTHdMKarta cpeacrsamm nporpammsel «KpmunroAPM»

YT0o0Bl ycTaHOBUTH cepTudMKaT ¢ nomompbio «KpunroAPM», BBIIOIHUTE CrleAyrolie

IIarm:
1.

B nepeBe s11eMeHTOB I7IaBHOTO OKHa BbIOepuTe pasmert Ceprudnkarsl. OTKpoeTcs crm-
COK XPaHWIII CepTUPUKATOB.

BriOepure xpaHwmiile, Ky/1a HEOOXOAVMO MMIIOPTPOBATh CEPTUQVKAT, B KOHTEKCTHOM
MeHIO pasfiesia VWIM Ha ITaHeJIV MHCTPYMEHTOB BbIOepuTe IIyHKT VIMIopT.

Orkpoetcs craHIapTHEII MacTep ycTaHOBKM cepTudmKaTa, IIO3BOJISIOMINI yCTaHO-
BUTH HUPPOBON cepTudMKaAT B XpaHWINIIe JIJI1 JaJIbHEeIIero ucroiab3osanmd. O3Ha-
KOMBTEChH C TIOPSIIKOM BBITIOJIHEHMS OIlepaliyi.

Ecyim BBl ycTaHaB/IMBaeTe JIMYHBIV cepTUUKAT, B 3TOM Xe OKHe ycCTaHOBWUTe djiar
HAIIpOTUB CTPOKM Y CTaHOBUTH JIMYHBIV cepTudmKaT. KpoMe TOro, BBI MOXXeTe yCTaHO-
BUTH diiar IToMecTnTh cepTHdMKaT B KOHTeVIHep (B 3TOM CJIydae B KJII0OYeBOM KOHTeV-

Hepe 6y21€T XpaHUTBCA He TOJIBKO KIIr04UeBasd I1apa, HO 1 caM CepTI/ICpT/IKaT)C

YCTAHOBMTE NMYHEIR CEpPTIMHDWMKET

MoMECTUTE CEPTHMRMKAT B KOHTEMHED

B cienyromem okHe ykaxure dpaml, cofeprKallliil MMIIOPTHUpyeMbInt cepTudukaT. Cu-
CTeMa II03BOJISIeT MIMIIOPTVPOBATh CepTUQMKATHI CJIEAYIOTNX (POPMATOB:

a1 ceprudpukara X.509 (.CER, CRT)

CooOrenne cranpgapra PKCS #7 (. P7B, .DER)

XpaHwmnIle ceprayM3oBaHHBIX cepTrdmKaToB (.SST) - HeCcKOIbKO cepTrdMKaTOB, 00B-
e/IHeHHBIX B OIVH darL.

®arvw1 obmena simaHoN MHGOopMartimen - PKCS #12
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6. Ecim BBl ycTaHaB/IMBaeTe JIMYHBIV cepTUUKaT, Ha CJIeAyIOIeM 3Tarle OTKpPOoeTcs OKHO,
cofleprKalllee MHQOPMALIMIO O HeM (JaHHBIe O BilajlesIblie 1 M3/1aTesle cepTudmKaTa, CpoK

PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

MMA dalina MCKoAHBX OaHHEIX

C:Wsersuser \Documentsitest\Olga Okhoting.p7h

Bribpate. .. |

DOPMAT MOMET ObiTh OAHWM M3 CNEA YHIWLMX:
dain cepTudmkata - X, 509 (.CER, .CRT)
Coofuwenwe cTaHnapTa PKCS #7 ((P7B, .DER)
¥PEHWAWLLE CEPMAaNM30BaHHEIX CepTHhuKaToE (L55T)
daiin obmeHa nuHo uHbopralei - PECS #12 ((PFX, .P12)
Main cnkcKa oT3kIBa cepTudikaTos (CRL)
DaEin NMCKa QoBEpeHHEBIX cepTudmkaTos (LSTL, (CTL)

Crartyc
221 Bee cepTidmkaTel, COC unm CAC —
"Ld AEfCTBMTENEHE MpocMOTPETE...

ZIeTICTBVISL VI CEPUVIHBIV HOMED):

CepTiudmKaT: Onera OxoTHHa
Bnageney: CM=0nbra OxoTuHa,0=Digt,L =l71|:|Lur':a|:| -Ona,5=Pecnybn
MzpaTens: CM=0nbra OxoTuHa,0=Digt,L =ifoukap-0Ona,5=Pecnyfin

AefcTeMTEnEH C: 20,03.2013 11:10: 16

[eAcTBATENEH NO: 20.03.2014 11:10:16

CEPUAHEIN HOMEP; JO05FABCCOAASDAS

7. Eciu Ha nepsoM sTarie Bbl ycTaHOBWIM diar IloMecTuTh cepTudmKaT B KOHTeVIHep,

OTKPOETCsA OKHO, B KOTOPOM BaM HY>KHO

5) BwiGpaTh KpuIITOIIPOBaTIIEP;

6) BbIOpath M3 crcKa MM KIIIOYeBOTO KOHTeVIHepa (Ileperl 3TMM BCTaBbTe KITIoue-

BOVI HOCUTeJIb, Ha KOTOPOM XPaHWUTbCS JIaHHBIVI KOHTeVIHep);

7) Ykaxwure, 4TO BBe[IeHHOe MM: 3ajlaeT KOHTeVIHep I10JIb30BaTeIs.

BeifepiTe KpMNTONpoOBaNAAED:

| Microsoft Base Cryptographic Provider v 1.0 - |

MA KOHTERHEPE:

315b606c-37d8-49d4-a066-4dc 795 e 7da8

BeibpaTe

BEENEHHDE MMA 3A03ET KOHTEAHED:
@ NonbzoBaTens

KomMnetoTepa

8. Ecim Ha miepBOM IIlare Bbl He YCTaHOBWIN ¢Ji1ar YcTaHOBUTH JIMYIHBIN cepTudMKat, To

crucTeMa BaM ITpeJIOXKNUT YKa3aTb XpaHWIniie, B KOTOpOM 6YZ[€T XpaHUTBCA MMIIOPTUPY-

eMBIVl cepTrdUKarT:

e ABTOMAaTHYECKMUI (TUII XpaHWINIIA BBIOVIpaeTCs CUCTEMOTT);

e [Iiig py4HOTO BEIOOpA XpaHWIIIEA, B BBIIIAJIAIOIIEM MEHIO BEIOeprTe HeoOXoMoe Xpa-

HWINIIIE.
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k : ) BbIEDETb THN XPaHKMNWLLE aETOMaTHYECKM, HCX0AOA M3 THNa AaHHBIX

G MpHUHYAMTENLHO NOMECTHTE B CNEAYHILWES XPaHWITHLLE:

JIMYHOE XDEHMMKLWE CEPTMDMKATOE -

CepTUdMKaTEl ApYTMXY NONE30BaTENERA k
MpOMEHYTOUHEIE LIEHTPEI CEPTHDMKSLIAN
[oEepeHHblE KOPHEBRIE LEHTPEI CEPTIMKELIAN

9. Tlocie 3aBepiiieHNs olepalii BO3HMKHET coollieHve 00 yCIIeIrHOM MMIIOpTe cepTrdu-
Kara.

8.1.4 3AIPY3KA CEPTUO®MKATOB 13 «KPUITTOITPO YLI»

Bl Tarxke MoxeTe 3arpyxkaTh cepTudWMKaThl, BbljaBaeMble YIOCTOBEPSIOINIIM LI€HTPOM
«KpunrolIpo YL».
O0s13aTesIbHBIM yCJIOBMEM IS IToTyyeHms cepTudmkaTos us «KpumrolIpo Y1I» gsisercd Hamm-
que

ey II0JIb30BaTeJIs JIMYHOTO cepTudMKaTa, BbITAaHHOIO TaHHbIM Y1

® B KOpHEBOM XpaHWINIIe KOPHeBOro cepTudmKkaTa JaHHOro YL

e B xpaHwmle gencrsymomero COC

11 3arpysku cepTudmKaToB:

1. B BepxHeM MeHIO IJIaBHOrOo OKHa BbIOepuTe CepBuc>3arpysmuTh cepTHdUKATHI W3
Kpunrollpo VII.

2. Ortkpoercsa okHO 3arpy3ka ceptudmukaroB mn3 «Kpunrollpo YII», rme BeI MoXeTe
HaCTPOWTH MapaMeTprl JgocTyna K ciryxkbe «Kpunrollpo YII» u BeIOpaTh cepTmdmkaT
ayTeHTMUMKaLIMM IToJIb30BaTes s 1 TLS coenmueHms, a Takke HaCTPOUTH IlapaMeTphl
IIPOKCH-CepBepa.

3. OTtkpoeTcs 0KHO, B CIIVICKe KOTOPOTo BbIOepuTe cepTrdMKaThI Tex Hosib3oBaTesten Y1, ¢
KOTOPBIMM IUTaHVIpyeTe 0OMeHMBAThCS 3JIeKTPOHHBIMY JOKYMEHTaMIA.

4. Jlartee OTKpoOeTCs CTaHIAPTHBIV MacTep YCTaHOBKM cepTUMMKATOB B XPaHVIINIILE.

8.1.5 XPAHEHVE CEPTU®VKATOB

ITporpamma «KpunroAPM» B KadecTBe XpaHVWIVIIL VICIIONB3YeT MOJIepKBaeMble KpUIITO-
IpoBariiepoM TUIIbI, a TaKXKe CTaHIapTHbIe XpaHWINIIA cepTUdUKATOB, BXOIAIINX B OIlepaliy-
onnylo cucremy Windows.

Ha3zBaume xpaHwmauina ceprmdmka-
ToB P pmd OnmcaHne xpaHUINIIA

JIvraHble cepTudUKaThI, MCIIOJIb3yeMble BaMU U CB4-
JTnuHOe xpaHWINIIe cepTUdUKaTOB
3aHHBIE C BALlIVIMU 3aKPBITHIMU KITIOYaMU.

CepTndmKkaTsl 1I0JIb30BaTesIeV], ¢ KOTOPBIMIU BBI 00-

CeptudnkaTsl ApyIrvMX IOIb30BaTe-
N MeHVBaeTeCh MM POBaHHBIMI VIV TIOIVICAHHBIMY

en

TaHHBIMIAL

IIpomexyrounsle HeHTprl cepTudu- | CepTudrKaTh IIPOMEXYTOUHBIX [IEHTPOB cepTudu-
Karum KalVL.
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TdUKaIMm

JloBepeHHbBIe KOpHeBble LIEHTPHI cep-

ABTOMaTMYeCKM IIOMIVICAHHBIE CepTUdUKATBI OT
LIC, xoTOpble HesIBHBIM 00pa3oM SIBJISIFOTCS [JOBEpeH-
HBIMI. 371eCh XPaHATCS CepPTUUKATHI, W3TaHHbIE
croporHuMu LIC, Microsoft, a Taxke Bartevt opraHm-
3anmen (ecy opraHm3aInys pacriosiaraeT coOCTBeH-
HBIM CepBepoM CepTUdMKATOB). XpaHWINIIE TaKXe
COZIEPKUT CaMOIIO/IIVICAHHBIE CepTIKATHI.

TOB

JloBepeHHble wm3aTes cepTUdMKa-

CeptudmkaTsl JOBepeHHBIX M3aTeslel cepTuduKa-
TOB.

8.1.6 TIPOBEPKA CTATYCA CEPTUOVIKATA

Vicniosb3oBaHME CepTT/I(bT/IKaTa MO’XHO YCJIOBHO pasieJIMTh Ha JiBa STalla

1) mpoBepka cTaTyca cepTudmkaTa

2) ecsI CTaTyC «JIeVICTBUTeJIeH», VICIIOJIb30BaHue cepTudmKaTa IS BHIIOITHeHWST KPWUIITO-

rpadudecKix oreparuL.

Kaxnpin pas mpu obparrennu K ceprudmkary mporpamma «KpunroAPM» rnposepsieT ero

cTaryc.

Cy1ecTByeT ueThIpe THIIa MPOBEPKM CTaTyca cepTUdMKaTOB:

B OCSP ciryx0e

SR

I'To stoxkasTIbHOMY cIMICKY 0T3bIBa cepTudukaTos (COC)
ITo COC n3 Ypocrosepsroriero 1eHTpa
C ucnosnp3oBadmeM Revocation Provider

C IIOMOIIBIO CIIVICKA NOBEPEHHBIX CepTVIqJVH(aTOB

Tunwt npoBepxu npubedersvt 1o Bo3pacmaniiio SHA4UMOCIU

Cratyc cepTudmKara ipoBepseTcs 0 cjIeAyOIINM IIapaMeTpaMm:

ITapameTppl HpoBepKM ITosicHeHMe

IIpoBepka cpoka HeVICTBYS

IIpoBepsieTcs, McTeK WiV HET CPOK [eVICTBUS I POBOIo cep-

3JIEKTPOHHOW ITOIIVICH BbI-
maslrero ceprmudukar Yao-
CTOBEPSIIOIIETo IIeHTpa

cepTrdmKara TdMKaTa
1151 3aBepeHs Balllero JIMYHOro ¢ poBoro ceprmudmkaTa vc-
IIpoBepka  KOpPpPeKTHOCTM | IOJIb3yeTcs 31eKTPOHHasI IOIINCh YI0CTOBepSIOIero 1eHTpa,

B KOTOPOM BBI HOJIy4YWIV CBOV cepTudmKaT. 1 Toro urobn!
craryc Bamrero ceptudukara Ovu1 "[lericTBuTesieH", Heobxo-
AVIMO VIMETh yCTAaHOBJIEHHBIVI KOPHEBOW cepTudmKaT U aKTy-
aJIbHBIVI CIIVICOK OT3bIBa CepTUdUKaTOB.

ITocTpoeHme 1ernoukm (o
KOPHEBOTO

Y1)

cepTudmkara

HoBepue K MuHOMY cepTudMKaTy II0JIb30BaTelIsl OIlpesesis-
eTcsl Ha OCHOBe I1eTIouku cepTudmkaToB. HadasibHbIM 271emMen-
TOM LIeIIOYUKM siBjIsieTcss KopHepowl ceptudmkar YL, xpaHg-
IMyics B xpaHwiniiie [loBepeHHbIe KOpHeBbIe IIeHTPhI CepTH-
dpukammm.

ITpoBepka [IeVICTBUTEIBHO-
CcTU cepTudmKaTa I10 CIWC-

KaM OT3bIBa CepTT/ICpT/IKaTOB

ITo ymoruanuio npu pabore c cepTudmkaTtammu B «Kpurro-
APM» ux craryc mposepsiercs o COC, ycTaHOBIIEHHOMY B Xpa-

"Hwmile IIpomexyrounsle meHTpbl cepTudmukammumn. Ho
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TaK>ke BO3MOKHO BBITIOJIHUTB ITpoBepKy cepTudmkara no COC,
nosrygaenHomy u3 YII, v ¢ momompsio Revocation Provider.

C moMOIIIpIO CHMCKa dOBe-
PEeHHBIX cepTHdMKaTOB

duxaros".

YT0oOBI IpOBEepUTH CTaTyC cepTudmMKaTa ¢ MOMOIIBIO CIVCKa
IIOBEpeHHBIX cepTUdMKaToB HeoOXxoauMo oTMeTuTh "Vicromns-
3oBaTh CTL my1g mposepku my T cepTdpmKanmm” B HaCTpoKax
0 yMOJT4aHMIO B paszesie IlapameTpsl BepudmKalum cepTu-

CraTtychl cepTndMKaTOB

Bo3moskHbI 3 cTaryca AeHCTBUTEILHOCTH CepTU(PUKATOB, BEIIAaHHBIX Y1I:

o Ed«ericTBUTETEH»
o HJ«HemericTBUITEICH

o Hil«HemsBecTeH»

Ceptudukar siBiseTcst 4eVICTBUTEIbHBIM, €CJIN!

Ll e

YT006BI MPOBEPUTE CTATyC cepTudMKaTa:

ITopmce YmocToBepsrolero 1eHTpa oy, cepTudrKaTOM KOppeKTHa.
Cpok fevicTBus cepTmdpmKaTa He MCTeK.

CepTudmKaT UCIIONIBb3yeTcs M1 TeX 1ieler, 171 KOTOPBIX ObUT Co3/1aH.
CepTudukaT He OTO3BaH U €ro JeVICTBYIe He IIPUOCTaHOBJIEHO.

1. B pmepese a11eMeHTOB IJIaBHOTO OKHa BbiOepute pasnen Ceprudnkarsl. [lastee Beibepure

Hy>KHOe BaM XpaHWMJINIIe, B KOTOPOM BbIOepuTe cepTrdMKaT J1j1sl ITPOBEPKA.

2. B KOHTeKCTHOM MeHIO OObeKTa VIV Ha ITaHe/IVl MTHCTPYyMeHTOB BbiOepuTe ITyHKT ITpoBe-

pUTH CTaTyC

. I'To JIOKAJIPHOMY CIIMCKY OT3bIBa CepTVICpVIKaTOB (CHT/ICKy, YCTaHOBJIEHHOMY B XpaHWIVIIIIE

Crmcku oT3bIBa cepTUdUKATOB);

e Ilo comcky or3biBa u3 YaocToBepsiolero IeHTpa (B OHJIaVH-peXVMe I10 JIOKaJIbHOM

ceTn);

e Cwucnosne3oBanmeM Revocation Provider;

o IIposeputs B OCSP ciryx0e.

HpI/I IIpOBEpPKeE CTaTyca CepTT/ICpVIKaTa MOT'yT BOSHUKHYTB CJIEIyIOIIvie COO6H.[€HT/I$II

Cootmennie T e

Vcrék cpok mevicTBus cepTudmkara

CeptudukaT, KOTOPHIM IIOAIIVMCAHBI AaHHBIE,
IIpOoCpoUeH

HeBo3MOXXHO ITOCTpOUTH LEeMNoYKY J1JIsI cep-
TdmKara

HeBo3MOXXHO HOCTPOUTH LENOUYKY cepTudmKa-
TOB OT KJIMEHTCKOTO cepTudmKaTa g0 cepTmdm-
KaTa goBepeHHOro Y1

ITpomsonvia ommbka mpu OOHOBIEHUM
COC

Hactpovikut crctembl 6e3011aCHOCTY He IIpeJIo-
nararor  obuosirenuirt COC;  OmOimmorexa
CPCRLUpdate.dll orcyTcTByeT wim He 3apermu-

CTpUpOBaHa
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[Tponsomnuia ommbKa Ipy OTKPBITUM Xpa-
Her nipaB frocTyna K XpaHWwInIy cepTuduKaToB
HWINIIA

COC HampmeH, ogHaKO BO3HUMK cOOVI IIpm
COC xpaHUTCS B HeM3BeCTHOM popMare
ero oopabotke

: Harta obuosienmns COC wmcrexiza, HeOOXOIMMO
COC narizeH, ogHaKO OH Hy>IaeTcs B 00-

obHoBUTE COC B Y1, Iy1s1 TOrO 4TO0B! CepTmdm-
HOBJICHUI _
KaT OBbUT [IeVICTBUTETbHBIM

Ormmbka nipu contoctasiieHnm COC u cep- | Ommmbka B Iporiecce IOVICKa KJIMEHTCKOTO cep-
Tdnkara TdUKaTa B HocjieqHeM BoirnyieHHbM Y1 COC

CeptudmxaT HefevicTBUTeIIeH (0TO3BaH B Y1 110
Ceptudmuxkat cogepxmrcs B COC prvig (

Kakom-nbo ripranHe n 3aHeceH B COC)

s mozo umobwvL ynpocmums npoyedypy npo8epKu Cmamyca cepmuukama, 8bl Modiceme

¥ 8 nacmpoiikax Bumosnenus onepayuii ykazamo napamempul npogepKu (sepugpuxayuu) cep-

| mughuxamos. J{na eviopannsix cepmughuxamos 6 npoyecce pabomsl 6ce20a agmomamuye-
cKU 6ydem UCnoIb308amubCsl YKA3AHHbIIL 6AMU CNOCOO NPOBEPKUL.

ITpoBepka craTyca cepTrdmKkara no jsokaasHoMy COC
«KpunroAPM» nopep>xuBaeT crioco0 IIpoBepKu cTaryca I poBoro ceprudnkara 1o
JIOKaJIBHOMY cIMCKy oT3biBa cepTudmkatos (COC), mepmomydeckyt 0OHOBIIIEMOTO YI0CTOBEPSi-

IOIIVIM LIeHTpoM corytacHo Pertamenty ganuoro Y1I.
YTOOBI IIPOBEPUTE CTATYC CepTMdIKAaTa, BBIIIOIHITE CJIeAYIOIIe IIari:
1. B pepese a51eMeHTOB ITIaBHOTO OKHa BblOepuTe paszerl CepTudmKaTel - Hy>KHOe BaM Xpa-
HWINIIE, B KOTOPOM BbIOepuTe cepTudmKaT (WM TpyIHIy cepTU(UKATOB) IS IpPO-
BEPKIL.
2. B KOHTeKCTHOM MeHIO OObeKTa VIV Ha ITaHeIM MHCTPYMEeHTOB BeiOepuTe IyHKT IIpoBe-
puTB cTaTyc> no gokaasHOMYy COC.

Cratycsl cepTrudukaTon

Craryc Ilosacaenne ‘

m «JIeVICTBUTEJIeH» BremomHsroTcs Bee yCJIOBVIA IEeVICTBUTEIIbHOCTU CepTVICbVIKaTa

H «HemericTBIITe IO H o Cpok gevicTBus cepTrdMKaTa MCTEK

e Ectb HempocpoueHHbI COC 11 B HeM HaxOAUTCS YKa3aHHBIN
cepTudmKaT

e He crponTcs 11enouka cepTudmKamm

e Ceprudumuxkar nMmeer HeKOppeKTHYIO D11

e He ynanoce nomyunts COC n3 Y11 (ecsvt BBITIOJTHSIETCS 005I-
3aresibHast mposepka o COC, nonyuyennomy us Y1)

T «Hen3BeCTEeHY CTaTyc, BO3MOKHBIN TOJILKO JJIA CepTI/I(i)I/IKaTOB, KOTOPBIM HE
Tpebyetcs nposepka no COC, nmomyyeHHOMY U3 Y 1]

e orcytcrByer COC

e COC npocpouen

Bo3smookHbIe ook ooHoBiieHmss COC
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Ommbka O0OBacHeHME
0x80092004 (Cannot find | 1. He Hanmen nsgaTesns IpoBepsieMoro cepTudmKara.
object or property.) 2. ®aru1 COC He COOTBETCTBYET IIpOBepsieMOMY CepTUdUKaTy.

[TpoBepsiembInt cepTdUKaT - caMOIIOAIMCaHHbIL. Her cMbicita
0x80092007 (The specified | mposepsaTh camonoamnmcanue ceptudmkar mo COC, t.x. COC
certificate is self signed.) TIOZIIIVICBIBAETCS TEM XK€ CAMbIM CAMOIIOMIIVICAHHBIM CcepTrdmKa-

TOM.

ITpoBepka cTaryca ceprndpukara mo COC ns3 YII
«KprnroAPM» 1103BOJISIeT IIPOBEPATD CTATYC I POBOro cepTudmKaTa B peXXnme oIy de-
HuA (M MX ydacTud B mmporienypax mposepok) COC B owstanH-pexxume 13 CDP n/wmmm ceteBoro
CIIpaBOYHMKA CUCTEMBI.
s ucniosp3osanms BosMoxkHocTH nostydeHyst COC 13 Y1 neoOxomymo cobiroeHme cite-
IYTOIIVX YCIIOBUIL:
1. B mposepsiemoM cepTudmKaTe JOJDKHO IPUCYTCTBOBATh paciivpeHne «Todka pacmpo-
crpa"ennst COC / CRL Distribution Point (CDP)». ITpu sTom ecrn 3Hauermmt (URL 0B)
B pacIIpeHny HeCKOoJIbKo, To mporpammMa «KpunroAPM» Gyper nertathbest ckadaTte COC
II0 BCeM ajipecaM /10 IIePBOTo YCIIeITHOTo cKaumBaHMs. [lofmepXBaoTcs 9acTo MCIIONb-

3yeMble IIpoTOKOJIBI - "ftp", "http" 1 "file".

Ceprudwmkar - ﬁ‘

Ofwme | CocTae |I'I\rrb EEFITHI:IDHRELU-‘IH|

MoKazaTb: [{Er_e:b -
Mone IHEYEHNE t
".‘n"J'I}-"-IIJJEHHbIﬁ KR MpoOEEPKE NOAMMHHOCTIA KIKE, |,

MnEHTMd:nMKaTDp KNOYE oY... 759592 3132b50f34e337...
MnEHdeJMKaTDp KNOYE Ue...  MaeHTudukaTtop knioua=ad ...

7% Touku pacnpocTpareria an... [1]Touka pacipeaeneHia am. .. ‘ N

AocTyn K MHbopMaLK 0 Ue... [1]AocTyn K CBEAEHWAM LIEHT. ..

iz Icnonb30BaHue KnkoYa LnhpoEaa noanvce, HeoTpek.,.,, —
B.ﬂmrnpmm OTNEYaTKA shal
mﬂTnnuAan sf a7 R3Ia? ra bk 84 Af 1d k& i

[1]Touka pacnpeaeneHla cnvcka oTseiea (CRL)
MMA TOUKK PECNPOCTPEHEHMA!
MonHoe KMA:
URL=http:fwww. cryptopro.rufCertEnroll [Test 3 20Center %
20CRYPTO-PRO(Z). orl

2. Tlo ognomn u3 Touek pacrapoctpaHeHyss COC (onTrMasbHO, ecyIv 110 IepBOVi) MOXKHO CKa-
yaTh COC c nomompio BeO-0Opaysepa, HaripuMep Microsoft Internet Explorer. ITpu sToMm,

He BBOJ/Is1 HUKAKOV JOIIOJIHUTEIbHON MHOopMalmy (MMeHM I0JIb30BaTesls, I1aporid, 1e-

pexopa 1o cchlIKaM).
ITpoTecTripoBaTh MOXHO CJIEAYIOIIIM 0Opa3oM:
e 3aKpHITh Bce OKHa Internet Explorer (T.K. OHVM MOTyT XpaHWUTb HapaMeTPhl JOCTYIIA K
cepsepy);
e 3samyctuthb Internet Explorer 1 BctaButh B noste agpeca URL 13 Toukm pacmpocTpa-
Heunss COC (mampumep, mis ceptudmkara Ttecroporo YII «Kpumrollpo» -
http:/ /www.cryptopro.ru/ CertEnroll/ Test %20Center % 20CRYPTO-PRO.crl);

67


http://www.cryptopro.ru/CertEnroll/Test%20Center%20CRYPTO-PRO.crl

OO0 «ndpossle TeXHOIOTUI» PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

e HaxaTh Enter, mociie gero Internet Explorer noswkeH cpasy npejioXuTb COXpaHUTh
ckagaHHb parur COC;
e coxparute COC B daiw1 v OTKpHITH ero mposogHMKoM Windows (gorpkHa 6e3 ormm-
60k oTKpbITECS popma mpocmoTrpa COC).
YToOBI IpOBEPUTH CTATyC cepTUdMKaTa:
1. B rmepese a11eMeHTOB ITIaBHOTO OKHa BbIOepuTe pasern CepTndnKaTel - Hy>)KHOe BaM Xpa-
HWINIIIE, B KOTOPOM BeIOepuUTe cepTrdMKaT (Wi IPYIIy CepTUdUKATOB) 111 IIPOBEPKA.
2. B KOHTeKCTHOM MeHIO 0ObeKTa IV Ha IlaHe/IV MHCTPYMeHTOB BeiOepuTe ITyHKT ITpoBe-
puthk cratyc> mo COC us3 YII.

CraTycsl cepTHdUKaTOB

Cratyc ITosicHenMe

B2 «1eTICTBUTEITeH» BrImosiHsAIOTCS Bee yCI10BIs AeVICTBUTEeIIbHOCTH cepTudmKaTa

B0 «HenericTBUTeI IeH» e Cpok zericTBrA cepTrdmKaTa McTeK

e Ecrs Henpocpouennbt COC 11 B HeM HaXOAWUTCS yKa3aHHBIV
cepTudmKar

e He crpouTcs 11enouka ceprudmKanmm

e Ceprudwmuxkar nMmeer HeKOppeKTHYIO D11

E7 «HemszBecTeHY CraTyc, BOSMOXXHBIVI TOJIBKO ISl CepTHU@MKATOB, KOTOPBIM He
TpebyeTcs mposepka 1o COC, nosryyennomy ns Y1

e orcytcrByer COC

e COC npocpoueH

e He ynaiock nonyuntb COC us Y1

BosmoxxubIe ommmokm oo0HoBiIeHMss COC

Ommbka O0BsacHeHne ‘

0x800C0005 OI_HI/IGKa. CKaqT/IBetHI/ISI COC 1o cetn, Hampu-
Mep, ¢aru1 He HaVifIeH WIN HeT JOCTyIIa.

1. He HavimeH m3faTesb IIPOBEPSEMOTO
0x80092004 (Cannot find object or property.) ) ng;;%vggiie COOTBETCTBYeT TIpOBe-

psieMoMy cepTudUKarTy.

[TposepsieMbIVt cepTUdUKAT - CAMOIIOIIVICAH-

1. H -
0x80092007 (The specified certificate is self- HBIVL HIET CMBICIA TIPOBEPATE caMonionmvicatt

signed.) Hem ceptudukaT no COC, T.x. COC nopnm-

CbIBaeTCAa TeM JXe CaMbIM CaMOIIOJIIMCaHHbIM

cepTudmKaTOM

ITpoBepka cTaTyca cepTndmKkara ¢ momoiipio Revocation Provider
ITpu pabore c ceptudpmkaramm B «KpurnroAPM» 1x cTaTyc MOXKHO IIPOBEPUTH C IIOMOIIIBIO
Revocation Provider (eciin Ha KoMITbIOTepe oJIb30BaTesId ycTaHoB/IeH «Kpurrrol Ipo Revocation
Provider»).
YToOBI IpOBEpPUTH CTATyC cepTUdMKaTa:
1. Bpepese a71eMeHTOB ITIaBHOTO OKHa BeIOepwTe pasnerl CepTmdmKaTel - Hy>KHOe BaM Xpa-
HWINIIE, B KOTOPOM BEIOepITe cepTrdMKaT (MIIV IPYIITy CepTUMKATOB) 171 IIPOBEPKIAL.
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2. B KOHTeKCTHOM MeHIO OObeKTa MIM Ha IlaHe/IV MHCTPYMeHTOB BbiOepuTe ITyHKT ITpoBe-
PUTB cTaTyc > ¢ ucnosab3oBaHneM Revocation Provider.

Craryc INosacaeHme

2 «1eTICTBUTEITeH» BrImosiHstoTCs Bee yCi1oBMe AeICTBUTeIbHOCTY cepTudmKaTa

B3 «HermericTBUTEIIeH e Cpok zevicTBus cepTudmKaTa MCTeK

e 113 OCSP Cityx651 nnostyuen otseT "CepTudmkar orozpaH"
Win cepTUdUKaT BKJIFOUYEH B CIIMCOK OT3bIBa, OITyOJIMKOBaH-
uoI1 Y1 (B 3aBucumMocTy oT Timia Revocation Provider:
Microsoft mm «KpurrolIpo»)

e He crponTcs 1enouka cepTudmKanim

o Ceptudmnkar nMmeer HeKOppeKTHYIO DI

H?l «Hen3BECTeH» CraTyc, BO3MOXXHBIN TOJBKO ISl CEPTH(PHUKATOB, KOTOPHIM HE
Tpebyetcs nposepka no COC, nonyuyeHHomy u3 Y1[

e orcytcrByer COC
e COC npocpoueH
e e ynaiock nonyuuts COC u3 VI

IIpoBepka cTaryca ceprndmkara B OCSP ciry>x6e

«KprnroAPM» mofjiepxmBaeT criocod IpoBepKM craTyca IMdpoBoro ceprudmkara B
OCSP crty>x0e (r1pu ycTaHOBIJIEHHOV JmiieH3mu Ha Moayiae OCSP). ITpu mposepke craTyca cep-
Tdukarta o OCSP popmupyetcs sanpoc B axyx0y OCSP 1 ero oTmpaska 110 ajzipecy, IIpOIm-
CaHHOMY B cepTudmMKaTe Wi YKa3aHHOMY B HaCTPOVIKax I'PYIIIIOBBIX HOJIUTHK.

Ecimt ceptudpmkar He mMeeT aTpubyTa, cofepxkartiero azgpec ciryxosr OCSP, To mapameTpsl
JI0CTYyTIa K CITy>KOe GepyTcst 3 TeKyIIey yCTaHOBJIeHHOV IT0 YMOJTYaHWIO HacTPOVIKe.

Ecm ceptudpmkaT comepXXuT ajpec ciIy>kKObl MIM HeCKOJIBKO aJlpecoB, TO MapaMeTphl 0-
CTyIla B CITy>kOy (Takme KaK HaCTPOVIKM IIPOKCU-CepBepa TWIM cepTudMKaT ayTeHTUMKAIIII)
6epytcst 3 OCSP nnpodwis. ITpu aTom mporpamMma O6yzeT HOBTOPHO MbITaThCs oryunTb OCSP
otBeT 1 Kakaoro agpeca OCSP fo Tex mop, IoKa He OyzeT MOIydeH OTBET CO CTaTycoM (cep-
TUUKAT JIeVICTBUTeSIeH Wi cepTudUKaT HeleVICTBUTeIIeH).

Ecrvi Hu 1To omHOMY 13 afIpecoB, yKa3aHHBIX B cepTuduKaTe, He ObUT IIOJIyYeH OTBET CO CTa-
TycOM cepTudmKaTa, TO IIpoBepsieTcs cTaTyc cepTudmKara B CiIy>k0e, ajjpec KOTOPOM yKa3aH B
HaCTpOVIKe.

YT0oOBI IIPOBEPUTH CTATYC CcepTUdUKaTa:

1. Bpepese 371eMeHTOB ITIaBHOTO OKHa BeIOepuTe pasmerl CepTrdmKaTsel - Hy>KHOe BaM Xpa-
HWIVIIE, B KOTOPOM BBIOepuTe cepTrdMKaT (VWIV TPYIIILY CepTU(WMKATOB)IIS IIPOBEPKIAL

2. B KOHTeKCTHOM MeHIO 0O0BbeKTa VIV Ha ITaHe I MHCTPYMEeHTOB BbIOepuTe IyHKT IIpoBe-
puth cratyc> B ciay>x6e OCSP

ITosicHeHME

B «ericTBUTE IO H» BelmonHst0TCS BCe yCIIoBYS IeVICTBUTEIbHOCTY cepTudmKaTa
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B3 «HerelicTBITe IeH» e Cpoxk mevicTBus cepTudmKaTa UCTeK
e I3 OCSP Ciyx0Op1 mosrygeH otseT "CepTrdmkaT oTO3BaH"

e He cTrpouTtca nenouka ceptudmKanm
e Ceptudmnkar nMmeer HeKOppeKTHYIO DI

d3 «Heu3BeCTEH» Ommbka gocryna k cryxxo6e OCSP

ITposepka cepTudmKaTa ¢ IIOMOIIBIO CIIVICKA J0BEPEHHBIX CePTUdUKATOB

YToOBI IpOBEPUTD CTATyC cepTUdMKaTa:
1. Heobxommmo ormeruts "Vicrmonbzosate CTL misg mposepkm Iyt cepTudmkanmm’ B
HacTpovike BepudKayy cepTUUKaTOB.

2. I'ocrte mpow3BeieHHBIX JIeVICTBUM BCe cepTUdUKaThl, KOPHEBOV cepTUdUKAT KOTOPBIX He
BKJIIOYEH B CIIMCOK JIOBepEeHHBIX CepTUUKATOB, CTAaHYT HeJleICTBUTE/IbHBIM.

Craryc ITosicuenmne

E«TeTICTBUTEIIEH» BrImonmHsoTCS Bee yCII0BUA AeVICTBUTEIIbHOCTY cepTuduKaTa

B0 «HeericTBITe TeH» e Cpok fencTBuA cepTdmKaTa MCTeK

e Ectb HentpocpouenHbI COC, 1 B HeM HaxOOUTCA YKa3aHHBIN
cepTrduKaT

e He cTponrcs nernodka ceprrdpmkaim

e Ceptudukar nMeeT HeKoppekTHyo DI

e He ynanocek omyunts COC 13 Y1 (ecyiu BbIIONIHsATCS 005-
3arestbHast mposepka 1o COC, morrygernromy ms3 YLI)

d3 «Heu3BeCTEeH» Ommbka noctyna x ciry>x6e OCSP

8.1.7 PABOTA C KBAJIMOULIMPOBAHHBIMI CEPTUOVIKATAMM

J1J1s1 MHOTTIX CEeTOIIHS CTAaHOBUTCS IIPpO0JIeMOV TapaHTVPOBaTh, UTO II0TydYaeMble 3JIeKTPOH-
Hble JJOKYMEeHTHI ITOJIIIVCaHbl JIeVICTBUTEILHO KBaJIMUIIVPOBAHHON 3JIeKTPOHHOV IIOICHIO.
J1s1 peltieHMs 3TOM 3a/1auyl MbI BBeJIV TEXHOJIOIVIO, KOTOpasi IO3BOJIsIeT C TOYHOCTBIO OIlperie-
JIATB, ABJISI€TCS JIV cepTUdUKAT MOIINCK KBaIUUIIMPOBaHHBIM WJIN HeT.

Pexxnm «KBanmmdmimpoBaHHast IOAMIACE»

5151 pabOTHI TOJIEKO C KBaJIMUITMPOBAaHHBIMY CepTUMKaTaMM BaM JIOCTaTOUYHO BKJIFOUUTD
B mporpamme «KprnroAPM» pexum «KpammdunpoBanHas HOAIcy». g 3Toro B BepxHeM
MeHIO IJIaBHOTrO OKHa oTKpoviTe CepBuc 1 ycTaHosuTe driar HanpoTtus ctpoku Ksanuduimpo-
BaHHas MOJIIVCH.
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i ————
& KpuntoAPM — —— -
Daiin  PegakTupoeate Momowe
D v KeannduuwposanHaa nognwce
Moanucate [posepute ] MHTEpakTUBHEIR pEkm e Mmnopt
TIALLY,

EE
EI ] Ceprudukarn MapameTpel nporpaMmMe

) Nuance XpaHuny

: CEpTUdMEATOE
| CepTuduKate Af MogenounTe oTYyHIaEMBIR HOCUTENE ...

{ {Fil HFIDME)K_‘,’TD'—!HI:-I OERTEr CE TR a T
{_i' ,ﬂ,DEEpEHHbIE KOpHEBRIE LLEHTPEI CEFlTIf1¢I|.'1KELI,|.'1|

NoAb30EATENEN

EHPDMEK_‘,'TDHHI:-IE LEHTREI cepTudnkaL
EIﬂ,DEEpEHHblE KOPHEBBIE LIEHTPBI CEQTH

----- {Tfl Crncok aKKpesuToBaHHe Y1,

ITpu BroueHHOM pexxnme KBarmmduimposaaHas moanvch BaM CTaHYT JOCTYIIHBI TOJIBKO
cepTndMKaThl, KOTOPBIe BbIIaHBl aKKPeAUTOBAaHHBIMI YIOCTOBEPSIOMIMN 1IeHTpaMI 1 COOT-
BETCTBYIOT TpeboBaHM:AM K (popMe KBasmmduimpoaHHoro ceprudmkara. To ecTb TOIBKO KBaIu-
duiMpoBaHHbBIe cepTUdUKaThI KJII0Ua ITPOBePKM JIeKTPOHHON noanmcy. Bee octaibHbIe cep-
TdUKaTh cKpeiBaroTcs. [TpoBepka cepTrdmKaTOB, KOTOPEIMM HOAIIVICAHBI 3JIeKTPOHHbIE JTOKY-

MEHTBI, BBIIIOJIHAETCA TaKoKe ITPY BKIIIOYEHHOM peXVIMe.

ITpocMOTp crivicKa aKKpeAUTOBaHHBIX YI0CTOBEPAIOMIVIX [IEHTPOB

Ha noprasie YrostHoMO4YeHHOTO (pefiepaIbHOTO OpraHa B 00JIacTy 3JIeKTPOHHOV HOAIICH
MuHKOMCBA3M pa3MeliaeTcsl aKTya/IbHbIVI CIIMICOK aKKpeIMTOBAaHHBIX YOCTOBEPSIOIINX IeH-
TpoB. VIMEHHO 3TOT crmcok mcnone3yercs nmporpammont «KpunrtoAPM» B kadecTBe pribTpa
pu paboTe ¢ 371eKTpOoHHOV rofnmchio. Crmcok oroOpaxaeTcs B 0TAe/IbHOV ITanike CHcoK ak-
KpeauToBaHHBIX YII.

YTOORI 3arpysnTh aKTyaIbHBIV CIIMCOK aKKpeuToBaHHbIX Y11, mperBapuTebHO BKIIOUMUTE
pexuM «KBarmdpumyposannas noamvck» (Cepsuc > KpaymmduimposaHHast IIOIINCH)

' =)

& BrnrounTe peskrm 'KeanndvumpoeanHan nognuce” 408 3arpysen
|
CANCKE BKKpESNTOEaHHEX YL
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Dain  Pepaktwpoeate  Cepeuc  [Nomowe
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Mognucate [Mpoeepute 3N Wudpoeate Pacwwdgposate | OBHoewTe | QuabTp CeolicTea
=5 Ceptudukatel 4 Hazeauue
[ﬁ JnyHoE XpaHHMAWLLE CEPTUgKUKATOER %) « IMCCN-Codrs 177
[ﬁ CepTudKaTel Apyrix NoNE30EaTENEN AHG EEMHOOMHANOR a5
D MpomMexyToOUHBIE LEHTPEI CEPTUgMKALIN =
e AHO W0 i 310
{ﬁ JOoBEpEHHBIE KOPHEBBIE LEHTPEI CEpTUgUEALNA 'ﬂ'EﬂDEDT BECTHIK
{;, Cnncok akkpegnToeanHbx YL, AHG WO flenoeoid secthmx 310
[ “ -
=-=| 3anpocel (cucTemHoe XpaHuanLLE) AGGGM OPCOAMH 328
@ 3anpocel Ha cepTUdgMKaT AOGGM «OPCOAMH= 328
-F{5] Cnnckn oT3biBa cepTudunkaTos M Hiropcknii HUW unopma... 73
E% CNWCKK A0BEpEHHERX CEpTUEMKATOR B AY "lOropcknit HUW wndopma... 79
=8 Kpuntonpoeaiigepel &5 AY "Hropcknit HAW wndopma... 79

Bbl MoXkeTe mmpocMOTpeTh OAPOOHYI0 MHAOPMAIIMIO 0 KOPHEBOM cepTudMKaTe KaskKIoro

yaoocTosep:Aromero eHTpa B CIIVICKe.

513

re | OBHOBUTE

7| B

Dunetp | Ceoid CTBay

#  HazeaHne

59 «IMCCU-Cobrs
L AHO "BENMH®OHANO"
¥ AHO MO,
(5% AHO 1O,
5% AOOOK
% AOOOW
&% AY "0rog
&% AY "0ro —r

|E¥] AY "HOropeknit HIW wHdopma... 79

177

MpoeepuTs cTaTyc L

JkcnopT
CeodcTEa

JBHOBUTE

WHH  #

5054090835 u

5123101188

- g 3TOro HaviguTe CTPOKY C Ha3BaHMEM
HY>KHOI'O BaM yJI0CTOBEpSIOIIero [eHTpa 1 B

KOHTEKCTHOM MeHIO o0bekTa (Jmbo Ha Ia-
HeJIVl MHCTPYMEHTOB IJIaBHOTO OKHa) BbIOe-

pute nyHKT CBOVICTBA.
BOULULG38Y |

Otkpoetcst okHO CepTnduKat, B KOTOPOM Bl MOXKeTe y3HATh HOAPOOHYI0 MH(POPMAIIVIO O

cepTudmKare:

e CepUMHBIN HOMep, Bilajiesiel], n3gaTellb, CPOK JAeVICTBISA cepTudmKaTa 1 3aKpbITOTO

Koya (3axagka Ceprudmkar),

e pacmmpeHus cepTrdMKaTa: UCIIOIB30BAHNE KII0Ya, TIOJINTUKY cepTrdmKaTa 1 Jp.
(3axtanka Pacmmpennst ceptudmkara),

e 0OmMI cTaTyC IIPOBEPKM IOJIHOTO MyTH cepTudmKaiym (3axiaaka Craryc cepTu-

dnxkara)
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i~ !
Ceprudmkar @

CepTudiraT | PacluMpeHrA cepTUDMKETS I CTaTyc cepTUDMKETS |

CepTUMKaT ASACTEMTENEH,
[ MpocMoTpETE. .. ]

CepuiiHiiit Homep: 65 cc 42 9400 00 00 00 00 ed

Bnageney,
MaeHTidumraTtop (CM) CA BINUC Belinfonalog -
OpraHnsaLmMs AHO BenuHdoHanor L
CTpaHa RLU
DfnacTe 31 Benropoackas ofnacTe 5
MzpaTens
MaeHTduKaTop (CM) Y1, 2 MC vl -
CTpaHa RU L
OfnacTe 77 r.Mockea
lopog Mocksa g

Cpok AeRCTBMA CEPTUDMKATA

AelcTBMTENEH © 30.09,2013 21:44:00 po  30.03,2015 21:53:00

Cpok AEACTEMA 3EKPEITOMD KNKYE

AeRcTBMTENEH C 30.09,2013 214400 go  30.03,2015 21:44:00 I

[

O ][ OTMEHE N

X, -

8.1.8 TIPOCMOTP MTH®OPMALIMIM O CEPTUDUKATE

11 mpocMoTpa MHpopMaIm o cepTudmKaTe BBIITOJIHUTE CIeAyolye Iari:

1.

Bribeprre HEOOXOAVIMBIVI 113 CITVICKA ¥ IBAXKIIBI ITIEJIKHIATE IT0 HEMY MBIIIIBIO, 0O BBI30-

BUTE HpaBOI7I KJIaBUIIIeV MBIV KOHTEKCTHOEe MEHIO 11 BBIGepT/ITe IIYHKT CsoricTBa.

Otkpoercst okHO CepTrdmKar s IIPOCMOTpa HOAPOOHON MHEOPMAIIK O cepTndm-

Kare. B okne ceptudukar Bam Oy/1yT JOCTYITHBI 3 3aKJIa/IKIA:

1) Ceptudmxart;

2) Paciiimpenns ceptudmkara;
3) CraTyc ceptndukara.

B saxnanke CepTrudukar jocTyIiHa ciefyoias MHpopMaIIys:

Craryc ceptudmkara;

CepwurtHblii HOMep cepTuUdMKaTa;

CaepeHms 0 BiIajiesIblle cepTMdmKaTa;

Csenenns 00 m3aareste ceptudmkara;

Cpox pevicTBus cepTmdmKara (C KaKoro 1 110 KaKoro Ieprosa AeVICTBUTe/IeH CepTi-
dukar).

B 3axmagke Pacmmpenns ceprudnkara JoCTyIIHa cleAyrolias MHPopMaly:

BapuaHTBI MCIIOIB30BaHMS KITIOYa;
Cpencrso D11 Bnamerbiia;
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e [lomurukm ceptudmkara;
e Cpencrsa OI1 n Y11 n3narers.
5. B zawiagke CraTyc cepmrdmkaTra oToOpakeH oOLINII CTaTyC IPOBEPKN IOJIHOIO IIyTH
cepTuduKarmm. B 3101 3aKi1a/IKe BB MOXKeTe IIPOBepsATh CTaTyC cepTuduMKara.
Mudopmanuio o cepTudmKaTe BbI TakKe MOXeTe IIPOCMOTPeTh Yepe3 CTaHIAapTHOe OKHO
IIpocMoTpa cBoVICTB cepTrdpmkara Windows. [1j1s1 3Toro B OKHe IpocMoTpa MHGOpMaLmm o cep-
TudukaTe B 3aK1anke Ceprudnkar HaxMuTe Ha KHONIKY CepTudnkar, mbo B 3akiagke Cra-
Tyc cepTrdmkara > IIpocmoTpeTs.
OTKpoetcs ctaHgapTHOE OKHO IIPOCMOTpa CBOMCTB cepTndmkaTa Windows.
OKHO comepXXUT TpM 3aKyIaIKI:
e OO0mme
e Cocras
e Ilytb ceprudpumxanym
.

Ceprudmkar @

Obwwe | Coctas | MyTe cepriduawm |

ﬁ Ceegerun o cepThduKaTe

3IToT cepTwpHKaT NnpegHaZHaYaeTCcA OnA:

* Bce NonMTHKM Belda4M
* Bce nonMTHKKM MPMMEHEHMA

KoMy BbigaH: Bacvneesa Mapua
Kem BboigaH: Bacineeea Mapua

OeitcteaTened ¢ 26, 03, 2013 no 26, 03, 2014

= -
"Lf" Ecte 3AKPBITEIM KNKDH ANA 3Toro EEFITMEI:IMKEITEI.

nDD.FIDEHEE ] EEETH@HNEITEIX |

1. B 3awmagke O6miye naercs 6aszoBast MHMOpPMaIMs 0 cepTudmKaTe.
2. B3awagke CocraB gaHbl Oosiee IIOpOOHBIe CBeIeHMs O cepTudUKare: IIpeJicTaBIIeH I1e-
pedeHb aTpMOYTOB cepTMdMKaTa 1 VX 3HAUEHVI.
B Tabsiite nepeunciieHbl OCHOBHBIE CBEJIEHVISI O COCTaBe cepTudmKara:

CBemeHms o
ceptudu- 3HaueHMA I10JIeN

KaTte
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Bepcusa

Howmep Bepcnu niporokosa X.509

CepwuitHbII HOMep

YHUKaJIbHBIVI CepUMHBIT HOMEP, IIPVICBOEHHBIN cep-
TndUKaTy 1eHTpoM cepTudmxanmm. CepunHbI HO-
Mep YHUKaJIeH IS BceX CepTudMKaTOB, BbIITAHHBIX
oIIperieJIeHHBIM LIEHTPOM cepTudmKamm

AJIropmTM OAIVCH

AJNTOpUTM XeIpoBaHVsl, KOTOPBIVI LIEHTP cepTudu-
KallMV VUCIIOJIb3YeT [IIsl 3JIeKTPOHHOV HOMAIINCH cep-

TdnKaTa
CaepeHus 0 LIeHTpe cepTrdMKaIlUY, BbIIaBIlIeM JaH-
WM3natennb !
HBINI cepTudmKaT
IToma V1 . .
HevicTBuTeIIeH ¢ HavasibHasi 1aTa cpoka JIevicTBYS cepTudmKaTa
[evicTBUTeIIeH 10 Koneunas fiata cpoka mevicTsusi cepTudmkaTa
VM4 jvita vy IieHTpa cepTd KAy, KOTOPhIM BbI-
naH ceptudmkat. Ecim neHTp ceprudmkanm Haxo-
IWUTCSA Ha cepBepe WieHa JJOMeHa OpraHwM3alui, 3TO
CybbekT
OymeT omIMunTeIbHOE MM B OpraHmsanuu. B mHoM
cjly4ae 3TO MOXeT OBITh IIOJIHOe MIMS M azpec 3JIeK-
TPOHHOVI IIOYTHI VIV APYToN MaeHTUdUKaTOp.
R JIJIviHa v TUII OTKPBITOrO KJI04a, CBA3aHHOIO C CepTU-
OTKPBITBIN KITIOY
durkaTrom
N HasnaueHns1, 711 KOTOPBIX cepTUdUKAT MOXET ObITh
YiydieHHbI KITF0Y
VICIIOJIB30BaH
MpenTtudnkarop ObGecrieunBaer uMpeHTUdUKALINIO CcepTUPUKATOB,
KJTIoua cyOBpeKTa BKJTIOYAIOIIVIX KOHKPETHBIVI OTKPBITHIV KITIOU
ObGecrieunBaeT MaeHTUPUKAIINIO OTKPBITOTO KIIIOYa,
UnenTudnkarop N
CBSI3aHHOTO C 3aKPBITBIM KJTIOUOM, KOTOPBIVI VCIIOJIb-
K/IIo4a IeHTpa cep-
3yeTcsl ISl IOONINCY YOOCTOBEPSIOIINM I1I€HTPOM
TUPUKATOB
cepTudmKara
«KpunrroAPM» 1103B0JIsI€T IPOBEPSITH CTATyC LN po-
Boro ceptudmkara B pexxnme noinydenns COC B on-
nanH-pexumMe s CDP.
[1J151 TOrO 4TOOBI IIPOBEPSITh CTATYC CepTHdMKaTa I10-
Pacimmpenust | Toukm pacrmpocTpa- | JOOHBIM 00pasoM, B ceprudmKaTe HOIDKHO IIPUCYT-

HeHMda CIIMCKa OT-
3bIBa

(COCQ)

cepTudmKara

cTBOBaTh pacimpeHne «Touka pacrpocTpaHeHs
COC / CRL  Distribution Point (CDP)».
ITpu sTom ecym 3Hauenmyt (URL'0B) B pacmmpenun
HeCKOJIbKO, TO Iporpamma «KpunroAPM» OyrieT mbl-
Tarbcs ckadaTh COC 110 BceM ajipecaMm 10 IIepBOTO
yCITeNHOro ckauvpaHus. IloraepxmBaroTcst 4acTo mc-
IIoJIb3yeMble mpoTokossr: "ftp", "http" n "file"

Hoctyn x nHpopma-
MM O IIeHTpax cep-
TdUKaImm

ITpenocrasiset nadopmaryio o LIC, KoTopeIM BbIzIaH
IIpocMaTpMBaeMblVl cepTudUKaT:
1. Tlone comepxut MHPOPMALIIO O CIIMICKE KOP-
HeBbIX cepTudmkaros lLlentpa ceprudmnxa-
i (URL)
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2. Appeca OCSP Ciryx6

BapT/IaHTBI VICITOJIB30OBaHVIA 3aKPBITOT'O KJIroua

Victionb3oBaHme
(Hampumep, Lndposas nonmics, HeorpekaeMocTs,
KITIOYa
[IIndposanme xwnouert, [lndposanme manabIX 11 Ip.)
Kpwnrige-
Victionb3oBaHme
CKVe pacIiu- BapmanTs! nciosip30BaHMs 3aKPBITOTO KITFOYa
KITIOYa
peHuA
AJITOpUTM  XeIIMPOBaHMs, KOTOPBII TeHepupyeT
Anropurm oTTIE- p p ’ P pvpy
CBOJIKY JTaHHBIX (VI OTII€YATOK) VIS 3JIeKTPOHHBIX
JaTKa
CsoricTBa Hozmvcen
CBonKa IaHHBIX (WU OTIIEYATOK) IS 3JIeKTPOHHBIX
OrneuaTok

TIOITVICeN

3. Bsawianke IlyTe cepTudmkanmm otodpakaeTcs MecTo cepTudmKaTa B IerIouKe JoBe-

pys (Wi cepTUUKALVIOHHBIV IIYTh) - OT KOPHEBOTo cepTudmKara YI0CTOBEPSIOIIEero

IIeHTpa 10 IIpoCMaTpriBaeMOro CepTVICpVIKaTa.

Yrnocrosepsromym 11eHTpaM, cepTudmKaThl KOTOPBIX XpaHSTCS B XpaHWINIIE [JOBepeH-

HBIX KOPHEBBIX EHTPOB CepTVIqJVIKaHVIVI, OKa3bIBaeTCid I10 YMOJIYaHWIO OosibIIIOE aoBe-

pue. DTO IO3BOJISIET BCEM BBIITYINEHHBIM VMU CepTV[dI')VIKaTaM HacdjienoBaTb 10Beprie OT

LIC. Ecim B cepTrdMKaIIMOHHOM ITy TV IIPUCYTCTBYeT TOJIBKO OJIVH cepTudmKar, TO Ta-

Kue cepTudmKaThl Ha3blBalOTCs camonogncaHHbIMI. Bece kopresele LIC mMeroT Takme

cepTUdUKaTHL.

4. B HWKHeN yacTy OKHa OToOpakaeTcs MHMOpMaLs O Bilajiesiblie cepTudmKara, cTaryce

cepTudmMKaTa 1 HOAPOOHOCTH O CTaTyCe.

Mudopmanysa o cepTrdumKaTe TakkKe 10CTyIIHa B PMHAIIBHOM OKHe Bcex Kpunrorpadmde-

CKVIX OIIeparimi.

819 OWIBTPALIVS CEPTUD®MKATOB

Bbl MoxeTe pwibTpoBaTh cepTHdMKaTHI B CIIVICKE 110 CJIeYIOIINM ITapaMeTpaM:

e Biagesern
e ODNO

e Opranmsanus
o OI'PH (OI'PHW/IT)

e CHWIC
e Agnpec

e DJIeKTpOHHas I104Ta

e CepunHbl HOMep

e lI3paTenn

e [JlaTa, c KOTOpOV cepTMUdMKAT AeVICTBUTEIIEH

e Jlara, o KOTOpYIO cepTudMKAaT JIeVICTBUTEIIeH.

JJ1s1 TOro 4TO0OBI OTPIIIBPTPOBATh CEPTMUMIMKATEI B CITVCKE:

1. B paspere Ceprudnkarsl BEIOEpUTe MAIKY C TEM TUIIOM cepTUdUKaTOB, KOTOpble He00-

XOIVIMO OT(PVIIBTPOBATh. B KOHTEKCTHOM MEHIO BEIOepmTe IIYHKT PUyIbTp.
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2. B okHe YCTaHOBKa cbvmpra yCcTraHOBUTE IIapaMeTpPbl, II0 KOTOPbIM HeO6XOJII/IMO

0oTOoOpaTh cepTIdMKaTHL:
i

Yeranoska uasTpa "'; |
Bnapenew; [CnnTEETcrsyer v] WeaHos| |:|
Damns; | NioBoe -

Vs OTuecTBo: | NioBoe -

Opranusaws: |cooteercreyer v |  Digt

WHH: | NioBioe - |
Il | oreH (oreHIAM): | NioBoe -

CHINC: | NioBoe -|

Annec: [ Aunfina -l a0
E | chpoc | | ok | | omena

8.1.10 COPTUPOBKA CEPTU®UKATOB B CITVICKE

B nnporpamme «KpunroAPM» peastizoBaHa BO3MOXXHOCTb COPTHUPOBATh LM POBble CepTu-
duKaTHI B CIINCKE.

CopTrpoBKa MOXeT BBIIIOJIHSATHCS 110 CIeAYOIIVIM ITapaMeTpaM:

e Biagesern

o  dammmmsa

e  VImsa OtuecTBO

e OI'PH (OI'PHIII)

e CHWIIC

e Agnpec

e U3martesb

/  Bnageney Tarmunua raa Oruecteo QrPH (0f
123 L}

&5 Metpoea
28 Nerp

8.1.11 IIEYATb CEPTUDUKATA
151 mevaT cepTmdMKaTa BBIIIOJIHNTE CIleflyoIlye Iar:

1. Ortkpovite xpaHwmIIe cepTdMKaTOB, BEIOeprTE HEOOXOIVMIMEBIV cepTHdMKaT (VUIn
rpyImIy cepTuduKaToB), B KOHTEKCTHOM MeHIO 00beKTa VIV Ha IlaHe/ IV MTHCTPYMeHTOB
BeIOepuTe MyHKT IledaTs.

2. B HOBOM OKHe Opaysepa Microsoft Internet Explorer Oymer cpopmmpoBaHa meuaTHast
dopma cepTrdmkara.

3. s BbIBOAa Ha IledaTh (popMbl cepTmduKaTa Ha MaHeIV MHCTPYMEHTOB Opaysepa
HaXKMUTe Ha KHONKy IledaTs.
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8.1.12 DKCITOPT CEPTU®VKATA
ITporpamma «KpuntoAPM» mo3BOIIsieT SKCHOPTUPOBATh cepTudMKAT M3 XpaHWIMIIA B

da.

DKCIOPT cepTudMKaTa MOXeT ITIOHaT0OUThCA U1 BHITIOJTHEHS CJIeIyIOIIMX 3a1ay:

ApxuBupoBaHMe cepTudmKaTa;

ApxuBupoBaHMe cepTudmKaTa 1 CBSI3aHHOIO C HMM 3aKPBITOTO KIII0Ya;

Kormmposanue ceprudmkaTa 1115 MCIIONIb30BaHMS Ha JPYTOM KOMIIbIOTepe;

YnarieHue cepTudmKaTa 1 ero 3aKpbITOro Kiroua ¢ KOMIIbIOTepa Bilajieiblia cepTudm-
KaTa /Il yCTaHOBKM Ha JIpyrOM KOMIIBIOTepe.

Korpa ceprudmkar skcnopTmpyeTcsi, OH KONMPYeTCs M3 XpaHWINIa cepTudUKaTOB B

daru1, UCIIOIIb3YIOMINIL CTaHIAPTHBI (POpMaT XpaHeHMs cepTUdUKaTOB.

HJ’IS[ SKCIIOpTa cemec})MKaTa, BBIITOJIHUTE CJIEAYIOIIVE Iarv:

1.

B nepese 311eMeHTOB I71aBHOTO OKHa BeIOepuTe pasaernn CepTudmkarsl. OTKpoeTcs CIm-
COK XpaHWIMUIL cepTrdmKaToB. Bribepure xpaHmInile, B KOTOPOM COIEPKUTCS CepPTU-
dmKaT 11151 SKCITOPTUPOBaHMSL.

B mpaBoi1 maHe v 11aBHOTO OKHA BBIZIEIINTeE ¢ cepTudMKaT (VI FPYIITY cepTidUKaTOB),
KOTOPBIVI HEOOXOIMIMO KCIIOPTUPOBaTh, B KOHTEKCTHOM MeHIO 00beKTa MIM Ha IaHe
3a7a¥ BbIOEpUTe MyHKT DKCIIOPT.

Ecym sxcioptupyemsivi ceptudukat - OCT, BBegmTe aposib 41 JOCTYIIA K KITIOU€BOMY
KOHTEeVIHEpPY.

OTtkpoeTcst cTaHIapTHBIN Auasor Macrep 3kcmopTa cepTudmkaros. O3HaKOMbBTECh C
HOPSAIKOM 3KCIIOpTa cepTrdMKaTOB 1 HAXMIUTe Ha KHOIIKY [laee.

Bbl MoXeTe aKCITOPTMPOBaTh 3aKPBITHIV KIIIOU BMecTe ¢ cepTudmkaroM. [ aToro mno-
CTaBbTe IlepeKIrodaTeslb HaIIpOTUB IyHKTa [a, 3KcmopTMpoBaTh 3aKphIThIVI KI0Y. B
ciiydae BeiOOpa nyHKTa HeT, He 3KcIIOpTHMpOBaTh 3aKPBITBIV KJII0Y Oy/leT ITpou3Be/ieHa

oreparysi 3KCIIOpTa TOJIBKO cepTudmKaTa (M €ro OTKPBITOTO KITIOYa).

3EKPEITHIE KIKIYM SELMILEHE] Naponed. YTobbl SKCNOPTUPOBATE SEKPLITEIM KDY
EMECTE C CEPTUDMKATOM, Hy#HO BYAET YKE3aTe Naponk.
SKOMOPTUPOEATE 3aKPEITEIA KDY BMECTE C CEpTHGMKETOM?

@) [la, SKMopPTHPOBaTE 3aKPEITEIA KoY

HET, HE 3KCMOPTHMPOBATE 3EKPEITHIN KoY

Ecyi ripu cospranmm 3arrpoca Ha cepTudMKaT Bbl He TIOMeTIIIN KIIFOUM Kak "SKCIIOPTUPY-
eMble", TO BBl CMOXKeTe SKCIIOPTUPOBaTh cepTudmKar (0e3 3aKprITOro Kiroda). B stom crry-
Jae repeksrouaTesb [la, 3KCIIOpTHpOBaTh 3aKPBITHIN KJIF0U OyaeT 3a010KMpoBaH.
Ecyi BBI 3KcrTopTUIpyeTe TOIBKO cepTudmKaT (6e3 3aKpBITOro KiIfo4a), TO B CIeIyIoIeM
OKHe BbIOepuTe cileftyrolye popMaThl SKCIIOpTUpyeMoro dariia:

®Darutel B DER-kopmposke X.509 (.CER)

@arutel B Base64-xommposke X.509 (.CER)

Cranpapt Cryptographic Message Syntax - ceprmdnkaret PKCS #7 (.p7b)
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@

BribepuTe dopMat dalina cepTudukaTa:
(7 dains X, 509 {CER) B Koampoeke DER
(7 daine ¥, 509 { CER) B koavpoBke Base-64

@ CtanaapT Cryptographic Message Syntax - cepriudmxaTel PKCS £7 (p7h)

BHAMOYMTE MO BO3MOMKHOCTI BCE CEPTUMKATEI B MY Th CERTUgMKALINA

Ecrm BBI 3KcriopTmpyeTe cepTudWMKaT C 3aKPBITBIM KIIIOYOM, TO BaM OyJleT JOoCTyIeH
TOJILKO OfiVIH pOpMaT 3KCIIopTHUpyeMoro dariia - darut oOMeHa JIMuHOM MHPOpMaIen
- PKCS#12 (.PFX). ITpu aTOM BBI IMeeTe BO3MOKHOCTb!

BKJTIOUNTD 110 BO3MOXXHOCTM BCe cepTuUKaTHI B Iy Th cCepTudUKaTa;

BKJIIOYNTE ycwIeHHYIO 3amuTy (Tpebyercs IE 5.0, NT 4.0 SP4 vu Bbine);

YIaJIUTh 3aKPBITHIVI KITFOU T10CTIe YCIIeITHOIO SKCIIopTa.

(@ dalin ofMeHa NMaHoR uHbopMaLpei - PKCS £12 (PFX)

BIAMYMTE N0 BOSMOMKHOCTH ECE CEPTUMKATE! B MY Te CEpTHMKaLINI

] ¥aanuTh saKphLITLI KNKOY NOCNE YCMEWHOro SKONopTa

[| 3kcropTHpoBaTE Bre PACUMPEHHEIE CBONCTES

15t obecriedeHms: 0€30MacHOCTY CIIeflyeT 3alllUTUTh 3aKPBITHIVI KITIOU TIapOJIeM.
YxaxuTe mMs sKcIopTrpyeMoro daria 1 Iy Tk 9KCIIOPTa.
ITo oxkoHuYaHMM OIlepalVV BO3HUKHET COOOIIeH e 00 YCIIeITHOM 3KCIIOpTe cepTrdMKaTa.

8.1.13 YIOAJIEHVE CEPTU®VKATA
YT0oOBI yIa/ImTh CepTUdMKAT:

1.

8.2

B nepese 3r1eMeHTOB I7IaBHOTO OKHa BbIOepuTe pasmert Ceprudnkarsl. OTKpoeTcs cim-
COK XpaHWIWIIL CepTUdUKATOB.

BeiOepure xpaHWINIIe, M3 KOTOPOro HEOOXOAMMO YIINUTb cepTUdMKaT.

B mpaBoii maHesI r1aBHOTO OKHa BhIJIe/INTe CTPOKY € cepTUdMKaTOM (WIV FPYIILYy cep-
TIUKATOB), KOTOPBII HEOOXOIVIMO YIaINTh, B KOHTEKCTHOM MeHIO 0ObeKTa VIM Ha I1a-
HeJIV MTHCTPYMEHTOB BbIOepiTe IIYHKT YIaIUTh.

ITonTBeprnTe pelleHne yIaIuTh cepTrdUKaT.

CeprudmxkaT OyJieT ycrelniHo yiajieH 13 XpaHWInIIa.

OIIEPALIUM C 3ATIPOCAMM HA CEPTU®UKAT

3ampoc B YI0CTOBEPSIONINII LIEHTP - 3TO COODIIeHme, cofepKalliee HeoOXonmmyIo MHMOop-

MalIVIO JIJIsl BBITIOJIHEHM perylaMeHTHBIX Ipolleflyp Hajl cepTdMKaTOM (BBITYCK 1 OT3bIB cep-

TdMKaTa, IPMOCTAaHOBJIEHVIE VI BO30OHOBIIEHIE eTro JeVICTBYISL, OOHOB/IEHe cepTrdmKaTa VI

KJIIOYa).

3aIpocaMy Ha cepTuduKar;
&t = =7 = B =2
OBHoeuTe | @unetp | Cosgate | ¥ganwte Ceonctea | [poeepuTe
[|:| JoEeperHble KOPHEBBIE LEHTPEI CEpTHdMKE » 4 Bnageneuy Jata co3gaHma
[|:| Ceprudmratel gomeda digt.local MeaHoea CBETNaHa 35.03.2013
Ellfl 3anpocel (CUCTEMHOE XPaHWIULLE] [] Onera Oxotuna 20.03.2013
L 3anpocel Ha cepTrdgmrKat

Bcemu Turamu PKI-3ampocos(s pasnerte Kimment YII).
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Elﬁ Konuent ¥U,

[b 3anpocel Ha cepTgMKAT
[ﬁ 3anpockl Ha oT3LIB CepTUdMKaTa
{E‘] Janpocel HA NPUOCTAHOENEHWE CepTUgMKaTa
[ﬁ 3anpocel Ha Bo30BHOBNEHWE CEpTUgMKATE

----- |5 3anpockl Ha cmeHy Knkoueil n cepTdmkaTa

JocTyIHEI cnemyromye onepanuy C 3aIipocaM:
e CospgaHue 3arpoca
e [lepemaua sampoca B Y1 Ha paccmoTpeHme
e IIposepka craTryca 0OpaOoTKM 3ampoca
e IIpocmoTp mHpOpMaIyM o 3ampoce
e  OdwibTparyd 3a1IpocoB
e CopTupoBKa 3a1IpOCOB
e [leuars 3ampoca
e VYnanenue 3arpoca

DTHU onlepauyy MOXXHO BBIIIOJIHATE Yepes:

¢ IIaHeJIb MHCTPYMEHTOB

& = v &,
Otnoeute | @unetp | Cosgate | ¥panute Ceoictea | [Mpoeepute
e KOHTEKCTHOe MeHIO O0beKTa
/  Bnageney CraTtyc Jata co3gaHua
=] Msanosa Ceetnana He ctnpaenen 25.03.2013 15:04:16
Cnera CwoTrHa n = o .
Cnera OxoTuHa poBEpHTE cra[gc
NokaneHo

¥aanuTe

JkcnopT

OrnpaenTe

CeoicTea

Meqats

OBHoENTE

® KOHTEKCTHOE MEHIO pa3zeiia
IEI{Q" Kawnent ¥L

----- | 3aNpocel Ha CEpTUgMKAT

CJBHOBUTE

8.2.1 CO30AHUE 3ATTPOCA
C nomompio mporpammsl «KpunroAPM» Bbl MoXeTe co3/iaBaTh 3aIIpoChl CJIEAYIOMIX TH-
IOB:
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e 3aIpoc Ha NoJIyuyeHue cepTudnKaTa

e  3aIIpOC Ha IIPMOCTaHOBJIeHNe JIeVICTBIS cepTudmKaTa
e 3ampoc Ha BO30OHOBJIEHMe IeTICTBI cepTudmKara

e 3aIIpOC Ha OT3BIB cepTudMKaTa

e 3aIIpoc Ha CMeHy KJIIouen 1 cepTudmkara

3amnpoc Ha moTy4deHue cepTudmnKara

J1151 TOrO YTOOBI OJIYYNUTD JIMYHBIN 1M POBOT cepTrdMKaT IS BBIIIOJIHEHNS KPUIITOTpa-
drraeckmx omeparinyi, HeOOXOOMMO CO3[aTh 3alpoc Ha cepTrdUKaT ¥ HallpaBUTh €ro Ha pac-
cmotpeHnmne B Yrnocrosepsitoryit reHTp (YLI).

[t cosmaHms 3ampoca Ha 1orydeHue ceprudmkara B YLI:

1. B mepeBe 371eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasfierl 3anmpockl. BeI3oBuTe 1mpaBon
KJIaBUIIIeVI MBIV KOHTeKCTHOe MeHIO 11 BeiOepuTe IyHKT Co3maTe > 3anpoc Ha cep-
THudmKar.

2. Otkpoetcs craHmapTHEII Macrep co3maams 3anpoca. O3HaKOMBTECH ¢ ITIOPSIKOM 1
TpeOoBaHMAMM CO3aHMs 3aIllpoca Ha IoJIydeHue cepTuduKara.

3. Ha cienytoreM 1iare n3 BbIIaJaoIIero CIvcka BeIOepuTe 11abIoH cepTudmKara:

Wzbnon: [LIJaEnnH M0 YMOMHEHWHD ']

CepTudukaT K3M MHAWBMA YaneHOrD NPEdnpMHAMETENR
CepTudukat K3MN dusvyeckoro nuua
CepTuhukaT K3 opravdeckoro nvua (3BToMaT)

CepTHDKMEST K3 HpHManYeckoro nMua (AoMEHOCTHOS MALD
LabnoH o yMonHaHmeo

LatnoH € pacluMpEHHEIM CIMCKOM Nonei

e 111a0JIOH IO YMOJIYaHVIO

ITpw co3manmm 3ampoca Ha cepTrdMKAT IO «I1abI0HY II0 YMOTYaHWIO» HeOOXOIVMO BBECTI
GasoByro mH@pOpMaluio o BiIanesblie: Mmentudukarop, Opraamsaums, I'opon, OGmacTs,
Crpana, E-Mail u IHH;

e 11a0JIOH ¢ pacIIVpeHHBIM CIIVICKOM II0JIeTt

ITpu co3manmmM 3ampoca Ha cepTMUKAT 10 «I1abI0HY C pacHIMPeHHBIM CHVICKOM II0JIeV»
IIOTIOJIHUTEIIFHO K Oa30Bot MHMOpMatnm 106assigercs cienyromast: JorpkHocrs, ITogpasaeste-
Hue, Permon, Hacenenns1it myHKT, Agpec.

2. Ortkpoercsa okHO OcHOBHasti MHQOpMaUysi, B KOTOPOM, COIJIaCHO BBIOpaHHOMY Ha
HpeApIAyIeM IIare MadJIoHy, He0OXOIVMMO yKa3aTh MAeHTUMUKAIMOHHYO MHMOopMa-
LIVIIO O BJIajiesIblle Oyaylero ceprudmkara:
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MaeHTUPHKELMOHHEA MHbOPMaLMA

WoeHtuducaTop (CH)*:  Onbra OxoTHHa
OpraHusawma; Digt

lopoa: Mowkap-Ona

ObnacTe: Mapwid 20

CTpaHa: Pocoulickan Pegepauma (RLU)
E-mail: user @mail.ru

WMHH: 007707049388

I ' 1 Ioas 6 wabaone ommeueHHble 3HAKOM «» A6A810MCs 0083AMEAbHBIMU 045 30N0AHEeHUS.
-

' Obpamume Bnumanue, ecau Bvt ykaswibaeme VIHH wopuduueckozo auya, Homep Bceeda 004xeH
{ &  nauunamoca c «00», nanpumep 007707049388.

4 ! . CHUJIC yxasviBaemca be3 npobesob u 3naxa «-», nanpumep, 07306654534.

CHANC*: 07306654534

3. [Hasee B okHe IlapaMeTpsI K/TI04a yKaXkKuTe CJle/TyIoIie HaCTPOVIKIA
1) KpunronpoBaraep, KOTOPBIV OyZIeT VMCIIONIb30BaH PV CO3MaHmUM cepTudmKaTa.

MononbsyeMeld KpunTonposanaep:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider -

/pto-Pro GOST R 34. 10-2001 Cryptographic Service Provider
Microsoft Base Cryptographic Provider w1.0

Microsoft Base DSS Cryptographic Provider

Microsoft Enhanced Cryptographic Provider w1.0

Microsoft Strong Cryptographic Provider

b 1da5ed-98b6 Facc et 220 36d%c0090: T —

2) BeiOepure BapmaHT co3gaHMs KITIOUeBOro Habopa.

o Co3mars KTII09eBOVI Habop cepTidmKaT OyAeT co3aH Ha OCHOBE HOBOT'O KITIOUeBOTO
Habopa.

¢ Vcnosp30BaTh CyIIeCTBYIOIINI KJTIOYeBOV HA0Op — BeIOepuTe KIIIOUeBOV Habop,
KOTOPBIVI OyAeT VMCIIOIb30BaH PV CO3IAaHMM cepTudMKaTa, U3 CIVCKA CYIIeCTBYIO-
X (KHoIKa Be10pars).

(7) CoznaTh HOBLIA KMouesoi Habop
(@ Mcnonb30BaTe CYLLECTEYHIWMEA KMmYes0H Habop

MMA KnioYesoro Habopa:

9fbfadch-34eb-44a0-aeDa-feah781465cd

3) YcraHOBUTE TIepeKIIIoUaTelTb HaIpoTuB Heobxogymoro HasHaueHMs KiIo4da cepTu-
dukara.
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HasHa4eHWe Kno4a

) CozaaHwe 3N AnvHa knroda:

' Wnipposatie

@) LLlndpoBaHKe 1 cozaaHue 3N [ flononHATENEHD. .. ]

MoOMETHTE KNHYYM KEK IKTOPTUPYEMEIE

4) Bbl Taxke MOXeTe BbIOpaTh JOIOJIHUTE/IbHOE Ha3HaUYeHVe KI04a, HaXkaB Ha KHOIIKY
[onoHuTeIBHO. B crvicke Ha3HaAYeHMV! VICIIONIB30BAHS KJIFOYa VI Ha3HAYEeHWUVI CEPTU-
duxkara (EKU) BeiOepuTe HeoOXxommmoe:

Mnonb3oBaHWe KNoYa:

:l Tonbko WWhpoBaHKE |:| LUnppoBaHUe Kkoqa
:| ABTOHOMHOMHOE MOAMWCEHWE CNMCKOE oT3kIBa (CRL) HeoTpekaeMocTe
:| Moanuce CepTMRMKETOE MoanKce AaHHBIX

[¥] Cornacosanme rnoqei
[¥] Wndposarie naHHe!x

-

T 3

HasHaueHue cepTudukaTa (EKL):

CepTHhUKET NPOBEPKK NOLNMHHOCTH cepeepa (1.3.6.1.5.5.7.3.1)
CepTUHUKET NPOBEPKM NOLMMHHOCTY knenTa (1.3.6.1.5.5.7.3.2)
CepTuiukaT uwibposoil noanvod (1,3.6,1,.5.5.7.3.3)

CepTUDMKET 3aMTRI SNEKTPOHHOA noYTel (1.3.6,1.5.5.7.3.4)

| CepTrdmMKaT WTaMna spemeqn nogrmoa (1,3.6,1.5.5.7.3.8)

| CeprudwikaT ans paboTe c OCSP (1.3.6.1.5.5.7.3.9)

| CeptudukaTt IKE-nocpenHuka IP-GesonacHocTi (1.3.6.1.5.5.8.2.7)

4) Yxaxure HeoOxomyMyto InmHy Kiaroda. Yem myiHHee KIII0Y, TeM OH HaJleXXHee.
5) ITomeTHTPH KJIIOUM KaK 3KCIIOPTHUpPYyeMblIe.

[<IEEIE

Eciv BBI oTMETUTE 3TOT qanar, TO CMOXeTe ITPOBOONVTD 3KCIIOPT CepTVICpVIKaTa BMeCTe C
3aKPBIThIMN KJIIFOUaMM

4. YxkaxuTe, KakyM 00pa3oM BbI XOTWUTe OTIIPaBUTh 3aIIpoc Ha 00paboTKy:

CoXpaHWTE 3anpoc B daiin

Mma:  Ci\Usersuser\temp.pem

OTNPEBWTE 33NPOC Mo 3MEKTPOHHONA NodTe

OTNpEEMTE 3ENpoc Na CeTH

® Ha OTYy’XJaeMOM KJIIOUeBOM HOCHTeJIe, IIpefiBapuUTeIbHO COXPaHWB 3aIIpoc B dami;

® IO 3JIeKTPOHHOV IIOYTe:
7151 3TOTO Ha CITeTyIoIIeM Iare yKaXkuTe TeMy H1cbMa, e-mail 1 KoMMeHTapuy K IUCEMY .
Outlook Ecau 015 omnpabu s1exmponHbix nucem 6ol ucnosvsyeme npoepammy Outlook, mo
¥ crauaa Bam 6ydem npedroxero nodmbepdums omnpabiy nucsma. [Tpu smom omnpabia nucoma
He BbinoAHAemcA, ecAu npoepamma He sanyujena, a 0ydem BvinoaxeHa moAvKO NocAe 3anycka
Outlook.

The Bat! B omauuue om Outlook, npoepamma chauaia sanyckaemcs, a nomom npocum nooméep-
oums omnpabky nucoma.

e B OHJIAVH-peXuMe (depe3 eO-ciryx0y LIC)

Yxaxure anpec Beb-cryxOb1 YL (IP-agpec vy URL-ampec) n cepTndmkaT KOpHEBOTO
YHoCcToBepsIoITero eHTpa:
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@ Micnonb3oBaTte IP-anpec (Hanpumep, 172,17.2.72)

EA . 17 . 2 . 72

" Mcnonesosate URL-agpec (Hanpumep, test-ca.digt.local)

MMA LEHTPE CEpTHMKaLIN;

Microsoft Root Certificate Authority

5. Ha ocHOBe yKa3zaHHBIX JaHHBIX OyJieT cOpMMUpPOBaH 3aIlpoc Ha cepTudUKaT OTKPBITOTO

xrova. [Tocsie 3aBepIiieHNs orrepary BOSHUKHET OKHO C MH(OPMALIVIeV O ee pe3yJIbTa-
Tax.

6. Hnsa T'OCT ceprudmkara BeIOepuTe KIIIOYEBOVI HOCUTEIIb, KyZla JOJDKEH OBITh COXpaHeH
cpopmmpoBanusbI 3apoc (Peectp, nyickera, USB Gpesox).

7. Ha 3ampoc cricteMsl ycTaHOBUTE ITapOJIb Ha JTAHHBIV HOCUTEITb VI IO TBEPIATE €TO.

OcranibHBIE TUIIBI 3aIIPOCOB

C nmomomeio pasferna KimenT Y1 Bel MoXXeTe cozgaBaTh CJIeIyIOIIVie TUIIbI 3aIPOCOB!
® 3ampocC Ha OT3bIB cepTuUdMKaTa;
e 3aIIpocC Ha NIPUOCTaHOBJIEHNE cepTudMKaTa;
¢ 3aIpoc Ha BO30OHOBIIEHNE cepTMdMKaTa;

® 3aIIpoC Ha CMeHY KJIoueri U cepTudmkara.

CosmaTh 3a1poc BbI MOXeTe IByMs CIIocobam:

e B pasnene Ceprudnxarel, B KOHTEKCTHOM MeHIO cepTudMKaTa yKa3aTh ITyHKTBce 3a-
ZIa4u, a 3aTeM BbIOpaTh HeOOXOAMMOe JIeVICTBIE.

e B paspeste 3anpocel > 3anpocel Ha ..., B KOHTEKCTHOM MEHIO pasfiesia VIV Ha ITaHeJIn

VIHCTPYMEHTOB, YKa3aB OyHKT Co31aTh.

1. Orkpoercd craHmapTHbII MacTtep cosgaHus 3ampoca. O3HaKOMBTeCh € IOPSAKOM dop-
MUpOBaHMs 3arrpoca. Ha rmepsoM 11are BaM oTpeOyeTcsi yKa3aThb TUIT Y IOCTOBEPSIIOIIETO
LIeHTpa, B KOTOpoM OyreT oOpabaTeIBaThCs 3a1Ipoc.

Tun ¥L:

KpunTollpo ¥

AnAa cospaHuA & KpunTolpo ¥,
HEoBXO4MMD YKE33TE:

2. Cienmyrommii mar 3aB/UCUT TO TUIIA 3aIIpoca, KOTOPBIVI BBI CO3/1aeTe.
e Jlis TuIIa 3aIIpoca Ha OT3bIB cepTudMKaTa.
BriOepurre saHbIN cepTidIIKAT, KOTOPBIVI HEOOXOAVIMO OTO3BATh, YKKITE IPUUVHY, ITO KO-
TOPOVI HeOOXOAMMO OTO3BaTh IAHHBIN cepTUdMKAT, 11 J0OaBbTe KOMMEHTapuil st AIMVHU-
crparopa LlenTpa pervictpanum YIocTOBepsIOIIero eHTpa.

84



OO0 «udpoBrie TEXHOIOTM» PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

Bragenew cepTudmkata: oy =Merposa, =R

[ BribpaTe ] [ MpocMOTPETE ]

MpH4MHE 0T3EIES: [KonnpoMETaLw KNOYS ']

He yrkazaHa

KomMn OMETaUMA KNHDYa
M3MeHEHE NPHMHaANEHHOCTH
CepTHRMKAT SaMeHeH
MNpekpalleHe paboTel

KoMMmeHTapMIA

K.OMMEHTEPMIA, KOTOPEIM BYAET OTAPAENEH AOMMHUCTPETOPY LEHTPA
PEMMCTPAUMK 3anpocos ¥l

e Jlng 3armpoca Ha IPMOCTaHOBJIEHNeE cepTmdMKaTa.
Bribepurte saHBI cepTdUKAT, AeVICTBIE KOTOPOrO HeOOXOAMMO Ha BpeMs IPHOCTaHoO-
BUTD, U YKaKUTe MHTepBasl IPUOCTaHOB/IeHNs (J1eT/ MecslleB/Hemelb /HeVI/ 4acoB/MUHYT).

[oGaBbTe KOMMeHTapuit 1 AgmuHucTpaTopa LlenTpa perucrpanym Yiocrosepsroriiero 1eH-
Tpa.

Bnapeney cepTudmkaTa:  cN=0Olga Okhotina,0=Digt,L =Aowkap-Ona,5=Pea
BribpaTe ] [ MpocMOTPETE
MHTEpBan NPMoCTaHOBNEHMA
NeT: ] = JIHedA: ] =
MecALes: 4 = Yacoe: ] =
Heaenk: 2 = MMHYT: 0 =
K oMMEHTEPMIA
KomMMeHTaPKI, KoTopbIR ByAeT oTNpasneH AnMuHMcTpaTopy LleHTpa
PEFMCTPALMM 3aNpoCos,

e s 3ampoca Ha BO300HOB/IeHMe cepTHdMKaTa.
Bribepure ymaHbIN cepTHdUKAT, AeTICTBIIE KOTOPOro HEOOXOIMMO BO30OHOBUTE. [0baBbTe
KOMMeHTapuii 1t AgmuHmcTpaTopa LleHTpa pervcrpanym YaocToBepsroIero reHTpa.
e s 3ampoca Ha cMeHY KJIIO9e 1 cepTudmkara.

Br1GepriTe smaHbI cepTrdMKAT, KOTOPBIVI HEOOXOIIMO OOHOBUTS.
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HMaeHTUOMKaUMOHHEA MHQOPMaLYA
MaerTidukaTop (CN): | Olaa Okhotina
OpraHrzauma; Digt
lopog: ﬁnLur\'ap-Ona
OBnacTb: Pecnyfnmka Mapuid 3in
CTpaHa: Pocowiickan deaepauma (RLU)
E-miil: useri@digt.ru
[ BribpaTth ] [ MpocMoTPETL ]
[ < Hazag ][ Lanee = ] [ OTMEHE ]

3. [asee ykaxuTe cepTrdmKaT, KOTOPBIM OyAeT IMOAMVCAH 3aIIpoc, HaIIpaBJIsSieMBbIVi B yII0-

CTOBEPSIOIINIL IIEHTP.

CepuiiHBIA HOMED!
Bnanenewy;

MznaTens:

0C1C12C506FETC3E

CM=0lga Okhotina,0=Digt,L =Aowxap-Ona, 5 =PecryBnix:

[ Boibpats... ][I‘IpomquETb...]

Obpamuime rumarue, 4mo 045 3anpoca Ha cMeHYy Kalouet U cepmugpukamob 6am HYxHO cHA-

noonucu 3anpoca.

uasa 6ydem yka3ams napamempsl k4woua, cba3anHoeo ¢ cepmugpukamom (kaoueboil Habop u
Bapuanmpl ucnosv3oBanus xaoua), a samem vl nepeiideme Ha wae Bvibopa cepmugpuxama

MononesyEeMeld KpunTonposanaep:

[Miausuﬂ Base Cryptographic Provider v1.0 -

@ CoznaTe HoBBI KMouesoi Habop

MMa KnioYesoro Habopa:

HazHaueHWe Kmoda
(7 Cozpanme 3L
) IWndposaHme

(@ WnbposaHKe W cosgaHue 3N

Mnone30BaTe CYLLECTEYVHOLWMA KNoYesoi Habop

fdd26ef0-9c74-4715-a607-922e073f4023 BeIOpaTh...

I

[ MoMETUTE KKK KaK SKOIOPTURYEMBIE

[ LononHKWTENEHD. .. ]

4. YxaxuTe, KakuM 00pa3oM BbI XOTWUTe OTIIPaBUTh 3aIIpoc Ha 00paboTKy:
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| CoxpaHuTe 3anpoc B dalin

Mma:  CrlUsersiuseritemp.pem

OTNpaBeuTE 3anpoc No CeTH

V| OTnpaenTe 3ENpoC No ANEKTPOHHOM NoYTE

BribpaTe

I KOMMEHTapWI K IINCbMY.

Ha OTYy>K/laeMOM KJII0UeBOM HOCHTeJIe, Ipe/IBapuTe/IbHO COXPaHWUB 3aIIpoc B dhamr
II0 3JIeKTPOHHOTI TI0UTe - JIs 3TOrO Ha CJIeAYIOIeM Iare yKakuTe TeMy IvcbMa, e-mail

Outlook Ecau 044 omnpabxu 21exmponHbix nucem 6ot ucnoavsyeme npoepammy Outlook, mo
cHauaaa Bam 6ydem npedsoxero nodmbepoums omnpabky nucema. [Tpu smom omnpabra nucoema

Outlook.

He 5bl?’l0/lHﬂ€ﬂ’lCﬂ, ecAu npoepamma He 3anyuieHd, a 5]/()671’1 BvinoaHena moAvko nocie 3anycka

The Bat! B omauuue om Outlook, npoepamma cHauaia 3anyckaemics, a nomom npocum noomeéep-

Oums omnpabky nucoma.

e B OHJIaVIH-pexuMe (depe3 BeO-ciryx0y LIC)

s «KpumrolIpo Y1» -ykaxmnte WDSL-afgpec jaHHOU BeO-CITy>KOBI 11 cepTrdMKaT I10JTb-
soBaTestst YL mst yeraHosku 3ammieHHoro SSL\ TLS. Kpome sToro HacTporiTe rmapaMeTpsl co-

eIVIHEeHVs C IIPOKCH-cepBepoM, ey Toro TpeOyet Y1, B KOTOPBIN Bac 00Ty K1BaeT.

Anpec Beb-cnywbel LieHTpa PErMCTRELIMN:
https: /fvm-w2kas, digt.localfrafra. wsdl

[MpoTECTUPOBATL CORAMHEHHE

CM=Bacineeea Mapua, 0=Digt,C=RL

CepTUhMKAT None30BaTenA ¥L| AnA ycTaHoBKM S5LTLS-CoeaMHEHWA:

BribpaTk || MpocMoTpeTE |

¥ | WnonesoBaTh NpoKCH-CEpBEP AnA CoeAMHEHMA

st Microsoft CA - Ykaxure anpec BeO-cityx0s1 Y1 (IP-ampec vt URL-agpec) u ceptdu-

KaT KOPHEBOTro YI0CTOBEPSIOIIEro IeHTpa:

172 17 2 72

MMA LEHTPa CepTHHMKALMN:
Microsoft Root Certificate Authority

@ Micnonb3oBaTte IP-anpec (Hanpumep, 172,17.2.72)

WononesoeaTe URL-agpec (Hanpumep,

test-ca.digt.local)

Beibpatt. ..

5. Ha ocHoBe ykasaHHBIX TaHHBIX OyzeT cdopmuposaH sarrpoc B YII. ITocsie 3aBepiireHms
orepanyy BO3HMKHeT OKHO ¢ MHOpMalyer O ee pe3yJibTaTax.

6. [ I'OCT-ceptudmkaTa yKaxuTe HapoIib.

7.

IpOCHI Ha...

2

CdopmmpoBaHHBIVI 3aIIpOC OTOOPA3UTCS B CIVICKE 3aIIpOCOB pasferia 3ampockl > 3a-

Bul maicke mosxeme nepedams paree co30annsiii 3anpoc 8 Y11 na paccmompenue 6 onaatin pexcume,

—— BocnoavsoBaBuiucy kHonkod OmnpaBums Ha navesu UHCIPYMEHOB.
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8.2.2 TIPOBEPKA CTATYCA OBPABOTKI 3AITPOCA
HJ’IS[ Ka’XIOoro TulIla 3aIlIpOCOB CYIIECTBYET BO3MOXXHOCTD IIPOBEPKN VX CTaTyCa CJIEAYIOIVMN

crrocobamir:

T 3arrpoca Crioco0 mmpoBepKm cTaTyca 3arpoca

3anpoc Ha cepTrdmKaT

ITposepka mo YII (omiayH-IIpoBepKa cTaTyca 3alipoca. Bos-
MOJKHBIe CTaTychl 3arpocos: "B oxmpganvm", "Otxionen", "O6-
paboran").

ITporpaMma 1103BOJISIET IIPOBEPATH CTaTyC 00pabOTKM 3aIrpoca
B YaocTosepsromieM 1eHTpe, eciu B tonuTuke Y1 ykasaHa orr-
uys "OTi1okeHHast Bblflava cepTndmKaToB'.

ITpoBepka J10KaJIBHO (3aKJIIOYAETCS B IIOVICKE B JIMIHOM Xpa-
HWINIIe cepTudmKara, MOIy4eHHOro II0 3arpocy. Bosmox-
Hble ctatychl "B oxmpanun", "O6paboran").

3ammpoc Ha IIPUOCTaHOBIIe-
HVe IeVICTBIs cepTudmKaTa

IIposepka mo YII (omiaiH-IIpoBepKa cTaTyca 3alipoca. Bos-
MOXXHBIe CTaTycChl 3arpocos: "B oxmpanun", "Orxiionen", "O6-
pabotan").

ITposepka mo COC (zaxIrodaercs: B IOJIyYeHUU IOCTIeTHero
COC us3 YII n noucke ceptudukaTa B HeM. BosmoxHbIe cTa-
Tychl "B oxupanumn", "O6paboran").

3ampoc Ha BO30OHOBJIEHME
HeVICTBYS cepTrdKaTa

IIposepka mo YII (omyiaiH-IIpoBepKa cTaTyca 3alipoca. Bos-
MOXXHBIe CTaTycChl 3arpocos: "B oxmpanun", "Orxionen", "O6-
pabotan").

ITposepka mo COC (zaxIro4aercst B IOJIy4YeHUM IOCTIeTHero
COC us3 Y1 n noucke ceptudmkaTa B HeM. BosmoxHbIe cTa-
Tychl "B oxumanmmn", "O6paboran")

3arrpoc Ha OT3BIB cepTUdU-
KaTa

ITposepka mo YII (omyayH-IIpoBepKa cTaTyca 3alipoca. Bos-
MOJKHBIe CTaTyCHI 3a11pocoB: "B oxmpanvm', "OtxiioneH", "O6-
paboTtan").

IIposepka mo COC (3axIrouaeTcd B MOJIYYEeHUM IIOC/IeTHero
COC us3 Y1 u noucke ceptudmkaTta B HeM. BosmokHbIe cTa-
Tycel "B oxxmmanmit', "O6paboTan").

3anpoc Ha OOHOBJIeHUe

KTouert/ cepTudmKaTa

ITposepka mo YII (omyaH-IIpoBepKa cTaTyca 3alipoca. Bos-
MOJKHBIe CTaTyCHI 3a11pocoB: "B oxmpanvm', "Otxiioner", "O6-
paboTtan").

[TporpamMma 1103BOJISIET IIPOBEPATH CTaTyC 00pabOTKM 3aIrpoca
B YocrosepsrolieM LeHTpe, ecyivt B toyinTrke Y11 ykasaHa on-
nus "OT110XKeHHas BelTada cepTndmkaTos'.

ITpoBepka JIOKaJIBHO (3aK/IFOYAETCsl B TIOVICKE B JIMUHOM Xpa-
HWINIe cepTudmKara, MOJIy4eHHOIO IO 3ampocy. Bosmox-

Hble cTaTycel "B oxmpganmm', "Obpabortan").

YT1oObI IpoBepUTH CTaTyC 00pabOTKM 3arrpoca:

1. B mepese 311eMeHTOB I7IaBHOTO OKHa BblOepuTe pasgen Kimmenr YII > 3anpocs! Ha ... B

IIpaBoV IaHeJIN IJIaBHOTO OKHA BhIJIe/INTe CTPOKY C 3allpOCoM (MJIV TPYIITY 3allpOCOB Ha
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cepTndmKar), CTaTyC KOTOPOTro HeOOXOAVMO IIPOBEPUTH, BBI30BUTE IIPaBOV KJIaBUIIIEN
MBIIII KOHTeKCTHOe MeHIO 1 BbiOepuTe MyHKT ITpoBepuTsk cTatyc > Criocob nmpoBepKm.

Korna ceprudukar 6ymer msgan YL, BBl MOXkeTe yCTaHOBUTD €r0 B XpaHWINIIIE BaIlnx
JIMYHBIX cepTudmKaToB. ITporienypa yctaHOBKM cepTudmKaTa omnmcaHa B iase Onepa-

NN C cepTUdMKaTaMIL.

I[TPOCMOTP MH®OPMALIVIV O 3ATIPOCE

HaHHBIe 0 CaMOM 3alIpoce (z[aTa CO3qaHVe 3alIpoca, JaHHbIe I10 I’IJ'[aHT/IpyeMOVI orrepannm
- CO30aHIIO, ITPMOCTAaHOBJIEHUM, OT3bIBY, B0306HOBHeHVIIO, CMEeHe KJIIOYer, a TaKXXe KOM-

MeHTapIi)
HaxHbIe 0 cepTMdMKaTax

— 0 cepTudmKaTe, HaJl KOTOPHIM BBIIIOJTHSETCS OIlepariis;

- 0 CepTI/ICpT/IKaTe TIOAOITMCYIMKa 3aIIpoca.

J1151 TOro 4TO6BI IIPOCMOTpPETh MHGOPMAaILVIO O 3arpoce B Y1I:

1. B paspeste 3anpocel BbIOepHTe TATIKY € TeM TUIIOM 3arpoca, KOTOPbIVI HeOOXOAMO

IIPOCMOTPETb. B xOoHTEeKCTHOM MEeHIO BBI6epVITe IIYHKT CsoricTBa.

2. B oTkpsIBIIIEMCsI OKHe BBl CMOXKeTe IIPOCMOTPETh IMTOAPOOHYI0 MHMOpMaLIVIO

0 3arpoce, riepefgaHHoM B Y1I;
o cepTudmKaTe, OTHOCUTEIILHO KOTOPOTo ObUT cpopMmp

(6] CepTVICpVIKaTe TIOAIIMCYIIKa 3alIpoca.

OBaH 3alIIpoc,

-
3anpoc Ha oT3bIE cepTUduKaTa

S

MHbopMalLwma o 3anpoce

flata reqepalin sanpoca: 2013.03.21 11:25:42

WHbopMaLMA o cepTHhUKaTE

CepuitHbiit Homep cepTuduxaTa: 0C1C12C506FEVC3E

MzaaTens:

MHbopMaLMA 0 cepTHOMKETE MOANMCHMKS 3aMpoca

Bnansney;

MNpl4KHE oT3RIES: MpekpalleHe paboTel
K OMMEHT DI
MEMEHMAKMCE PEMMCTPALMOHHEIE A&HHBIE NONE30BaTENA, P

Bnanenew; ©M=0Clga Okhotina,0=Digt,L =Aowkap-Ona,S=Pecnyfnu

-~

b

Ber Takke MoXeTe IIpocMaTpuBaTh MH(POPMAIVIO O 3allpocaX B (PUMHAaIBHOM OKHE BCeX
Kpunrorpaduyeckmx oreparmii.
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8.2.4 DOWIBTPALIMS 3ATIPOCOB

Bbl MoxeTe pryTbTpOBaATh 3aIIPOCHI B CIIVICKE 10 CJIeIYIOIIVM IapaMeTpaM:

e BIIAjIeNIel]

e 3JIeKTPOHHas I10YTa

e OpraHmsalusd

e [aTa CO3aHMs

1151 TOro 4To6B! OTMMIIPTPOBATD 3AIIPOCHL B CIIVCKE:

1. B pasmesie 3ammpockl BEIOEpUTe HAMKy € TeM TUIIOM 3aIlpOCOB, KOTOpble HEOOXOAVIMO OT-
dwibTpOoBaTh. B KOHTEKCTHOM MeHIO BbIOepmTe ITyHKT PIbTp.

2. B okHe YcraHOBKa ¢mIbTpa yCTaHOBUTE IlapaMeTpPhl, II0 KOTOPBIM HEOOXOIVMO
0TOOpaTh 3aIlpOChIL:

Bnapnenew; ICDDTE:ETv:rE:yET - I Olga
Crartyc: Iﬂmﬁue - I
[laTa cozaaHua; ICDDTBETHB?ET - I 18.03.2013

8.2.5 COPTMPOBKA 3ATIPOCOB B CITVICKE

B nporpamme «KpunroAPM» peamszoBaHa BO3MOXXHOCTb COPTMPOBATE 3aIIPOCHL B YOCTO-
BEPSIIOIIEN LIEHTP B CIIVCKE.

CopTrpoBKa MOXXET BBIIOJIHATHCS I10 CJIEAYFOIIVIM ITapaMeTpaM:

e VM BJIaesIblia 3arpoca

e  CTaTyC OTIPAaBKM 3a1poca B YIOCTOBePSIOIINI LIEHTP

e J1aTa CO3HAHWMS 3aIrpoca

Bnageney T [araf~p3gaHwa
[=| Meanoea Ceetnana  25.03.2013
[=| Onbra OxotuHa 20.03.2013

8.2.6  IIEYATDH 3ATIPOCA
[1s1 mevaTyt 3arpoca BBIIOJIHUTE CIIeAYIOIIVe JIeVICTBVIS:

1. OrkporiTe XpaHWINIIE 3alIPOCOB (CICTEMHOE XPaHVIINIIE), BBIOepUTe HeOOXOIVIMBIV 3a-
poc (VI TPYIILy 3alIpOCOB), B KOHTEKCTHOM MEHIO 0ObeKTa VIM Ha IIaHeJIV 3a1a4 Bbl-
Oepwure niyHKT IleuaTn:

2. B HOBOM OkHe Opaysepa MS Internet Explorer Gymer cdopmmposaHa medarHasi popma
3arrpoca.

3. [l BBIBOfA Ha IedaTh (pOPMBI 3aIIpoca Ha ITaHeI MHCTPYMEeHTOB Opay3epa HaXkMuTe
Ha KHOIIKY ITeuars.
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8.2.7 YOAJIEHUE 3ATIPOCA

1 ynasieHus 3arpoca Ha cepTuduKars:

1. B mepese 371eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasmerl 3anmpockl™ 3alpockl Ha cepTH-
duxar. B mpaBort maHesM I71aBHOTO OKHA BBIIE/INTE CTPOKY C 3aIlIpOCOM Ha cepTudmKaT
(vIM TPyMITy 3aIIpOCOB Ha CepTH@MKAT), KOTOPbIVI HEOOXOAMMO yIIUTh, B KOH-
TeKCTHOe MeHIO 00beKTa WV Ha IIaHeJIM MHCTPYMEeHTOB BbIOepuTe MyHKT YIaauTh.

2. TlopTBepauTe pellleHNMe yoaJIUTh 3allpoC Ha cepTudMKaT.

3. 3ampoc OyaeT ynajieH u3 XxpaHWINIIIA.

8.3 OIEPALIMIM CO CIIMCKAMM OT3bIBA CEPTU®PUKATOB

Crmmcok ot3biBa ceptudmkaros (COC/CRL) - 1OKyMeHT ¢ 3/1eKTPOHHOV HOAVCHIO YIIOJI-
HOMOYEHHOT0 JInIIa YIOCTOBEPSIOIIETO IIeHTPa, BKITIOYAOIINIL B ce0s CITMCOK CEPUITHBIX HOMe-
PpOB cepTndMKaTOB, KOTOPhIe Ha OIlpelle/IeHHBIVI MOMEHT BpeMeH! ObUIV OTO3BaHBI VIV [IeVi-
CTBVIE KOTOPBIX OBUIO BpeMEHHO ITPVIOCTaHOBIIEHO.

JdocTyIHBI cjleflyIolyie oepaluy co CIMCKaMy OT3bIBa CepTU@UKAaTOB!
e VYcranoska COC B xpaHwIMIIe

e Hacrporika aBToOMaTII4eckoro 0OHOBJIEHNS CIIVICKOB

e IlpocmoTp MHPpOpMAaIIMM O crIMCcKax

o  @wprpanmsa COC

e Copruposka COC

e DOkcrnopt COC

e  Vmanenmne COC

DT onlepauyy MOXXHO BBIIIOJIHATE Yepes:

¢ IIaHeJIb MHCTPYMEHTOB

513

CJBHOBNTE

i

DuneTp

Mrnopr

5

Jkcnopt Yganwte | CeoWcTea

¢ KOHTEKCTHOe MEHIO pasjeila

CnMcku oT3biBa CepTUgMKaTOR [=0] ]

-§1%] Cnnckn AoBeperHeix cepTud Winanopt l}
=8 Kpuntonpoeaiigepe

: DUneT
{F:l PazpelleHHble P
EI ¥ CTaHOBNEHHEIE CHOBHTE
g’l‘?l HHFTHI’IIﬁwld
L] KOHTEKCTHOE MEHIO O6T)eKTa
£ spatens JdefcTeuTEne...
x Internet, "VenSign, Inc.”, VenSig
Ir1tnerr1v.=:’cr "WVeriSign, Inc.", VeriSi Ypanute 1
JkcnopT
CeolicTea L}
COBHOENTE
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8.3.1 YCTAHOBKA CITMICKOB OT3bIB B XPAHWITUIIIE
st yeranosku crmcka B xpaHwmie COC, HeoOX0oauMoO BBIIOIHUTH ONepariio VM-
IIOpTa CIIVCKa.
[1151 TOro 4TOOB! MMIIOPTUPOBATD CIIVICOK OT3bIBA, BBIIIOJIHITE CJIeIyIOIIye IIIari:
1. B mepese 371eMeHTOB IVIaBHOTO OKHa BbIOepuTe pasnerl CHMcKM 0T3bIBa CepTUEPMKATOB.
2. BKoHTeKcTHOe MeHIO O0beKTa (IyHKT PerakTpoBaTh 1111 KOHTEKCTHOE MEeHIO Ha CaMOM
pasziesie) WM Ha IaHeJIV MHCTPYMEHTOB BbiOepuTe MyHKT VIMmopT.
3. Otkpoertcd cTaHAapTHBIN Auaior MacTep ycraHoBku ceptudumkara 1 COC.
4. Bwibepure nmnoptupyemsint darur COC B popmare .crl:

MMA haina MCKoaHEIX OEHHBIX

C:\Usersiuser\Documentstesth, .l BriGpaTs...

DopMaT MoET BbiTh OOHMM M3 CNEA YHOLLMX:
dalin cepTudukaTa - X.509 (LCER, .CRT)
CoobuweHwe ctaHaapTa PECS #7 ((P7E, .DER)
¥pEHUMALLE CEPHANMI0BaHHBIX CepTudMKaTos (55T)
dalin ofiMeHa nu4HoA HbopMawme - PECS £12 (PFX, .P12)
D&l KcKa oT3biBa cepTudmkaTos (CRL)
daln Kcka goBepeHHbIx cepTudmkaTos (ST, (CTL)

CraTyc

T OAMH WK HECKONBKG CEpTHHMKETOR, —I'I
COC, nubo CAC HeneficTBMTENEHE AT

5. Vkaxure xpaHwmille, Kyda OyJieT MMIIOPTUPOBaH CIIVICOK OT3bIBa cepTUdUKATOB.

Crmickm oT3bIBa cepTUdUKATOB BCeryila HeOOXOAVMO YCTaHaB/IVBATh B CHICTEMHOE XpaHWU-
e ITpoMe)KyTouHbIe IeHTphI cepTuduKammy, Tak Kak cucrema PKI paboraer Tosbko ¢
COC us xpanwma [Tpomexyrounsix LIC.

BI:-IEDEITI:- THN XPaHMNWLLE SETOMaTHYECKM, MCXOAOA M3 TUNa AaHHBIX

@ MMpUHY AWTENBHD MOMECTHTE B CNEAVHIWES XPEHWIHLLE !

||_||:IDME}KWD'-IHI:~IE LEHTPbI CEPTHMMKELII - |

6. Ilocyie 3aBepitieHNMs omnepayy BOSHUKHeT coobmieHve 00 ycrernrHoM mmmopte COC.

8.3.2 ITPOCMOTP MHO®OPMALMM O CITMICKAX
B mmpaBovi maHesi I71aBHOTO OKHa JOCTYIIHa Oa3oBas MHMOpPMAIVs O CIIVCKax OT3bIBa:
e VIms# cyOpekTa, BeimycTusirero COC (u3mateib);
e Cpoxk ncreuenns nevictus COC (mmevicTBuTeNIE€H C / IEVICTBUTETIEH I10).
st mpocMmoTpa fetasibHOM MHpopManyu o Crvicke 0T3bIBa cepTHMQPUKATOB, BBIIIOJIHUTE
CIIeyFoIIVie IIIar:
1. BriOepure HeoOxomymbIit COC 13 crimcka, B KOHTEKCTHOM MeHIO 0ObeKTa 1Iv Ha I1a-
HeJIu 3a/1a4 BeIOepuTe ITyHKT CBOVICTBA.
2. Ortkpoetcs dopma ¢ nHPopMarmert o Crvcke or3biBa ceptudmnkaros (COC):
e B 3akmanke O6mmme copepxurcs odmast MHPopMaIys o IIpocMaTPUBaeMOM CIIVICKe OT-
3bIBa:

92



OO0 «ndpossle TeXHOIOTUI» PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

Mone 3HaqeHue

E Bepasa V2

Eﬂnnasmmr: Verisign Commerdal Software P..,
E,ﬂ,EHUBMTenEH C 24 mapta 2001 r. 4:00:00
ECHEMIGUJ.EE ofHOBNEHWE 8 AHeapA 2004, 3:59:59
E.ﬂmrnpmm NoANACA md2RSA

EOEHDBHI:IE orpaHUHeHUA Tun cyfibekTa=KoHeuyHeln cybe. ..
EMD‘IDJ‘II:EDBEHME L lE] Moganmce aadHe, LUndposaHa. ..

e B 3axmagke Cnmcok oT3bIBa f1aeTcs NoapoOHas MHQOpMaIins 0 KaXIoM cepTudmkare,
BXOJISIIIIEM B IIPOCMATPMBAEMBIVI CIIICOK

CEpHItHEIN HOMED [Jarta oTsbiea

1E65190F 73724399C9254C042,.. 30 AHBapa 2001 r. 4:01:24
JS0E40FFSFFO04/EDFS56CY08... 31 aneapa 2001r. 4:00:49
7/ED5A4359935D5F7AYS801A... 31asrycTa 2000 r. 4:00:58

8.3.3  ®WIbTPALIM CITMICKOB OT3bIBA

Bor moxere dpwisTposaTe COC B crivicke 110 CIJIeyIOIIMM ITapaMeTpaM:

e V3matesn;

e [Jlara, c kotopont COC pericTBuTesIEH;

e Jlata, no xotopyto COC pevicTBuTesIeH.

J1151 TOro YTOOBI OTPMIIPTPOBATH CHVICKY OT3bIBA CEPTM(VKATOB:

8) B paspmesie Crmckm oT3bIBa cepTMdMKaTOB BbIOEpHTe MAIKy C TeM TUIIOM CIIVIC-

KOB, KOTOpBble HEOOXOOMMO OTPWIBTPOBaTh. B KOHTEKCTHOM MeHIO BbIOepuTe
HYHKT ®uabTp.

9) B oxHe YcraHOBKa pMiIbTpa YCTAaHOBUTE IIapaMeTphl, 110 KOTOPBIM HeoOXOIMo

orobpate COC:
Mzparens: ICQQTBETnByET v] KpunTo MNpa ¥4,
NelcTBUTENEH C: ICuuTBETchyET - I 15.03.2012
AeicTenTEneH no: ICQQTBETL—FB?ET - I 15.03.2013

8.3.4 COPTMPOBKA CITMICKOB OT3bIBA
B miporpamme «KprunroAPM» peaszoBaHa BO3MOKHOCTb COPTUPOBATh CIIVICKY OT3bIBaA Cep-
TUPUKaATOB.
CopTrpoBKa MOXXET BBIIOJIHATHCS 110 CJIEAYIOIIVIM IlapaMeTpaM:
e VM M3JIaTesId CIVCKA OT3bIBa;
e [1aTa, C KOTOPOW JEVICTBUTEIEH CIIVICOK;
e J1aTa, 10 KOTOPYIO JIeVICTBUTEJIeH CIIVICOK;

Mzpatens 4 JledCTBUTENEH © L} JedcTEMTENEH NO
{EaInternet, "VeriSign, In... 24.03.2001 08.01.2004
{3 Internet, "VeriSign, In... 24.03.2001 08.01.2004
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8.3.5

DKCTIOPT CITMCKOB OT3bIBA

ITporpamma MmO3BOJISIET SKCIIOPTUPOBATh CIMCKM OT3bIBa ceptmdmkaros (COC) B xpaHU-

JIVIIIIE.

HJ’IS[ TOTO UTOOBI SKCITIOPTUPOBATH CIIVICOK OT3bIBa:

1.
2.

8.3.6

B nepese a11eMeHTOB IJ1aBHOTO OKHa BbIOepuTe paspesl CIMCKM 0T3bIBa cepTHdMKaTOB.
B mpasoit nanen miapHoro okHa BeiemmTe COC (vum rpymmmy COC), KoTopbIlt Heobxo-
AVIMO 3KCIIOPTUPOBaTh, B KOHTEKCTHOM MeHIO 00beKTa 1IN Ha ITaHeJIu 3a/1a4 BbIOepiTe
IIYHKT DKCIIOPT.

OTtkpoeTcs cTaHAapTHBIN Anaior MacTep a3kcnopTa cepTndMKaTOB, II03BOJIIOIINI BbI-
Opatb sxcriopTupyemsint darur COC.

BeennTe mms darta Crivicka oT3bIBa cepTrdmKaTa.

WrmA daiina:

C:Wsers'\user\Documents\testiinternet, orl| Dfizop...

B saxmroueHme BO3HUKHET cooOIreHe 00 ycrrertHoM skcropte COC.

YIOATTEHUE CITMCKOB OT3bIBA

CucreMa 1103BOJISIeT YAAIATE CIMCKY oT3bIBa cepTrdmkaros (COC) 13 xpaHWwIMIIA.

HJ’IF[ TOTO UTOOBI YOQJINTD CIIVICOK OT3bIBa:

1.
2.

3.
4.

B nepese 311eMeHTOB IJ1aBHOTO OKHa BbIOepuTe paspesl CIMCKM 0T3bIBa cepTHdMKaTOB.
B mmpaBovt maHe v I71aBHOTO OKHa BBIJIeJINTe CTPOKY CO CIIMICKOM OT3bIBa CepTUdUKaTOB
(v rpymny COC), KOTOpbIVi HEOOXOAMMO YIaIUTh, B KOHTEKCTHOM MeHIO 0OBeKTa
VIV Ha TIaHeJIVl MTHCTPYMeHTOB BBIOepTe IIYHKT YIaInTh.

ITogTBepanTe pelieHVe yoaanuTh CIIVICOK OT3bIBa.

B ciryuae mopTBep KIeHs CIIMICOK OT3bIBa CepTUUKATOB OyIeT yaasleH 13 XpaHInIIA.

8.4 OIIEPAILIMVM CO CIIMCKAMWM JOBEPEHHBIX CEPTUDPUKATOB

Crmcok noepennbix ceptudmkaTos (CC/CTL) - Certificate Trust List. DTo MexaHm3M, Ko-

TOPBIVI TIO3BOJIET aIMUHICTPATOPY YKa3aTh Habop mosepeHHbIX LIC. [TpenmMyIiiecTBoM yKa3aH-

HOI'0 MeXaHV3Ma ABJIAIETCA BOSMOXXHOCTD Ilepelladl CIIVICKOB [TOBEPVIA 110 He3allIUIIeHHOMY Ka-

HaJly, IIOCKOJIBKY OHW ITOAIIVICAHBbI BHEKTpOHHOVI ITIOOIINCBIO.

HOCTYHHBI careayrouiyie orepanny Co CliimcKaMm TOBEPEHHDBIX CepTT/ICpVIKaTOBC

e (Cosmanme CJIC

e VYcranoska C[IC B xparwmiiie

e TIpocMoTp mMHpOpMAITI O CIIVICKE
e  DuIbTpaIMs CIMCKOB

e CopTupoBKa CIVICKOB

e  DKCIIOPT CIIMCKOB

o VmasneHwe CIIVICKOB

Omneparym co covckaMy JOBepeHHBIX cepTU(MKATOB MOXKHO BBIIIOJIHATD Yepes:

e Ilaness MHCTPYMEHTOB
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] 7
O6nosute | Qunetp | Wmnopr | 3kcnopr ¥Yganwte | Ceoictea

e KoHTekcTHOe MeHIO O0BbeKTa

£ spatens AelicTeuTene...
Internet, "VeriSign, Inc.", VeriSi Yaanute i
JkcnopT
CeoncTea L}
OBHOBNTE

e KoHTekcTHOe MeHIO pasziesia

Cnnckn oT3biBa CepTMgMKATOR (=] ]
% Cnuckn goEepeHHBE CEpTd Wmnopt %
=8 Kpuntonpoeaiigepe
= PazpelweHHele

i.|[J) YcranosnenHbie DBBnENIS
E‘:::l'?l HHFTHI’HﬁII’Iﬂ

Dunetp

8.4.1 CO30AHUE CITMCKA

711 TOTO YTOOBI CO34aTh CIIVCOK JJOBEPEHHBIX CepTM(MKATOB:

1. B nmepeBe 351eMeHTOB ITIaBHOTO OKHa BbIOepmTe pasfest CImcKu IoBepeHHBIX cepTdm-
KaToB.

2. B KoHTekcTHOe MeHIO 0OBeKTa (ITyHKT PerakTipoBaTh My KOHTEKCTHOE MEHIO Ha ca-
MOM pasjiesie) VIV Ha IaHe IV MHCTPYMeHTOB BbiOepuTe IyHKT Co37aTh.

3. Ortkpoercs Macrep co3gaHus crivicka nopepeHHbIX cepTndmkaros (CIC). O3sHakOMb-
TeCh C MOPSAIKOM U TpeOOoBaHVAMM IS CO30aHMs CIIVCKa.

4. VI3 xparwmia win darvia Beioepute ceptrdmkaTs! Y1, K KOTOPBIM IOJDKHO OCYIIECTB-
JIATBCS JIOBepe:

NoBaBnTh M3... Y¥RaniTe Y¥0aniTe BCe MpocMaTP...
Biknmo R L\? MCKE A0BEPEHHEIX CEPTHDMKETOE
dalina |
[ < Hazan ][ Lanee = ] [ OTMeHa ]

st yriporenus movcka ceptudmkaTos «KpunroAPM» 11o3BosisgeT pmisTpoBaTh CepTi-
duKaThI B CIIVICKE 110 X Ha3Ha4YeHMIO.
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HasHaqeH1e: [ﬂm:’ 'J Hacrpoute

«Mioboe >
< J10NOAHUTENEHEIE HASHAYEHWA =
CepTUdMKAT NPOBEPKK NOLMMHHOCTH KNWMEHTA

CepTUdMKaT Noanuol Koaa
Branenel | CeprTudmiaT 3alMTEl SNEKTPOHHON NoYTEl HH
Cermm ¢ CEPTUOUKAT NOAMMCH WITEMNE BPEMEHH
CepTuikaT nognuos OCSP oTEETa
2 Class 3 F cepridmrar IKEnocpeaHika IP-BesonacHocTi
Class 3 FHasHa4eHWA No NOAKMTHKE NOANUCH
Cupyrith?EiHa'-lEHMFl No NQAMTHKE WDpoBaHKA

demos—wﬂq

{55 DigiCert High Assu...
i Digt Certificate Au...
{57 Digt GOST Test CA

[ Digt Test CA i
=l e 4 oma
1 | i 3

[t | »

| 1
MpocMoTp [ HMMnopT... ] [‘:FcraHuE:MTb d:uanp]

5. asiee HeoOXOIMMO 3aIIOJTHUTS JIOIIOJIHUTeIbHBIe ITapaMeTpbl CHvcKa JOBepeHHBIX cep-

TUUKATOB: MIAEHTUPUKATOP, HOPSIKOBBIVI HOMEP, BpeMsI JIeVICTBIS CIIVICKA JOBEPUIS 11
00J1aCTh MCII0JIB30BaHM CePTUPUKATOB B CIIVICKe (MIeHTU(MKATOP 1 OIVIcaHMe).

MoeHTuduKaTop: 454545

MopAaKoBEIN HOMED: 0001

OeicteuTeneH ¢ 21.03.2013 * [[OJne: 28.03.2013

DRNacTb MCNoNEZ0BaHMA:

MoeHtudwatop (0ID)  OrcaHme

1.3.6.1.5.5.7.3.1 CepTHDMKET NPOBEPKM NOANMHHOCTH CEPBEDA

OobasuTs. .. YaanuTe ¥aanute sce

6. Ilpu HeoOXOAMMOCTY BBI MOXKETe ITOIIIVICAaTh CO3JaBaeMBbIVI CIIVICOK JOBEPEHHBIX CEPTU-
dpUKaTOB 27IeKTPOHHOV IIOAMINCHIO. jIg 3Toro nocrasbTe dpsiar HampoTus cTpoku Ilox-
mmucaTh Cmcok JoBepeHHBIX cepTudmKkaTos. [Ipy aToM cTaHeT mocTylieH pasperl, Tie
BBl CMOXeTe yKasaTb HapameTpsl mopammcu CImcka JOBepeHHBIX CepTudUKaToB Wi
B34Thb IIapaMeTPhl M3 TOTOBOV HACTPOVIKM IIOIIIVICVL.
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MoanncaTte CNMooK 0BEpEHHEIX CEPTHDMKETOE

CepTUQMKAT ANA CO3AaHMA NoAMMo

Bnaneneyu cepTudukaTa: CH=0nbra OxoTiHa, 0 =digt,L=l7‘Ic:mr:ap—Dna,C =

XEelWw anropuTH: [MDE

)

BelbpaTe... ] [ MocHOTPETE ]

BzATE Mz HACTpokA:

7. Tlocie cbopa marHbIX HXMMUTe T'oTOBO 11715 3aBepiteHVs MacTepa cospanvs CLIC.

8.4.2 YCTAHOBKA CITMCKA B XPAHWIUIIIE
st YCTaHOBKM CIMCKAa B XPaHWINILE, HeoOXOOMMO BBIOJIHUTD OoIlepanuioo mMMIIopTa

CIIVICKa.

J11s1 TOro 4TOOBI MMIIOPTUPOBATH CIIVICOK:
1.

KaToB.

paszierie) WM Ha IIaHeJIV MHCTPYMEHTOB BbliOepuTe MyHKT VIMMopT.

4. Bsibepure nmmopTupyemsint darut CAC (B popmare. stl):

B AepenBe 3JIEMEHTOB IJIaBHOT'O OKHa BBI6epVIT€ pas3zeil Crckm JOBEPpEHHBIX cemebM-
B KOoHTekcTHOe MeHIO 00ObeKTa (HyHKT PeﬂaKTI/IPOBaTB TUIN KOHTEeKCTHOe MEHIO Ha CaMOM

OtkpoeTtcs ctaHgapTHBI Anastor MacTep ycraHoBku ceptudmkara 1 COC.

MA halina MCxoaHBIX OaHHBIX

DOPMAT MOHET BbITh OAHMM M3 CNEQ YHOLLMX:
dain ceprudwkara - X, 509 (.CER, .CRT)
Coofuwenne cTtannapta PKCS #7 (LP7B, .DER)
XPEHWNWLLE CEPMANM30BaHHEX cepTudukaTos (55T)
dain obMeHa nuuHoR HdopMalen - PECS #12 (PR, .P12)
Malin mcka oT3biBa cepTudikaTos [ CRL)
Dain muoka AoBepeHHEX cepTudmkaTos (5TL, JCTL)

CraTyc

C:Wsers\user\Documentsitestidigt. st

foeer] OAMH MMM HECKONBKO CEPTUAMKATOE,
COC, nubo CAC HeaeRCTBUTENLHEI ELELUTE SIS

5. YKa)KVITe Xpanwiniiie, Kya GYJIGT VIMIIOPTUPOBAH CIIVICOK TOBEPEHHDBIX CepTT/ICpVIKaTOB.

k ) EbIEDETb THN XPaHWNKLLE SETOMaTHY2CKM, HCX0AA K3 TUNa AaHHBIX

ﬂ MpUHYAMTEALHO NOMECTHTE B CNEAYHILLEE XPaHMITHLLE:

[HDOHE)HWB'-IHI:-IE LIEHTPE! CEpTMbMKELIM -

Crmckm HOBEPEHHBIX CEpTT/I(l)VIK&TOB BcCeraa HGOGXO)IVIMO yYCTaHaB/IMBaTb B CICTEMHOE Xpa-

Hwmie IIpoMexyTodHbIe IEeHTPHI cepTHMKALIIN.

6. Tlocsie 3aBepiiieHNs onepaly BO3HUKHeT coobiieHme 06 ycrentHoM mmmopte CHC.
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8.4.3 TIPOCMOTP MH®OPMALIMN O CITICKE
B mpaBovt rTaHe M IJTaBHOTO OKHAa JOCTYITHA Oa3oBasi MHMOpMaNys O CIVCKaX JOBEPeH-
HBIX CepTUdVKATOB:
e lVperntTuduxarop;
e Cpox mevictBust CC (mevicTBuTesIeH ¢ / AeVICTBUTEIIEH T10);
o O0iacTit mpUMeHeHMs;
o CeptudnkaT MOOIINCH.
1 mpocmoTpa rogpooHovt mHopMariym o Cricke moBepeHHbIX CepTH@MKATOB, BBITION-
HUTe CJIefIyIoIye IIaru:
1. Berbepure HeoOxomymeit CLIC 113 crivicka, B KOHTEKCTHOM MeHIO OOBeKTa 1TV Ha ITaHe I
3ama4 BbeIOepuTe MyHKT CBOVICTBa:
2. Ortkpoertcs popma ¢ mHPopMarmen o Cvcke JOBepeHHBIX CepTHUEPMKATOB):
e Bzaxinagke O6mme cofgepxmutcs obimast mHGOpMaIs O IIPOCMaTPUBAEMOM CITVICKE:

Obwme | CRWCoK AOBEpKHA |

CBeEeHHA O CNHCKE OOBEPHA CEpTWhHKaTOB

s ; -
Lg_ﬁlﬂ 3TOT CNMCOK A0BEPMA CEPTUOMKATOE HE MMEET LApoBoi
MOAMACH W HE MOKET DBITE NPOEEDEH,

Mane 3Ha4eHue
V1

m

Bhil:un rHCKE 340035003400 350034003
BﬂumenDBaTeanblﬁ Homep 01

B,D,EHUBMTEHEH C 21mapTta 2013, 12:27:24
B.ﬂmrupmm cyibeKTa shal

Q.ﬂmrnpmm OTNEYETKS shal -

1| 1] b

SHaYeHWe:

MpoBEEpKa No4NMHHOCTH CEPEEPE

o Bsaxnagke Cnmcok moBepus f1aeTcs 1o pobHas mHoOpMaIins o KaxioM cepTudm-
KaTe, BXOJI4IIleM B IIpOCMaTpVBaeMbIVi CITVICOK.

8.4.4 OWILTPALIVA CITMCKA

Bbl MoXkeTe pruIbTpOBaTh CIICKM foBepeHHbIX cepTrdmKaTos (CIC) mo cienyrommm rapa-
MeTpaMm:

e U3aTesIb;

e narta, ¢ kotopon CIC nenicTBuTesieH;

e narta, no koropyito C/IC nevicturesien;

e  UIEeHTUUKATOP MCIIOIIb30BaHMS;

e 0oOiacTh MpUMeHeHNs;

e cepTudMKaT IOIIVCH.

1151 TOrO 9T00B! OTIVIIPTPOBATH CIVICKM JJOBEPEHHBIX CepPTMU(MKATOB!

1. B pasgere Ciucku DoBepeHHBIX cepTHdMKATOB BEIOepTe MAIIKY C TeM TUIIOM CIIVICKOB,
KOTOpBIe HeOOXOIMMO OTPWIIBTPOBATh. B KOHTEKCTHOM MeHIO BbIOepuTe ITyHKT PUIbTp.
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2. B okne YcraHoBKa pmibTpa yCcTaHOBUTE ITapaMeTphl, 110 KOTOPhIM HeOOXOAMMO 0ToOpaTh

Ccac:
MaeHTrdmMKaTop: | Nioboe b |
[&Ta MznaHuA: |c.;..;.-|-3.,=-_-|-c|-33.-.,=_-r - | 10.03.2013
Chen yHLLMEA BeImyoK: | NioGoe - |
(DBNaCcTH MPUMEHEHKA: | NioBoe - |
CepTHdMKaT NOAnMCA: | NioBoe - |
8.4.5 COPTMPOBKA CITVICKOB

B mporpamme «KpunroAPM» peansoBaHa BO3MOXXHOCTb COPTUPOBATh CITVICKM JIOBepeH-

HBIX CepTUdMKATOB B OOIIeM CIIVCKe.

CopTrpoBKa MOXET BBIITOJIHATHCS 110 CJIEAYIOIIVM IlapaMeTpaM:

8.4.6

VnenTndukarop (MMs nsgaTesIs CIIMCKa OT3bIBa);

HaTa v3manus (naTa, C KOTOPOVI HeVICTBUTEIEH CHV[COK) ;
Crienyromiui BBIITyCK (HaTa, 110 KOTOPYIO JeVICTBUTeJIeH CIIVICOK);
Ob6mnacTv npuMeHeHMs (MOEHTUMUKATOP VUCIIOIb30BAHIA);
CeprudmxaT mogmmcim.

Waentudukarop | 4 [data wsgaHua % CResy Wi BeINycK OBnacty
3454545 21.03.2013 136155731
% Digt 25.03.2013 <BCe>
DKCIIOPT CITMCKOB

IIporpamma 1103BOJI€T SKCIIOPTUPOBATh CIIVICKM JoBepeHHBIX cepTudmkaTos (CHC) B xpa-

HWINIIIE.

J1151 TOrO YTOOBI SKCIIOPTVPOBATh CIIVICOK JOBEPEHHBIX CePTIPUKATOB:

1.

5.

B Aepene 2JIEMEHTOB I'TIaBHOI'O OKHa BBI6€pVITe paszeil Comckmn AOBEepEeHHbIX CQPTVIQ)VIK&-
TOB.

. B HpaBOI7I ITaHEeJINM I'TTaBHOI'O OKHa BbIIeJINTEe CIIMCOK (VIJ'IVI Ipyry CHVICKOB) ’ KOTOpBIVI Heo0-

XOIIVIMO 3KCIIOPTVPOBATh, B KOHTEKCTHOM MeHIO OOBeKTa WIV Ha ITaHeIN 3a/1a4 BeIoepuTe
IIYHKT DKCIIOPT.

OrtkpoeTcs cTaHAapTHBIV Inaor Macrep 3KcropTa cepTHMKATOB, IT03BOJIAIONIN BbI-
Opatb sxcriopTupyemsint dait CHC.

. Beenmre st pavwia Crivicka ;10BepeHHBIX CepTUdUKaATOB.

WMMA daiina;

C:\Usersiuser\Documents\testidigt. st Ofzop...

B 3aximroueHme BO3SHUKHET COO6H.I€HT/I€ 00 YCIIEITHOM 3KCIIOPTE CITMCKaA.
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8.4.7 YIOAJTEHUE CITMCKA
Cucrema 1o3BoJIsieT YOISATh CIVICKY ToBepeHHBIX cepTudmkaros (CHC) 13 xpaHwmina.
YT0OR! yAQIUTH CIIVICOK:

1. B nmepeBe 351eMeHTOB ITIaBHOTO OKHa BbIOepmTe pasfest CImcKku IoBepeHHBIX cepTdu-
KaToB.

2. B mpaBom mmaHe M I71aBHOTO OKHa BBIZIeJINTE CTPOKY CO CIIVICKOM JIOBePeHHBIX CepTndm-
KaToB (WIN IPYIIITy CIVCKOB), KOTOPBIVI HEOOXOAMMO YHAAINTh, B KOHTEKCTHOM MEHIO
oOBeKTa WiV Ha ITaHeJ IVt MTHCTPYMeHTOB BbIOepuTe MyHKT Y IaInUTh.

3. TlopgrBepnuTe pemnieHve yAaIUTh CIIVICOK.

4. B aryuae moaTBep KIeHMs CIIMCOK JOBepeHHBIX CepTdUKaTOB OyIeT yaajleH 13 XpaHu-
JIVIIIA.

8.5 OIIEPALIMV C KPUIITOIIPOBAVMIEPAMM

Kpurnrroniposannep (CSP, Cryptographic Service Provider) — He3aBUCHUMBIVI IIPOrpaMMHBIN
MoOJ1yJIb, MHTerpupoBaHHei B Windows 1 copepxarnuii 6mbiamoTeky KpurrrorpadmdecKmx
dyHKIMI co cTaHIapTU30BaHHBIM MHTepdericoM. Kpunrorposariziep BBIIOIHSAET CIIefdyolie
Kpunrorpadpvdeckme QyHKIINN:

e dopmupoBaHMe/IIpoBepKa 3J1eKTpoHHOM noamvicy (DI1),

e mmdposaHue MHPOpMaIINH,

® XpaHeHMe KJIouelt Bcex TUIIOB.

Kpurnrroniposariep npenHasHadeH [171 aBTOpU3aliuy, odbecriedeHnst KOHMUIEHITNAIbHOCTI
VI FOPUIVYECKOV 3HaUMMOCTM 3JIeKTPOHHBIX JOKYMEHTOB TPV OOMeHe MMM MeX/1y I10JIb30BaTe-
JISIMVI, KOHTPOJISL LIeJIOCTHOCTY MH(OPMAIIU U JIP.

JocTyIHBI cjlelyrolye orepalyuy ¢ KpUIITOIIpoBariiepaMit:

e IIpocMoOTp cBOVICTB KpUHTOITpOBariepa

e  QOuIbTpalVs KPUIITOIIPOBaVIIEPOB

o™n orepannm MOXXHO BBIIOJIHATDE Yepes:

e [laHesr MHCTPYMEHTOB

¥ =

OBHoEWTE 'I"Ir‘IJ;bTFI-

e

CBONCTER

e KoHTekcTHOE MeHIO0 0OBeKTa

4 Klma kpunTonpoeaigepa
"~ Crypto-Pro GOST R 3410-2001 C

8 Microsoft Base Cryptographic CeoicTea L}
[ Microsoft Base DSS and Diffie- ide
E® Microsoft Base D5S Cryptograp OBrosure
[8 Microsoft Base Srmart Card Crypto Provider

e KOHTeKCTHOe MeHIO paszgeiia
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B (o ronpossise

E‘ pa.’rpELlJEHHI QBHOBNTE m

..... IT] ¥eranoeneHHbIE

8.5.1 TIPOCMOTP CBOVICTB KPUITTOITPOBAVIIEPA
YToOBI IIPOCMOTPETH CBOVICTBA KPUIITOIIPOBariepa:

1. B mepese 371eMeHTOB INIaBHOTO OKHa BbIOepuTe Kpunronposarimepbr> YcraHoBIeH-
HbIe. B 11paBovt maHem I71aBHOTO OKHA OTOOPA3WTCS IIOJIHBIN IlepedeHb KPUITTOIIPOBai-
JIepOB, YCTAaHOBJIEHHBIX B OIepallIOHHO crcTeMe. [jIs IIpocMOoTpa CBOVICTBA KPUIITO-
IIpoBariziepa BEIOEpUTe HEOOXOAVMBIN KPUITTOITPOBaVIeP M3 CIIVICKA VI B KOHTEKCTHOM
MeHIO 00beKTa 1TV Ha TIaHeJIV MTHCTPYMeHTOB BbIOepuTe myHKT CBOVICTBa.

1. Orkpoetcs okHo ITapameTpsl Kpunronposanaepa. ViHdopMmaris 1o cBovicTBaM KpuIl-
TOIlpoBarepa IpecTapieHa 3 3aKIaKaMu:

e OcHoBHas MHOpMaIs;
e KimoueBnie KOHTEVIHEPBI,
e AJITOPUTMBIL.
1) OcnoBnas nHdpopMars;
3aKi1a/iKa CoIepXUT TaKye JaHHble, KaK 1Ms IIpoBaviiepa, TUII IIpoBariiepa 1 HoMep TUIIa.

OCHOBHEA MHGOPMALA |Kmo'-|esble KOHTEMAHEDEI | .ﬁ..nrupMTMbl|

MmMa kpunTonpoealinepa:  Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

Twn KpunTonposaiaepa: | S0ST R 34, 10-2001 Signature with Diffie-Helman Key Exchange

Homep Tuna: 75

2) KittoueBble KOHTeVIHEPBI;

3aKiIajiKa CofepKUT TaKMe JaHHble, KaK MM IIpoBaziepa, TUII IIpoBarepa 1 HOMep TuIla

ITpu dpopmMupoBaHNM 3aKPBITHIE KITFOUM 3allVIChIBAIOTCA Ha KITFOUeBOVI HOCUTEJIb (KITFOYeBOTl
KOHTeVIHep).

KirroueBort KoHTeVIHep MOXeT Coflep>KaTh:

e  KJIIOY IOAIIVCY;

e KI0Y IMppoBaHM;

e  KJIIOY IOAIVCK ¥ KITIOU I POBaHMS OHOBPEMEHHO.

J1omoTHUTEIIPHO KITIOUEeBOVI KOHTEVHEP COIEepPKUT CIIykeOHYyI0 MHMOpMaIlnio, HeoOXomam-
MyIo ISl obecriedeHMs: KpUIITOrpadpMUecKOV 3aIllAThI KITIOUeV, X IIeJIOCTHOCTM M T. IL
Kaxxgpm1 koHTeVHep (He3aBVCHMO OT TUIIa HOCUTEJIS) SBJISeTCs IOTHOCTBIO CaMOCTOATEIbHBIM
VI COIEPKUT BCIO HeOOXOIMMYIO MH(POPMAIIMIO T paOOThI KaK C CaMyM KOHTeTHepOM, TaK M C

3aKPBITBIMU (V[ COOTBETCTBYIOIIVIMI VIM OTKprTBIMT/I) KIIroyaMm.
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| CCHOBHAA MHDOPMALYAA | KnioHeskle KOHTeAHEPEI |AnrupHTMb||

MMA KOHTEMHEPS

F= 347eeebs-ddoc-4a06-acdf-363759¢27ca
FE c04531453-1fd2-4b28-9ca2-772223a23bal
l:'-'; 3dcdoha2-73e0-4f84-8660-9395a9542 381
IF Microsoft Enhanced Cryptographic Provider v1.0
F= ofbfadch-34eb-44a0-ae0a-feab 78 1455¢d
FE 259f4179-d3c2-4729-972f-abf031782d6a
FE 63196759c327-40a4-86cf-a80ea529450d

B srom 3axitazke BBl TakKe MOXeT YHAISATh KIloUeBble KOHTeIHephl. [IJ1g 3Toro BeIOepuTe
KOHTeVIHep, KOTOPBIVI HeOOXOAMMO yIa/INTh, U IIeJIKHUTe Ha HeM IIpaBoVi KJlaBUIIIeVl MBIIIIV: BbI-

6epure YoammTe OTKpOeTCs OKHO € IpeayIpeXIeHreM.

| CCcHOBHEA MHBOPHaLIMA | KioueERIE KOHTEIAHEDBI | ANropdTHbI |

MMA KOHTENHEPS
P:E 347eech8-ddic-4al6-acdf-36375e9c27ca
I:ILE c0481453-1fd9-4b 28-9ca 2-772223a23bal

¥ganuTte KoHTelHED

Obpamume Buumanue, umo npu yoalreHuu xoHmeixepa BoccmarnoBums kaoueByio napy

0ydem HeBo3MOKHO.

ITogTBepanTe CBOE pellleHye:
r

=)

BHumanme!!!

. Cefvac BygyT yaaneHsl koHTeRAHep(bl)
@ - 347 ecebB-dd0c-4al6-acdf-36375e0c27 ca
- c0481453-1Fd9-4b28-9cal-T72223323bal
- 3dcdchb2-73e9-4f84-866.-9395a954 2381

Mocne yaaneHna KOHTEAHEDE Bbl HE CMOMETE BOCCTAHOBNTE KHIHM,
MpoacnxnTte?

' fe | [ ter |

KiroueBoit koHTeltHep OyzeT ymasieH 13 0DIero crvcka sl BBIOpaHHOTO KPUIITOIIPOBai-

mepa.
3) AJIropuTM™MBIL;
3axsTamKa comep KT MHMPOPMAIINIO 00 VCIIONIb3yeMBIX aJIFOPUTMAX:
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| OCHOBHAR MHOPHALIMA | KNHYEBRIE KOHTEHHEDRI | ANropUTHE!

KopoTkoe UMA ... THA anropuTHa

GOST 23147-89 LLnbpoEaHMe
GOSTR 34.11-94  XswupoBaHue
HMAC GOST 281... XswWpoBaHWe
Diffie-Hellman EL
DiffieHellman EL ~ OBMeH karoqami
GOSTR 34.10-2... 2N

CBMEH KIHHEMA

OndH. .. MuHW... Makc... [QAMHHOE MMA SNropuTHE
256 256 256 GOST 28147-89

256 256 256 GOSTR 34,1194

32 32 32 HMAC GOST 23147-89
512 512 512 Diffie-Hellman EL

312 512 512 Diffie-Hellman EL

512 512 512 GOST R 34, 10-2001

8.5.2 OWIPTPALIMS KPUIITOIIPOBAVIIEPOB
[17151 TOrO 9T00B! OTIIIPTPOBATH KPUIITOIIPOBAVIIEPHI B CIIVICKE IO IMEHIA:

1. Bpaspeire Kpunronposarinepsl BbIOepiTe MAMKY C TeM TUIIOM 00beKTOB, KOTOpbIe HeoO-

XOIIVIMO OT(PMIIBTPOBATh. B KOHTEKCTHOM MeHIO BbIOepuTe ITYHKT PUyIsTp.

2. Bokne YcraHOBKa pmIbTpa yCcTaHOBUTE ITapaMeTp, 10 KOTOPhIM He0OX0AMMO 0ToOpaTh

KPUIITOIIPOBaMIEPhL:

WMMA KpMAToNpoBaMAEpa: [HaqMHaETr_ﬂ c v]

Microsoft

8.6 OIIEPAIIMM CO CHHPABOUYHMKAMM HASHAUEHU (ITIOJIUTUK) CEPTUD®UKATA

ITporpamma «KprntoAPM» mo3BossieT 100aBUTh K CO3IaBaeMOoVi ITOATIVICY VI cepTudm-

KaTy MHAOpMalIMIO O ero HasHa4eHU!, HalrpuMep, rpud coriacoBaHms, Tpud yTBepXIeHus 1

T.II.

C momompro rrporpaMmel «KpunroAPM» B citpaBoYHMKe BBl MOXKeTe:

CospaBaTh HOBble Ha3HauYeHWs ITOIIIVICeT;
ITpocMaTpuBaTh CBOVICTBa Ha3HaAYeHUI;
DwIbTpOBaTh Ha3HAUeHM B CIIVICKe.
CoprupoBaTh Ha3sHa4YeHM
ViMmopTupoBaTh Ha3sHauYeHS;
DKCIOPTUPOBaTh Ha3HaAUEHWS;

VasnsTb Ha3HadYeHVS TIOIIIVICET.

o™n orepannm Co CliipaBO4YHIMKaMUV Bbl MOZKET€e BBIIIOJIHATD Yepes:

e [laHesb MHCTPYMEHTOB

=

®un ETR

RI5];

CJBHOBWUTE

cg

Cozgate Wmnopt 3Skcnopt

(o (99

¥panute CBoWCTEA

e KoHTeKcTHOe MeHIO paszera

=Ll CnpasodHmKm

BB HazHaueHna cepTidi s =
- L) Hazwauenns nognnce Co3aaTe HOBOE HA3HAYEHME
a3 Knnewnt Y
= “"26 went YU Mrnopr

-5 3anpocel Ha cepTrdg

-{Z) 3anpocel Ha oTseie e SEETERT

) 3anpocel Ha npuocTa DunsTp

El 3anpocel Ha Bo30BHO

- 3aNpockl HA CMEHY K OBHoBEWTE
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e KoHTekcTHOE MeHI0 00OBeKTa

8.6.1

¥ WMaentudukatop (OID) HanmeHoES
=

61136155739 sl 04
[04]1.361557.38 Jkcnopt o4

N

[24]13.61557.34 Cooiicraa aLLl
[04]1.361.557.3.3 o4
[e2]13561.557.3.2 OEHoBMTE po

CO30AHME HOBOTO HASHAYEHI

Yro0bI CO3JaThb HOBOE€ HasHadYeHVe CepTT/ICpT/IKaTa TUIU ITOOIIVICAL:

1.

B nepese anemeHTOB I1aBHOTO OKHa BhIOepuTe pasmenn CnpaBounmknu > HasHauenms
cepTudukaroB i goOaBleHNsl HasHadeHMs cepTudmkata wii CIpaBOYHMKM >
Ha3nauenws mopmvicy 11 Jo0aBieHNs Ha3HaYeHMs ITOAICH. B mpaBot rmasesnm riias-
HOT0 OKHa O0TOOPa3UTCs CIVCOK YCTaHOBJIEHHBIX Ha3HaAYeHML.

YToOBI co3/1aTh HOBOE Ha3HaUeHIe, B KOHTEKCTHOM MeHIO pasziesia BeiOepuTe myHKT Co-

34aTh HOBO€ Ha3HaY4Y€HMeE VIV Ha IIaHeJIM MHCTPYMEHTOB C03IlaTI>.

3. ITosiBUTCSI OKHO BBOJIa HapaMeTpoB HOIUTHKN. Beenure nneHtudmkarop (OID) 1 ero onm-

caHme:

Mapametpsl asHTHdMKaTopa (CID) @

Waermudwatop (OID): | 1.3.6.1.5.5.7.3.1|

OnMCaHKE: CepTudukaT X509, MMEMLLMA SaKPEITHIA KDY

[ Ok ] [ Cancel

LN

4.B CIIPaBOYHMK Ha3zHaYeHU )IO6&BVITC$I HOBas 3aI1ViCh.

8.6.2

ITTPOCMOTP CBOVICTB HA3HAYEHVS

Yro6rI TpocMoTpeTh cBovicTBa OID-a:

1.

B mepeBe 211eMeHTOB I7IaBHOTO OKHa BbIOepuTe pasnen CnipaBounmky > HaszHaueHns
cepTndMKaTOB I IPOCMOTPa CBOVICTB HasHaueHMs cepTidurKkaTa i CripaBOYHUKMI
> HasHadeHMs MOANVCH [T IIPOCMOTPa CBOVICTB Ha3Ha4YeHs oammvicy. B mpaso ma-
HeJIM T7IaBHOTO OKHa OTOOPA3UTCs CIMCOK YCTaHOBJIEHHBIX Ha3HAUEHNUV CepTU(IKATOB.
YT0OBI ITPOCMOTPETH CBOVICTBA Ha3HAUeHsSI cepTuduKaTa, BEIOEpUTe ero n3 CIvcka, B
KOHTeKCTHOM MeHIO 0ObeKTa VIV Ha ITaHeJIV MHCTPYMEeHTOB BeIOepuTe IyHKT CBOW-
CTBa.

[NostBuTcs okHO ITapamMeTphI TOIMTUKY, B KOTOPOM OTOOpasmTcs MHAOPpMAaIs O UaeH-
tduxatope (OID) 1 ero omnicanme:
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Mapametpol naeHTUdmkaTopa (CID) ﬁ

WMaexTudmkaTtop (OI0):  1.3.6.1.53.5.8.2.2

OnK1caHKe: CepTuimkaT IKE-nocpeanvka IP-0e3onacHocTi

Ok ] I Cancel

8.6.3 OWIbTPALIVSI HASHAUYEHUI
Bbl MoXxeTe pwIbTpOBaTh Ha3HaUEHN B CIIVICKE I10 CIeAYIOMIMM ITapaMeTpaM:
e wunpenTudMKaTop ceprndmkara (OID)
e HalMeHOBaHNe
[y1s1 TOro 9T00B! OTIIIPTPOBATH Ha3HAUEHVISI CePTMU(MKATOB!
1. B pasnerne CnpaBounuku > HasHauenns cepTmndnkartos 1w B pasaerie CIpaBOYHMKNI
> Ha3zHaueHMsI IOAINMCH B KOHTEKCTHOM MEHIO BbIOepuTe IyHKT PuiIbTp.
2. B oxHe YcraHOBKa ¢pwiIbTpa yCTaHOBUTe IapaMeTphl, II0 KOTOPBIM HeOOXOIVMO
0TOOpaTh Ha3HAUEHIS:

WaeHTudwmaTop (OID): ICQQTBETUB}-ET - I 1.3.6.1.5.5.8.2.2

HaumeHoBaHMe: Iﬂmﬁue - I

8.6.4 COPTMPOBKA HASHAYEHWVI B CITVICKE

B mporpamme «KpuniroAPM» peanmsoBaHa BO3MOXXHOCTb COPTUPOBATh Ha3HAYeHN B CIIpa-
BOYHVIKE.

CopTrpoBKa MOXET BBIIOJIHATHCS 110 CJIEAYIOIIVIM IlapaMeTpaM:

o wunenTudukartop (OID)

e HayMeHOBaHVe Ha3HaueHVIsI

T Waentudukarop (0ID) HaumeHosaHne
[b4]1.351.55822 Cepmugurat IKE-nocpeanuea IP-Besonachoomi
[F4]1.361.557.39 Cepmudmkar nognucw OCSP oTeeTa
[02]136.1.55.7.3.5 CepTrdrKaT NognucK LUTAMNE BEQEMEHN
[F4]1.361.55734 CepTUdiKaT 3aLMTEl 3NEKTPOHHON NOYTEI
[22]1.3.6.1.5.57.3.3 CepTrdmeaT nognucK Koaa
[02]1.36.1.557.3.2 CepTrduKaT NpoEEpEN NOAMHHOCTH KNWEHTAE
[F4]1.361.557.31 CepTudueaT NpoEepKY NOANMHHOCT CEpEEPa

8.6.5 VIMITIOPT HABHAYEHMSI
YroO6B! MMIIOPTHpPOBATh Ha3HaUeHMe cepTudrKaTa B ¢popmare .xml:
1. B nepese a51eMeHTOB IVIaBHOT'O OKHa BblIOepuTe paserl CnpaBounuku > HasHaueHnns
cepTHdUKaTOB /I MIIOpPTa HasHaueHM1 cepTrudmkaros i CripaBOYHMKM >
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8.6.6

HasHadeHws moammcy 11t IMITIOpTa HasHaYeHWT IIOAIVCHU. B ripaBovi maHe v ryias-
HOTO OKHA OTOOPa3mMTCs CHVICOK YCTaHOBJIEHHBIX Ha3Ha4eHNVT. YTOOBI MMIIOPTUPOBATh
Ha3HaudeHNe, Ha ITaHe/ IVl MTHCTPYMEHTOB BbIOepuTe IyHKT VIMIOpT.

B oxne nposonHMKa BeiOepuTe dparwi ¢ OID B popmare .xml

B cripaBouHVIK HasHa4YeHMV OyieT MMIIOPTVPOBAHO HOBOE Ha3HaYeHe.

DKCITOPT HASHAYEHMSI

Y008I 3KCITIOPTHMPOBATh Ha3HaUeHMe cepTrdrKaTa B popMare .xml:

1.

B nepese a11eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasfesl CnpaBounmky > HasHaveHms
cepTmUdMKaTOB I SKCIIOpTa HasHaueHU cepTudmkaros wi CrnpaBounnkm > HaszHa-
YeHMs IOAIVCH IS 9KCIIOpTa HasHaueHUV IOAVCK. B mpaBot maHev I71aBHOrO OKHa
0TOOpa3mUTCs CIMCOK YCTaHOBJIEHHBIX HasHaueHu. YToOBI SKCIIOPTHpOBaTh Ha3HaUYeHVie
(v rpyIIy HasHa4yeHMiT), BbIOepuTe ero 13 crvcka. B KoHTeKCTHOM MeHIo 0OBbeKTa VI
Ha IaHeIV MHCTPYMEeHTOB BbIOepuTe ITyHKT DKCIOPT:

2. B okxHe npoBogHMKa BBeIUTe MM SKcopTupyeMoro darwia c OID

3.

HasnaueHmne ceptudmkara 0yzer sxcnoptposaHo B dpaiwi ¢ OID B dpopmare .xml.

Bber MmoxeTe SKCIIOPTUPOBATDb Cpa3y BCe Ha3sHAYEHVI, [JI1 3TOI'O B KOHTEKCTHOM MEHIO Ha pa3-

aeiie Haznauennus cepmchKaTa/Ha3HaqumI IoAIIviCY VUIV Ha ITaHeJIV MTHCTPYMEHTOB BBIOE-

puTe yHKT DKCIIOPT.

¥ Ilpu o0noBpementiom sxcnopme Beex uiu Heckosvkux nasnauenuil, 6ydem cozoabamvcs o0un

—— .xml ¢paiin, codepxauyuil Bce sxcnopmupyemvle HASHAHEHUA.

8.6.7

VYIOATEHVE HASHAYEHMS

YTo0BI YAaJIUTh Ha3Ha4Y€eHve CepTVICbV[KaTa "3 CIIpaBOYHVIKA:

1.

8.7

B nmepese s11eMeHTOB IJIaBHOTO OKHa BbIOepuTe pasfenr CnpaBounmky > HasHaveHwms
cepTndMKaTOB /)1 yaajeHNs HasHadeHns ceptudrkaTos wiv Cnpasounnkn > Haszna-
YeHMs DOAIINCH [IJI4 ylaJleHVsl HasHadeHs HoACcH. B rpaBovi maHe v I71aBHOrO OKHa
0TODOpa3sUTCs CIVCOK yCTaHOBJIEHHBIX HasHaueHU . BeiGepuTe HasHaueHue (WIv TPyIITY
Has3Ha4eHUIT) M3 CIVCKa, B KOHTeKCTHOM MeHIO 0ObeKTa VIV Ha IIaHe/IV MHCTPYMEHTOB
BbIOepHUTe MyHKT Y IaIuTh.

Ha 3ampoc crcTemel II0[ITBEp/ANTe CBOE pellleHue.

BBI6paHHO€ Ha3HadeHMe 6y21€T yYAasIeHo M3 CIIpaBOYHMKa HasHa4YeHUM CepTT/Iq)VIKaTOB.

OIEPALIMY C KJTFOUEBBIMM HOCUTEJISIMU

C nomonirio nmporpammel «KpunrroAPM CranpgapT» Bbl MOXKeTe IOIK/IIOYaTh OTUYXKaeMble

KJIro4eBbie HOCUTEIIVI I IMIIOPTUPOBATDb CepTT/[CpVIKaTBI C HUX B JINMYHOE XpaHWINIIE I10JIb30Ba-

TeJIA.

Ha ceronnsimzmi 1eHb paboTa ¢ oTayXkaaeMbIMy HocuTeaMu depes «KpurrroAPM» pea-

mmsoBaHa Tosibko st «Kpunrollpo CSP» n «KpunroITPO YOK CSP». PaboTaTk ¢ oTuyXiae-

MBIMV HOCUTEJISIMU, VICIIOJIb3Ysl ApyTue KPUIITOIpoBarieprl (HampuMmep, cTaHgapTHble Win-

dows), BbI MOXeTe, HO TOJIBKO Uepe3 CpeJicTBa CaMOro KpHUITOIIpoBaviiepa (a He IIporpaMMbl
«KpuntoAPM»).
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B BepXHEM MEHIO I'TITaBHOI'O OKHa BBIGepT/ITe ITYHKT Ceanc > HO,Z[KJIIO‘II/ITL OT‘Iy)K,Z[aEMLIfI

HOCUTEJIb. )Ianee cne;xyﬁTe YKa3aHVsIM IToMonTHMKa MOOKIFOYEeHMS 0TIy>XXJaeMO0ro HOCU-

TeJIA:

Ha nepBoM 11are 03HaKOMBTeCh C IIOPSIIKOM ¥ TpeOOBaHMAMM K IMOIKIFOYeHUIO OT-
ayxgaeMmoro Hocuresst. Haxvmre [lasee.

B cienyromiem okHe BbIOepuTe TUII KPUIITOIpOBaviiepa M KIII0UeBOro Hocuress. B
KadecTBe KJII0UeBOI0 HOCUTeJIsI MOXKeT BBICTYIIaTh AMcKeTa win cMapT-KapTa/USB
TOKeH. /1711 ITpooJDKeH sl BCTaBbTe HOCUTEIIh 1 HaXkaTh KHOIIKY [dastee.

BriGepuiTe B crivicke KOHTeVIHepOB cepTMUUKATHL I yCTaHOBKM. Bbl MoXeTe 11po-
CMOTpeTh MHPOpMaLuio 0 cepTrdmKaTe, BHIOpaB KOHTEVIHEp 1 HaXkaB Ha KHOIIKY
ITpocmoTpeTs cepTidUKaT B KOHTeViHepe. /171 3aBepllieHNs olepary HaXXMUTe
Ha KHOIKy I'oToBo.

CrKcoK KoHTeMHEPOE

KMma MaeHTIdMKETOD

KonTelinep 01  962232c5-9323-4835-91de-4d9577d6fasd7

KoHTelHep 02 032f2c10-99d 3-4fch-bE52-3b80497481d 1
KoHTelHep 03 8335e4a8-a402-9bb7-3135-bab30b 143ca7
KoHTelHep 04 adS6dd95-3362-43e6-96ea-72339dc 56089
KoHTelHep 05 7at83a68-39bb-4cd3-5a53-3fa0a7ebath2
KoHTefiHep 06 ruToken2

KonTelnep 07 589f39d7-96f0-4d13-b853-9a542fa 72fad

[ MpocHMOTPETE CEPTURMKET B KOHTEMHEpPE ]

ITpu obpartieHnI K KOHTeVHEPY BBeIUTe pin-Kof,.

Jlajlee BO3HMKHET OKHO C pe3yJIbTaTOM BBIIIOJIHeHMs olepamun. Bel MoxeTe Ipo-
CMOTpEeTb JIONOJIHUTEIbHYI0 MH(OpPMAIIMIO O cTaTyce MMIIOpTa CepTUdUKATOB C OT-
4y>K[1aeMOI'0 HOCUTeJIs, HakaB Ha KHOIKY [leTasmi.

=

PE3}"III:TET NoAgKNEYEHMA OTHY R A3EMOrD HOCKMTEANA

@ ¥omex SaKpLITh

D MoaknoYKMTe I:.I'IEJ:I.'}'}GLLI.ML.& HOCMTEND fetand =3

Il

L% - A

B oxHe pesysibraTa BBIIOJIHEHMSI OIleparii MOXKHO IIPOCMOTPeTh XypHaJl oIlepa-
1. B cirydae BOSHMKHOBEHMS 3aMedaHNil, X MOXKHO UCITPaBUTh, BRIOpaB X B XKy p-

HaJie 1 Ha’XXaB Ha KHOIIKY V[Cl’[paBI/ITB.
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HmMa CTaTyc NoAKMOYEHHA KNKDYEEoro HOCUTENA

EBI{DHTEL'&HEp 04 KoHTEAHED HE COOEMHWT CEPTUDMKETS
OKDHTEHHED 05 HKoHTEAHED HE COOEMHWT CEPTUDMKETS

QKDHTEE&HEp 06 HKoHTEAHED HE COOEMHWT CEPTHDMKETE ‘
: CaMonoAnMcaHHbIM CepTUDWKAT He YCTaHOBNEH B KopHE. ., (I

Onepauma Cratyc
@MHmumanmaumﬂ npoEaiaepa YmewHo
@nDﬂy‘HEHME KJTHOUE M3 KOHTEAHEDS YonewHo
@I‘IDHWEHME CEPTUDMKATE M3 KOHTERHEDS YonewHo
@Yv:raHn:nE:r:a CENTUDMKETE B MMUHOE XPEHUAMLLE CepTudikaT v...
c!l'l‘:“v_—raﬂusrca CEPTUDMKETE B KOPHEBOE XPEHWMLLE CamMonoanucaH. ..

[ MpocMOTPETE CEPTUGMKAT ] [ WcmpasuTe ]

7. YToOBI 3aKpBITH OKHO pe3yJIbTaTa BBIIIOJIHEHVIS Oollepalii, HaXXMITe Ha KHOIIKY 3a-
KPBITh. YTOOBI MOIKIIOUNTD CIIEYIOIIVI OTIY KIaeMbIVi HOCUTEIIb, IIOCTaBbTe dpjiar
IogxIr0unTh CyIeayroIuii HocuTeab. I1py HakaTny Ha KHOIIKY 3aKpBbITh BHOBb

OTKPOETCA MacTep IIOAKIIIOYEHVI OTHY X XKAAeMOI'o HOCUTEJLA.

¥ MmnopmupoBannsiil ¢ katoueBoeo HocumeAs cepmugpuranm MoxHo npocMompents 6 Auunom
——  xpanusuue cepmupuramo8 noavzobamens.

8.8 PABOTA C 2JIEKTPOHHOW ITIOOITVCHIO (DIT)

8.8.1 BUOBI DJIEKTPOHHBIX ITOOIIVCEN
B ®enepanpHOM 3aKk0He Poccuiickont Peneparyu ot 6 amperrst 2011 r. N 63-D3 "O6 amek-
TPOHHOV ITOANMCH" B cTaThe 5 «Bugpl 271eKTPOHHBIX IIOJIIVICETI» OIVICAHBI BUIBI 2JIeKTPOHHBIX

TIOIIIVICEN VM MX OTJIINYMTEIbHbIE IIPU3HAKN.

1. Bumamut 371eKTpOHHBIX ITOATIVICEV, OTHOIIEHVISI B 00JIacTH MICIIOIb30BaH KOTOPBIX Pery-
JmpyloTcs HacTosM PeepaibHBIM 3aKOHOM, SBJISIOTCS ITPOCTasl 3JIeKTPOHHAs ITOINCh U
yCWIeHHas 3JIeKTpOHHasd IIONNCh. PasimuaroTcst ycwieHHas HeKBaJMUIMpoBaHHas 3JIeK-
TPpOHHasl HOAINCH (fajlee - HeKBaJIMPUITMpOBaHHasl 2JIeKTPOHHasl ITOJININCh) M yCuJIeHHas KBa-
JmduIMpoBaHHas I1eKTPOHHasd MOAINCH (Hajlee - KBaJIMuIlMpoBaHHas IeKTpOHHas IIO-
TIVICB).

2. IIpocTovt 37IeKTPOHHOVI IIOAIINCHIO SBJISeTCS 3JIeKTPOHHAs IONINCh, KOTOpas Iocpe-
CTBOM VCIIOJIb30BaHMsI KOZIOB, ITapoJIeVt WiV MHBIX CPeJICTB IoATBepXK/IaeT pakT popMUpOBaHIs
3JIeKTPOHHOVI IIOJIIVICY OIIpesle/IeHHBIM JIVIIOM.

3. HexBanmndpuImpoBaHHOV 37IEKTPOHHOV IOJIMCHIO 4BJI€TC 31eKTPOHHAasl MOMIINCh,
KOTOpas:

1) nosyueHa B pe3yJibTaTe KpUIITOrpadmyeckoro rpeodpa3zoBaHms MHPOPMAaIIUM C UCTIOb-
30BaHVeM KJIFoYa 3/IeKTPOHHOV HOMIIVCH;

2) 1I03BOJISIET OIIpeleJIUTh JINIIO, IIOAIICaBIIIee 3JIeKTPOHHBIV [JOKYMeHT;

3) mo3BosisgeT 0OHAPYXUTh (PaKT BHECeHVIsI M3MEeHEeHMVI B 3JIeKTPOHHBIV [JOKYMEeHT I10CJIe MO-
MeHTa ero IOV ICaHs;
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4) cosmaeTcs ¢ VICIIOJIb30BaHVIeM CPeJICTB 2JIeKTPOHHOV ITOIITVICIA.

4. KBammdumpoBaHHOM 37IeKTPOHHOV IIOONNCHIO SIBJIsIeTCs JIeKTPOHHAas IIOANNCH, KO-
TOpasi COOTBETCTBYeT BCceM IpM3HaKaM HeKBaIMPUIIVPOBAaHHOV 3JIeKTPOHHOV IIOJIVICH U CJle-
JYIOIIVIM JOIIOJIHUTEIIbHBIM PU3HAaKaM:

1) K104 ITpOBEePKM 37IeKTPOHHO MOAMIVICH yKa3aH B KBaJIM(PUIIMPOBAaHHOM cepTudMKaTe;

2) 1t co3gaHMs Y IIPOBePKM 3JIeKTPOHHOV IOAIIVICH MCIIONIb3YIOTCS CpefiCTBa 371eKTPOHHOM
HIOJTIVICH, TIOJTYUMBIIIVe ITOATBEP KIeHVe COOTBETCTBIS TpeOOoBaHMIM, YCTaHOBIEHHBIM B COOT-
BeTCTBUV C HacToAmyM PefiepabHbIM 3aKOHOM.

8.8.2 CO30AHME DJITIEKTPOHHOW MTOAITMCHU

C nowmoreio mporpaMMbl «KpuntoAPM» BBl MOXeTe IOANMCATh OTAEIBHBIN pavul 1IN
nanky ¢aiios (IIpu sToM OyJieT cozgaHa MOANINCH Il KaKAoro daruia, BXOILIINEro B yKas3aH-
Hylo nanky. ITogncanHble davuibl aBTOMaTUYeCKV COXPaHSIOTCS B MAIKy C MCXOAHBIMM JaH-

HBIMM)

ITonmvicaTe maHHBIE BBI MOXeTe uepes:
e [JIaBHOE OKHO

® 3HAYOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIO darvia

Ber6epurte myHkT Ioammcars. [lajiee cienyvite pekomeHaamysiM [ ToMoIiHMKa 110 BBITIOTHe-
HUIO OIleparium:
1. Ha mepsowm 1m1are 11t yIipoIeHus: paOOThl Bbl MOXeTe BbIOpaTh B CIVICKe OHY M3 yXe

YCTaHOBJIEHHBIX HacTpoeK Jyid noanvcy. Ecyvt BBl XoTUTe B TajibHEeVIIeM VCIIOJIb30BaTh
BBIOpaHHYIO HACTPOVKY IIO yMOJIYaHMIO, IIOCTaBbTe ¢uiar B HyHKTe Vcmosp30BaTh

HaCTPOVIKY II0 YMOJTIaHMIO.

[OnA yrpoweHa paboTel Bel MOKETE BeIODATE YHE
YCTAHOBMNEHHEIE HACTPOMKKM NAPEMETDOE MOAMMCA:

HavMeHoBaHve: |HOBaA HacTpolika -
= - -

Wnonb30BaT Hosaa HacTpolika
OTaen npogaxk

2. Bseibepure manky c daruiamMu WIN OTOEIBHEIV (paiiyl, KOTOpble HeOOXOIMMO ITOMINCATh
(xaomKM [J06aBUTH Nanky 1 [106aBUTE ¢ariyI COOTBETCTBEHHO).
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3. B oTKphIBIIIEMCSI OKHe YKaXKiTe HacTPOVIKM [IJI BEIXOAHOro popmaTa darwia.

KmMAa Pazmep [daTa M3MEHEHWA MyTe
OTyeT N2 docx 11,1KB 20.03.2013 15:10:19 C: s
Oruet N23.docx 11.1KB 20.03.2013 15:10:45 Cis
OTyeT.docx 11.1KB 20.03.2013 15:10:03 s
i ] 3

NobaenTe dalin I I,ﬂuﬁaBMTb nanky ¥NanMTh

KoQMPOBKS M PACUMpEHKE

.| sig

) DER.+oanpoBKa
@ BASES4-+«oaupoBka ¥ =ig

[ oTrMMoUMTE cnyrefHEE ZaronoBKM

@) ApNMEWMPOBEATE halnkl NoCNE CO3AaHMA NOLMKMoA

Wma daiina:  Ci\Wsersiuser\Documentsitest\OTuet Ne2,

_I MoMeWaTE BEIXOAHEIE DEMNEI B YKAZEHHEIA KaTanor

C:\WUsersiuser \Documentsitest), Brifnz

CONPEHATE CTPYKTYDY BNOMEHHOCTH KATANOMOE

] OTnpasuTL BaixoaHkbIE hains N0 SNEKTPOHHON NoYTe

OTNFIbITb OKHO NOYTOBOrD KNMEHTa

PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

1) KommpoBka 1 pacivpeHme;

e DER encoded binary X.509. Pacimpenmns noamnmcanHoro daria *.sig, *.p7s.

e Base64 encoded X.509.[1151 sTOrO BapmaHTa KOOMPOBaHIMs BbI MOXeTe yKa3aTh dia

2) OTK/IIOUUTB CJIy>KeOHbIe 3ar0JI0BKN.

3) Pacimpenmnsi monicaHHoro darvia *.sig.

4) ApxuBupoBaTh (pariyIbl II0CsIe CO3IaHMsI IOAIINCH;

B crpoke Mims dpariia ykaxmTe Iy Th 10 apXyBa ¥ MM CO3[JaBaeMOTr0 apxuBa.
5) ITomeraTh BIXOJHBIE (partyIbl B yKa3aHHBIV KaTaJsIor;

Ecyii BBIOpaTh 3TOT peXXuM 1 OCTaBUTH I10JIe BBOJIA MyTH K KaTaJIoTy He 3aIl0JIHEHHBIM, TO
BBIXOIHBIe (parTel OyAyT (POpMMpPOBaTECS B KaTajlore BXOIHBIX (pariyIoB.
6) CoxpaHATH CTPYKTYPY BJI0>K€HHOCTV KaTa/IOTOB;

7) OTnpaBuUTh BBIXOAHBIE (parijIbl 110 37IEKTPOHHOV IOYTe.

4. Jlasiee BBemuTe HEOOXOIMMBIE CBOVICTBA IIOIIIVICIL.
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CBOIMCTBa NoANMCK

Wcnonb3oBaHKne noanMon: WcnpasneHo 'J

KoMMeHTapwit k noanmak:  CornacosaHo
MoeHTudukaTop pecypca:  7.docx
[¥] MomMecTiTb uMs ucxoaHoro daiina s none “MaeHTudukaTop pecypca”

BkmounTb B Noanucb: [Tonuco cepTHUdUKaT BRaaenbua ']

] CoxparuTs noamues & o: HE BKK04ATL CEpTUMKATLI
SUERSGR Tonbko cepTuduKaT Bnanenbua
["| YaanuTe ucxoare NMyTs cepTudmkalym bes kopHesoro
Bee cepTuduKaThl N CePTUOUKILMA
YposeHb BesonacHoro yaanermt T oo

1) Vicmosip30BaHMe IIOAIIVICH;
Ykaxure HeoOxommMoe HasHaueHne moamicy. O ToM, Kak co3[iaBaTh HOBbIEe Ha3HAUEHVIS
BBl MOXKeTe Y3HaTh B pasesie Oneparyy co cipaBOYHMKaMy HasHaYeHU.

2) KomMmeHTapmit K IIOAIIVACH;

KommeHTapmeM K moamvcy MOXeT CITy>KUTh MHOpMalus, IpegHa3sHaYeHHas JIIOfIsM,
IIpOoCMaTpPMBaOIIVIM IIOAIVICAHHBIV TOKYMeHT (Haripumep, "CorzacoBaHo!").

3) UneHTndnKaTop pecypca;

4) BKJIIOYUTH B IIOONNCH:

- TOJIBKO cepTrdMKaT BiIafeIblia - PeXXIM, YCTaHOBJIEHHBIV IT0 YMOJTYaHWIO. B aTpuOyTh
HOAIICY 10OaB/IAeTCs eAVHCTBEHHBIN cepTudMKaT;

- Iy Th cepTuUdMKaImy 6e3 KOpHeBOro cepTmdmKara - B aTprOyThI ITOAIVCH T00aBIseTCs
LIerioukKa cepTrdMKaTOB, 3a MCKII0UeHeM KOPHeBOro cepTudmKara;

- Bce cepTMMKATHI IIyTV cepTUdUKALNN - B aTpUOYThI HOAIIMCY J00aBIIgeTCs BCs 1ie-
IOYKa cepTndMKATOB, B TOM UMCIIe I KOPHEeBOM cepTudmKart;

- He BKJIIOYATh CepPTUMMKATHI B HOAIINCH - B aTpUOYTHI TOAINCH He BKJIFOYAIOTCS CepTH-
duKaThL

[7] CoxparuTe noanuce B oTaenbHOM daiine

[V] YaanuTe ucxoarsii daitn nocne BeINONHERUS onepaLim

YposeHb BesonacHoro yaaneHus: [anuuoqeno _V]

[V] BkntoumnTe Bpems cozaaHua noanucu Bb'K’"Q"*EHO
HuzKmm

[} BratoumTe wTamn spemern Ha nonnm
7] BrAtouM TS WTaMT BpeMeHI Ha noanMoEIcoRM

[] BrtounTe B noanMce AOKa3aTeNbCTBa NOAMMHHOCTH

5) CoxpaHUTh DOOIIVICH B OTAEIBHOM dariie;

Ecyii yctaHOBUTB 3TOT (hrtar, To OymeT cosmaHa oTaesleHHas noamnmcek. Eciam He ycranas-
nmBath driar, byger cdopMmpoBaHa cOBMeITleHHast ITOIIVIC.

6) YoanuTe McxogHBIV (pavii1 II0c/Ie BBIIIOJTHEHMSI Olleparm;

Ecymu BBI penttiyiv co3fgaTh daviyl COBMeIeHHOV ITOITIVCY, BBl MOXKeTe YAaIUTh MCXOIHBIN
dpar1 1ocsIe BBIIOIIHEHS OIIepaLIA.

7) YpoBeHB 0e30I1acHOTO yasIeHusI

ITogpoOHee 0 HacTpoOVIKe TapaMeTPOB YPOBHsI 0€30I1acCHOr0 yIaIeHNs UnTaliTe B paszerie
HacTpoviki KaTajioroB XpaHeHvs: DarIoB.

8) BKyIrounTh BpeMsi co3JaHMsl IIOIINCH;
ITpwm ycraHoBKe driara - B darul moamvicyt OyAeT BKIIIOYEHO BpeMsi ITOMTIVICHL.
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9) ®rarm BkIrOUnTH IITaMII BpeMeHM Ha IOAINChbIBaeMble JaHHbIe M BKaroumrs
IITaMII BpeMeHM Ha IIOANNCE, JOCTYIIHBI TOJIBKO PV YCTaHOBJIEHHOVI JIMIICH3I Ha MO-
nyib TSP.

10) ®dsar Bk1rounTes B IOANNCH TI0Ka3aTe/IbCTBa IOAJIMHHOCTH JIOCTyIIeH TOJIBKO IIpU
ycraHossieHHOV intieH3un Ha «KpuntoAPM CrangaptPRO».

¥ oopobree o nacmpoixe napamenpod co3danus nodnucu Bv. moxeme npouumams 8 pasdeie
~——  Hacmpouxu onepayuu noonucu.

5. Eomm Obu1 YCTaHOBJIEH CbHaI’ BxirrounTs mrramin Bpe€M€HN Ha IIoAIIMCbhbIBa€éMbI€ [TaH-

HbIe, Ha CJIEAYIOIEM IIare yKaXXmTe lapaMeTpbl CHV)I(6I)I IIITaMIIOB BpEMEHII.

6. YxKaxure JIMUHBIN cepTUdMKAT 14 co3ganms Ol 1.

CepTHgMKAT ANA COSASHWA NOAMMoA

Bnanenew cepriudwkaTa: CM=0lga Okhoting,0=Digt,L =Mowkap-Ona,5=P

¥ew anropuTH: ||""'||35 b |

| BribpaTe ||I'I|:|n|:r-1c:TpETb|

7. Mg nocryna K BeiOpa"nHoMy Kittouepomy KoHTerHepy ('OCT ceptudpmkara) BBemmTe ma-
POJIb.
8. L1t oTHpaBKM IOAIVICAHHBIX JTaHHBIX I10 3JIEKTPOHHOV IIOYTe YKaKiTe TeMy COooOIIe-

HVIAA, apec I1oj1ydaTesrsl 1 TEKCT IIVICbMa:

Tema: JOKYMEHTEI PACCMOTREHE

Anpec: user@mail.ru -

CooblyeHue: Mony4eHHBIE AOKYMEHTEl PACCMOTPEHEl W NEPEAaHEI Ha
NoaAnMcE PYKOBOOMTENKD

9. Tlocse cOopa maHHBIX s co3gaHs D11 BO3HMKHET OKHO ¢ MHMOpMaIIyer O CTaTyce oIle-
parym 1 00 MCII0Ib3yeMBIX ITapaMeTpax: cepTudmKaT, KOTOPbIM ObUT ITofmmcaH darl.
YxazanHble mapaMeTprl D11 MOXHO COXpaHWUTh B HACTPOVIKY B KauecTBe IIa0JIOHA I
IaJIbHEeTIIIIeTo MCII0JIb30BaHMs. 171 3Toro rtocTaBbTe dojiar B IIyHKTe CoXpaHUTH JaHHBIe
B HACTPOVIKy [IsI Ja/JbHEWINero WCIOJIb30BaHMs ¥ BBeAUTe HalMeHOBaHUe
HacTpoikit. Takke BBl MOXeTe COXPaHWUTb BCe [JaHHBIE B YyXKe CYIIeCTBYIOIIYIO

HaCTPOVIKY, BLIOpaB ee Ha3BaHMe U3 CIIVCKA.
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10.

11.

12.

13.

COXpPaHWTE OSHHEIE B HACTPOMKY 4nA
AANEHEALEND MOMONBI0ESHWA

HawMeHoBaHWE!  HacTpoiika 1 -

HacTpouTe oTobpaseHe waros MacTepa Bel moxeTe
B MEHHD MPMACHEHMA Y TPEENEHWE HACTPOMKEMA ",

I < Hasan H loToBO ] I OTmMeHa I

Haunercsa mponecc nopmicu darwia. OcTaHOBUTE ITpoliecc MOXKHO, HakaB Ha KHONIKY OT-
MeHa.

[Tpu oTnpaBKe HNOANMCAHHBIX JaHHBIX 110 JIEKTPOHHOM MouTe (ec B yKasaian "OT-
KPBITh OKHO ITOYTOBOTO KJIMeHTa'") OTKPOeTCs OKHO Balllero II04YTOBOro KiIVeHTa I pe-
JaKTVPOBaHMs COODIIeHNs TIepe]], OTIIpaBKoVL. BHecnTe HeoOxonymMble M3sMeHeHMs U OT-
IpaBbTe MYCEMO CTaHIAPTHBIM 00pa3oM.

-

PesynbTat EninCAHEHWA onepauuk ([obasrerwe noanucu)

—* -l
! MNoooHaWTE, NMPOMCKOAMT OTNPSBNEHWME SNEKTPOHHON OTMEHWTL BCE

=& nouel
Obwee spema onepaly: 00:00:11 JdeTanu ==

3anycTUTe MACTED CHOES

#
'
'
-

[ 3akpeits okHo, ecnu HeT owwBok M saMeqEHMi

e

Cdopmuposannsmn dam D11 mo ymonganmio OyaeT coxpaHeH B TOT JKe KaTaslor, B KOTO-

poM HaxomuTcs pal ¢ McxogHbIMU JaHHbIMK. VIMs dpaia DI coBnaziaer ¢ MMeHeM
HoAIMChIBaeMoro daria, JOIOJIHEeHHBIM paclIpeHreM (pacliMpeHyie COOTBETCTBYeT
BbIOpaHHOMY BbIXOJHOMY dopMaTy). Ecyiv dpaiul ¢ TakuM nMeHeM yxke CyIIecTByeT, Co-
XpaHWUTe ero Mo, APyIvM MeHeM, HallpuMep.

ITocrre 3aBepiieHVIsI orepaly BO3HUKHET OKHO Pe3y/IbTaT BBINOJITHEHMs OIepamumn.
YT0OBI IPOCMOTpPETH NIeTAIPHYIO MHAOPMAIIVIO O Pe3ysIbTaTaX CO3qaHs ITOAIIVICH I VIC-
I10JIb3yeMBIX IlapaMeTpax: MM MCXOIHOTOo dpaviia, MM BBIXOJITHOTO daria, CTaTyc 3aBep-
HIeHWs olepalluy, JJINTeJIbHOCTD BBIIIOJIHEHVs ollepaliyi, HaKMUTe KHOIIKY [deTam.

@

[] 3anycriTe MacTep cHosa

["] 3aKpeITE okHo, BCM HET DWMBOK 1M 3aMEYEHME

Ecyii BBI x0THTE 1pocMoTpeTh MHopMalimo o0 DT u cepTudumkaTe noamicyumka, Bbije-

JIVITE 3allVICh B CIIVICKe OKHa Pe3ys1bTaT BRIIOIHEeHMs ollepaluu VI HAKMUTe Ha KHOIIKY MeHe-

JDKep cooOIeHms.
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Bia onepaLyn Bpema BxonHoi dalin: BeioaHoi d
@CumaHHe noanMcy  00:00:00.14  C:\Users‘user\Documen...  Ci\Usersius

o CoznaHue moamao  00:00:01,15  C:VWUsersuser'Documen...  C:iUsersius
OCnmaHME moanMc  00:00:00,15  C:\UsersiuseriDocumen...  CiiUsersius

1 | 1] [ 3

MEHEAMED COODUWLEHNA, .,

CTaTYC 33BEPLUEHWA OMNEPaLMM: Yenex,

ONKMTENEHOCTE BEINONHEHWA onepawd: 0:00:00, 14

BxogHoi daiin: C:\Usersluser\Documents\test\OTueT . docx
BeixoaHoi dain: C:WUsersuser\DocumentsitestiOTueT. docx

i | 1] [ 3

OTtKpoetcst OKHO YrpaBiieHve MOOIVMCAHHBIMM JAHHBIMY, B KOTOPOM BBl MOXeTe:
1) ITpocMoTpeTs ofATIMcCaHHBIe TaHHbIe (KHOIIKa ITpocMoTpeTs HallpoTUB MeHU dpamvia) 1
COXPaHWUTh VX Ha JIOKAJIbHBIVI KOMITBIOTEP WIV OTUY KIaeMbIl HOCUTeNIb (KHoIKa COXpaHWUTB).

MCxooHslE AaHHbIE: | C:\WUsersluser\DocumentstestiOTueT N22.docx.sig

OTKPBITHIE AEHHLIE: | OTuet N22.docx

[I'IpomnTpETb...] [CoxpaHHTb... ]

2) ITpocmoTpeTs citemyromyto MHdopMmanmio (kHorka IIpocmoTpeTs):
e 0 100aBJIeHHOM K parily 2J1eKTPOHHOV OAIINICH
e 0 cepTudmKare, C IOMOIIBIO KOTOPOTo OBUT IToAIcaH avil, 1 ero craTryce
e O IITaMIIaX BpeMeH! Ha HOAIINCH ¥ ITOAVIChIBaeMble TaHHBIX

3) [100aBUTh OAINCE.
4) 3aBepuThb noIMCH(OOpaTNTE BHUIMAHME, YTO JI€PEBO IOMIIVICEV TOJIBKO JIBYXYPOBHEBOE,

T.e. 3aBepUTH 3aBepsrontyro D11 yxe Heb3)
5) Pacniegarats nHpopmMaro (kHomka [Tedars) o DI - B HoBoM okHe Opaysepa MS IE Oyner

cpopmmpoBaHa 1euaTHast popma ¢ MHGOpMAIIMen O ITOICH.

[epeBD NOAMMCEN
Bnageney Damunnua g Oryec
~* Olga Okhotina
[#]4# Olga Okhotina
[#]%# Qlga Okhotina
4| ] 3
I |
[I'Imlnume... ] [ SEEEpWTE NOANWMCE. .. ] [ MpocMoTPETE... ] [ OBHOBMTE
[ Ok ] [ QOTMeHa ] MPHUMEHKTE
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8.8.3  JIOBABJIEHME COIOAITCH (TTAPAJUIEJIBHOVI TIOATIVICI)

[Tporpamma «KprmroAPM» 1to3BosisieT mo0OaBIIsiTh 271eKTPOHHBIE ITOIIIVICH K YoKe ITOIVICaH-
Homy drarwty. Takort BapuaHT MOAIVICK VCIIOJIb3yeTcs], KOIra HeoOXoaMo IofivcaTh darul He-
CKOJIBKVM IT0JIb30BaTesIsIM (HalpuMep, IIpy cOIvlacoBaHUM JOKYMeHTa COTPYJHMUKAMM OJHOTO
otaerna). [Ipu sToM comopmmmch 1 MepBUYHAs IOANNCE OYAyT MMeTh PaBHBIV CTaTyc (paBHO-
3HAYHBI).

C nomorpio nporpammel «KpuntoAPM» Bl MoXeTe 100aBUTh 3JIEKTPOHHYIO TOAINCH K
OT/HeJIbHOMY TIOAIIICAHHOMY (parily WIK K Iallke IOJNVCaHHBIX (paiIos (IIpy 3ToM OyzieT co-
37aHa MOIINCH 71 KaXIoro daruia, BXOMAIEro B yKasaHHYIO manky. ITonmvcanmele dariiel
aBTOMaTMYeCKV COXPaHSIOTCH B MAIIKy C VICXOIHBIMY JTAHHBIMIA).

[ o6aBuTh IOAINCH K NOANMCAaHHOMY (paiily (CO34aTh COIOIINCH) BBl MOXKeTe Yepes:
e [JIaBHOE OKHO

® 3HAYOK Ha IIaHeIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nynkr mMeHro [To6aBute mogmuck. Haee ciegynTe pekoMeHpanuam ITomorrr-
HVIKa 110 BBITOJIHEHMIO OIlepall:
1. Ha nepsoM miare i1 ynpolreHns paboTel BBl MOXeTe BbIOpaTh B CHVICKe OIHY U3 yXKe

YCTaHOBJIEHHBIX HACTPOEK co3/Ianms noanvcy. Ecyiv BBl XOTUTe B TaJIbHEVIIIeM VICIIONb-

30BaTh BHIOpAaHHYIO HACTPOVIKY I10 yMOJIYaHWUIO, ITOCTaBbTe ¢iar B myHKTe Vcmosbs3o-
BaTh HACTPOVIKY M0 YMOTYaHWUIO.

[OnA yrpoweHa paboTel Bel MOKETE BeIODATE YHE
YCTAHOBMNEHHEIE HACTPOMKKM NAPEMETDOE MOAMMCA:

HaMMEHOBEHME ‘HDEE.H HECTPOMKE v'
= - -

Wnonb30BaT Hosaa HacTpolika
OTaen npogaxk

2. BsIbepure manky c daruiamy WIM OTAEIBHBIV (Pavijl, KOTOpble HeOOXOIMMO ITOIINICATh
(xaoriku [o6aBuTh anky v [Jo6aBuTh ¢pariy1 COOTBETCTBEHHO):

KmA Pasmep [aTta M3MEHEHHA MyTe
OmueT N21.docx.sig 13.8KB 22.03.2013 15:45:34 C\s
OmueT N22.docx, sig 17.4KB 22.03.2013 15:55:01 C:\s

22.03.2013 16:54:00

1| 1] [ 3

[ NobaeuTe dain ] [ﬂnﬁasmb nanky ] [ ¥OanMTE ] [‘f‘nanmb Ei::e]

MpocMoTp

3. B okae ITapaMeTpbI moammcy BBeIVTe HEOOXOIVIMBIE CBOVICTBA JJOOABIISIEMOVI TTOJIIIVICHL.
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CBoICTBa NoanuaA

Mcnonb308aHKe Noanmon: [ [He 3apaHo] 'J

KoMMEHTapMI1 K MOAMMOA:

BKntOYMTE B MOAMMCH! [Bce cepTUdUKaTLI NYTH CepTUOMKaLIM R ]

[V BkntounTh BpeMa co3aaHus noanvcl
[ | BkniounTb WTEMN BpEMEHM Ha NOANMCHIBAEMbIE AaHHLIE
[ | BrntoumTh WTEMN BpEMEHH Ha NOANMCE

|| BkntoumMTh B NOANMCH AOKA3aTENLCTBa NOANMHHOCTY

1) icnmonp30BaHMe IIOAIIVICH;
Ykaxure HeoOxonyMoe HasHadeHe noamvcu. O ToM, KaK cO3/1aBaTh HOBble Ha3HaYeHIS
BBEI MOXKETe Y3HaTh B paszerte Oeparym co ClipaBOYHMKaMY Ha3HaYeHWI.

2) KoMmMmeHTapuit K IIOATINCH;

KommeHTapmeM K Ioammvicy MOXeT CITy>XKUTh MHMOpMays, IpegHa3sHa9eHHasl JIIO/SM,
IPpOCMaTPMBAIOIINM IIOAICAHHBI TOKyMeHT (HarrpuMep, "CorsacoBaHo!").

3) BK/II0OYUTH B IOANVCH:

- TOJIBKO cepTrdMKaT BiIafesIblia - PeXXIM, YCTaHOBJIEHHBIV IT0 YMOJTYaHWIO. B aTpmOyTh
HIOAIIVICY OOaBIIsIeTCsT eIMHCTBEHHBIV cepTndumKar;

- Iy Th cepTuUdMKaImy 6e3 KOpHeBOro cepTudmKara - B aTprOyThI IIOAIVCH T00aBIseTCs
IIeTIoYKa cepTUdMKATOB, 3a MCKIFOUYeHIIeM KOPHEBOTo cepTudmKara;

- Bce cepTMMKATHI IIyTV cepTUdUKALNN - B aTpUOYThI HOAIIMCY J00aBIIgeTCs BCs 1ie-
IIOYKa CcepTNdMKaTOB, B TOM UYVCIIe I KOPHEBOVI cepTudUKaT;

- He BKJIIOYATh CepPTUMUKATHI B HOAIINCH - B aTpVOYTHI IOAINCY He BKJIIOYAIOTCS CepTH-
duKaThL

4) Onmym BxIrounTs IITaMII BpeMeHM Ha NOoAmychbIBaeMble JaHHbIe M BKIounThb
IITaMII BpeMeHW Ha IOAIIVCE, [JOCTYIIHBI TOJIBKO PV YCTAaHOBIJIEHHOV JIMIIEH3MV Ha MO-
nyib TSP.

5) Onyst BKIFOYMTE B OANNMCH JOKAa3aTe/IbCTBA MOIMHHOCTH JIOCTYITHA TOJIBKO IIPY

ycranossieHHOM snileH3un Ha «KpunrroAPM CranpapTPRO».

¥ Ilodpobree o macmpotike napamempoB cozdanus nodnucu Bv. Moxeme npouumanms 6 pasdeie
) Hacmpouxu onepayuu noonucu.

3. [asiee BbIOEpUTE JIMUHBIN cepTUMKAT, KOTOPIVI Oy/ieTe MCIIOIb30BaTh I CO3IaHMs

mororauTerbHo DI

CepTUQMKaT 4NA CO34aHKA NoAMHMoI

Enanenew, CEFITMEI:IMKEITEI . CMN =O|QEI Okhoting, 0 =Digt,L =F1EILIJKEI|:I -0Ona,5=P

Xew anropuTh: [SH-ﬁ-'l ~ ]

BeibpaTs ] ’l_lpomﬂTDETb ]

B sTOM Xe OKHe yKaxuTe, OyjieTe JIvi BBl OTIIPABIISTh BEIXOIHBIE (DAVUIBI 110 JJIEKTPOHHON
roure:
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COTNpaBka No 3NEKTPOHHONA NoYTE

| OTApaBMTE BRINOOHEIE DEMNL! NO 3NEKTPOHHON MNoYTE
| OTKPEITE OKHO NOYTOEOrD KNMEHTA

Brlbop KaTanora CoXpaHEHWA BeIXOAHLIX Qalnoe

MoMECTHTEL BbIXOAHLIE I:IIIEII:U'II:-I B '{.I'KEI3EIHHbII:1 KaTanor

o
(=]
=]
=]

4. JIns oTIpaBKM IOJANVMCAHHBIX JIAHHBIX 10 JIEKTPOHHOV II0UTe YKaXXuTe TeMy cooOlle-
HMsL, aJipec MojTydaTeris M TeKCT HVChMa:

Tema: [ oKyMEHTEI PSCCMOTPEHE

Anpec: user@mail.ru -

Coobwenme:  [MonydeHHble AOKYMEHTEI PACCMOTPEHE! W MEpeaaHE! Ha
NOAMMCE pyKoSoAMTENK|

5. Ecim Ha paHee BbI ycTaHOBWIM (pjlar BKITIOUNMTE IIITaMII BpeMeHM Ha IO chbIBaeMble

IlaHHBIE, B CJIeAyIOIIeM OKHe YKaKuTe HapameTpbl CiTy KObI ITITaMIIOB BpEeMeHN.

6. Ilocie cOopa maHHBIX 171 T00aB/IeHMS IIOAIVICY BO3SHUKHET OKHO C MH(OpMaIne o cTa-
Tyce omeparnym 1 00 MCIoIb3yeMBIX ITapaMeTpax: cepTudmKaT, KOTOPBIM ObUI ITOIIVICAH
darut. 1114 mpogospKeHMs HaXXMIUTe Ha KHOIIKY T'oToBo.

YkazaHHble mTapaMeTpsl 1obasaeHns D1 MOXHO COXpaHWUTH B HaCTPOVIKY B KadecTBe
ma0jI10Ha IS TaIbHeVIIIIero VCIIoIb30BaHus. 11 3Toro nocraseTe djiar B myHkTe Co-
XpPaHUTH JaHHbIe B HACTPOVIKY I Ja/IbHEVILer0o MCII0Ib30BaHMA 11 BBeVTe HavMe-
HOBaHMe HacTpomKn. Taxke BbI MOXKeTe COXPaHUTh BCe [JaHHBbIe B y>Ke CYIIeCTBYIOILIYIO

HACTpPOVIKY, BEIOpaB ee Ha3BaHVIe M3 CIVICKA.

7| COXpaHWTE AaHHEIE B HACTPOIKY ANA
AENEHERALEND MOMONBI0ESHWA

HauMeHoBaHWE:  HacTpolika 1 hd

HacTpouTe oTobpameHie waros MacTepa Bel momeTe
B MEHHD MPMNOHEHWA “YNPABNEHWE HACTPOMKEMA

| < Hazag |[ MoToBO ] | OTMeHa

7. Hannbple OymyT mHopammcaHBl C WCIOJIb30BaHMEM Balllero JIMYHOIO cepTuduKara.
Haunercsa npontecc nopmvicyt dpavuia. Bel MoxxeTe npepBaTh ero, HakaB Ha KHOIIKy OT-
MeHa.

8. Tlpu oTmpaBKe HOAIMCAHHBIX JTaHHBIX II0 JIEKTPOHHO ItouTe (eci Bbl yKasaym "OT-
KPBITb OKHO IT0YTOBOrO KJIMeHTa'") OTKpOeTCs OKHO Balllero Io4TOBOro KiIMeHTa I pe-
JaKTUpOBaHMs COOOIIIeHMs Tiepe]], OTIIpaBKoVl. BHecrTe HeoOxonyMble M3MeHeHUs U OT-
IpaBbTe NVUCHMO CTaHIAPTHBIM 00pa3oM.
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-
Pezynbtat BnincadeHuA onepayun (flobasneqve nognuce)

——

3
| ' MogowawTe, MPOMCKOAMT OTMPEBNEHME INEKTPOHHON OTHMEHUTE BCE

Q-H noYTEl

Obwee spemA onepawan: 00:00:11 feTanu ==
3anycTMTE MACTEep CHoBA

I

[ ] 3aKphITh OKHO, ECTM HET OLWMGOK W 3AMEYEHMT

9. Tlocye 3aBepiieHusl onepanyyi BO3HMKHET OKHO Pe3ysibTaT BBIIIOJTHeHMs OIlepaliym.
YTO0ORI IIPOCMOTpPETH JIeTa/IbHYIO MHQOPMAIINIO O pe3yJibTaTax Jo0aB/IeHNs ITOIIVICU U
VICITOJIB3yeMBbIX ITapaMeTpax: MMs VICXOHOTO dpariia, MM BBIXOJHOTO dparijia, CTaTyc 3a-
BepIleHVs oIlepalliyl, JJIUTeIbHOCTh BBIIIOJIHEeH Oollepally, HaKMIUTe Ha KHOIIKY [le-

@~

<< fleTand

TaJIn:

[] 3anycTuTE MacTep cHoBa

[] 3akpeiTs okHo, ECnM HET oWMBOK U 3aMEYEHMIA

Ecm BB xoTmTe IIPOCMOTPETDb llepeBO OAIIVICEM, BbIIEINTe CTPOUYKY C onepam/leﬁ "
Ha’XXMUTE Ha KHOIIKY MEHEH)KEP COOGI.’LIEHI/IH. OTKpoeTCH OKHO anaBneHMe IMoarnmMcaHHbIMU
AaHHBIMW, KOTOPO€ COIEPXUT JepeBo TIOJIITVICET:

Bua onepalyan Bpema BxogHoi daiin: BrixogHoi q

o,ﬂuEaBnEHme nod... 00:00:00,35  C:\Usersluser\Documen...
OobaeneHue noa... 00:00:01.36  C:'\Usersuser'\Documen...

i 1] [ 3

MeHeawep coobUEHna. . .

CTaTyC ZaBeplUeHHA OnepaumMH: Yex,

JNMTENEHOCTE BRINGAHEHWA onepau9: 0:00:01, 36

BxoaHoi dain: C:Wsersiuser\DocumentsitestiOTueT MN23,

BrixogHoi daiin: C:\Jsersiuser\DocumentshtestiOTuer MNE3.
1 | 1] [ b

B okne anaBJIeHne noanmMcaHHbIMM JAHHBIMM Bbl MOXXETE, BBIIIOJIHVTL CJIeyIoIie O11e-
parym:
1) ITpocMmoTpeTs HoamIcaHHBIe HaHHble (KHOIKa [IpocMoTpeTs HanpoTHB IMeHM daiia) 1 co-
XPaHUTD VX Ha JIOKJIbHBIVI KOMIIBIOTEP WWIN OTUY>KIaeMBbIll HOcuTeIb (KHoIKa COXpaHUTB);

MCKOOHBIE AaHHBIE: C:YUsersiuser\Documentstest\OTuet N22.docx.sig

OTKPLITEIE AaHHEIE: OTueT N22.docx

[I'IpocnquETb. - ] [ CoXpaHuTb...
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2) ITpocmoTpeTs 1 pacnedatars MH@oOpManmio (kHorka ITpocmoTpeTs).
e 0 1oDaBJIeHHOV K q)aﬂny 3JIEKTPOHHOVI IIOIIIVICIA;
e 0 cepTudMKaTe, C IIOMOIIBIO KOTOPOro ObUI HoAIMCcaH ¢daril, 1 ero cTaTyce;
e O IITaMIIaX BpeMeHM Ha ITOMIINCH V1 IIOAIVIChIBaeMble TaHHBIX;
3) [100aBuUTh MOATINCE K YKe VMEIOIIVIMCSL.
4) [ToGaBUTB 3aBepsIOIIYIO IIOAICH (0OpaTuTe BHUMaHMe, YTO JIepeBO MOJIINICelT TOJIBKO IBYX-
yPOBHEBOE, T.e. 3aBepUTb 3aBepsromlyto DIl yxxe Heb3s).

NepeB0 NoanMceEd
Bnageney Damunna Mma Oryec
~* Olga Okhotina
[+]%s* Olga Ckhotina
[+]%* Olga Ckhotina
'l 1} | 3
[ MognvcaTs. .. ] [ 3aBEpUTL NOANMCL. .. ] [ MpoMoTpETb. .. ] [ CRHOBUTE
[ Ok ] [ OTMeHa ] MPHUMEHKMTE

8.8.4  JIOBABJIEHVIE 3ABEPSIOLIEVI ITOAITCU

ITporpamma «Kprmrro APM» 1103BOJIsIeT 3aBepUTh IOAINCH SPYTOVI 3JIEKTPOHHOVI IIOTIVICHIO
(co3maTh LIeMOYKy 3JIeKTPOHHBIX ITofmcent). B aToMm cirydae kaxpas ciemyromas D11 moammcer-
BaeT Ty DI1, KoTopot IIepBoHavYaIbHO OBUT ITOAICAH (pari.

Takovt BapuaHT noamncy ("3aBepsroliias IIOINCE") UCIIONIb3yeTcsl, KOrja HeoOXoAMMO 3aBe-
PWUTH VICXOHYIO HOAIVCEH (pariyia OTHOV WV HECKOJIBKMMMU 3JIeKTPOHHBIMY HOAIVICAMM JIPYIVIX
JOJDKHOCTHBIX JInil. Lerrouka ropmmicert MOXeT COCTOATh U3 2 ypOBHeVI: IIepBUYHAast IOAIIVICH U

3aBepsIroIIe IIOHIIVCY Hall HeVA.

! Caedyem nomuums, umo 044 npobepku noonuceid, cocmabisOuux yenouxy, HeodXxooumo,
[/ &\ umobbL Yy adpecama umeAucs 6 Hasuuuu KopHebole cepmucpuxanmsl, nodmeéepxoarousue nooAUH-
HOCHb AUYHBLX cepmugpuxamob noavzobamenei, noonucabuiux gai.

C nmomornpto rrporpamMmMbl «KpunroAPM» Bl MOXKeTe 3aBepUTh CBOeVI 3JIeKTPOHHOV ITOJIIIN-
ChIO OT/IeJIbHBIV ITOJIMCAHHBIV pariyl Wiy TaIlKy IIOIVCaHHBIX daluIoB (IIpy 3ToM OyrieT co-
37laHa MOANWCH IS KaXIoro darvia, BXOOAIIEro B yKasaHHYIO Ianky. [logmicannele daruibl
aBTOMaTMYeCKV COXPaHSIIOTCA B MAIKYy C VICXOIHBIMY JTaHHBIMI).

BrImoyHATE oneparliiy 3aBepeHis ITOAIVICY MOXKHO IS OTe/IbHOrO dpariia 1 TpyIIibl dari-
JIOB Uepes:

e [JIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria
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M1t TOoro YTOOB! 3aBepUTH OAINCH pariia, BEIOepUTe IIYHKT MEHIO 3aBepPUTh MOIIIVCh.

Hartee cienmyviTe pekoMeHanysiM I ToMoIITHMKa 10 BBITIOJTHEHWIIO OTIEPALIVL:

1. BriOepure namnky ¢ dariaMu Win OTOeIIbHBIV (aril, KOTOpble HeOOXOOVIMO 3aBePUTh
9JIEKTPOHHOVI TIOAINCHIO (KHOIIKM [J06aBuTh manky v [o6aBuTh ¢artj COOTBeT-
CTBEHHO).

Mma Paszmep [Jata MzMeHeHWA MyTe
OTyeT N21,docx, sig 18.8KB 22.03.2013 15:45:34 CYUs
OTyeT N22,docx, sig 17.4¥B 22.03.2013 15:55:01 CYUs

22.03.2013 16:54:00

1| i [ 3

[ NobaeuTe dain ] [ﬂnﬁasmb nanky ] [ ¥OaNMTE ] [‘f‘nanmb Ei::e]

MpocMoTp

2. YcraHoBUTe apaMeTphbl Oe30IacHOCTY 1 yaaeHus (ariios.

KaTanor AnA BpEMEHHBI dalinoe:
C:\UsersiuserDocuments itemp', [:]

(Ecni none nycToe, ByAeT MCNoNb308aH BpeMeHHbIN KaTanor Windows
Mo YMOMHEHMHD)

Y¥poBeHs HE30NacHorD yaaneHusa dainos [I—hﬂmu" v]

BriknioqeHo
Hi13k10
CpeaH1il
BhbIcoKMIA

3. Tlocse cOopa JaHHBIX IS CO3IAHIS 3aBePSIIOIelt ITOIIVICY BOSHMKHET OKHO ¢ MHQOP-
Maliyert o cTaTyce oIeparum 1 o0 MCIOoIb3yeMbIX ITapaMeTpax: cepTudmKaT, KOTOPbIM
ObU1 monmicaH davit. i1 IponorDKeHs HaKMIUTe Ha KHOIIKY T'oToBo.

4. OtkpoeTcd OKHO YnpapjleHMe MOAIVMCAaHHBIMYU JAaHHBIMM (IS KaXXIoro dparvia, MO-
IIVICh KOTOPOT'O HEOOXOIVIMO 3aBEPUTh, OTKPOETCS CBoe OKHO). B roste [lepeBo monmmicert
BbIOepUITE TIONIINICH, KOTOPYIO HEOOXOIVIMO 3aBepPUTh, 11 HAXKMUTE Ha KHOIIKY 3aBepuUTh
IOOIINCE.
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Nepeso noanucei

Bnageney Tamunna Mma Otyec

Cv

q 1} | 3

[I'Iunnmme...] [3EEFEDHTI:| nunnmct-.lkeJ [I'IpomquETb... ] [ OBHOBMTE ]

5. OtkpoeTcd noMoNTHMK 110 co3panmio DI1. 11 ypolieHns paOoTsl BBl MOXKeTe BbIOpaTh
B CITVICKe OJTHY M3 y>Ke yCTaHOBJIEHHBIX HaCTpOeK IS co3daHys noanmc. Eciv Bel xoTuTe
B JJaJIbHeVIIIIeM VCII0/Ib30BaTh BEIOpaHHYI0 HACTPOVIKY 110 YMOJTYaHMIO, IIOCTaBbTe diar

B ITYHKT€ Wcnonp30BaTh HaCTPOVIKy 110 YMOJITYaHWIO:

AnA yrpoleHta patoTel Bel MOXETE BeIODETE YHE
YCTEHOBMNEHHEIE HACTPOMKM NAPEAMETPOE NOAMKMCOA;

HaumMeHoBaHMe ‘HDEE.‘H HECTPOMKE vl
(0 d 20 -

Mcnonb30BaT Hogan HacTpoiika
OTaen npogax

6. B okwue IIapaMeTPHhI ITOAIIVICY BBEIVTE H€06XO)Z[VIMI)I€ CBOVICTBa )Z[O6aBHSIeMOT7[ ITOOIIVICU

CEOMCTEa NOAMMoI

McNonk30BaHKE NoAMMoA: [ [He zagaHo] ']

KOMMEHTEPMIA K NOAMKMOA:

BrnroumnTe B nognuoe: [I'IyTb cepThdMKaLmM Ges kopHesora *]

BRMMOUMTE EPEMA COZAEHMA NOAMHMCH
(| BrarouMTE WITaMT BPEMEHN Ha NOAMMCLIBAEMEIE AaHHEIE
[ BrnrounTE WITaMT BpEMEHN Ha NDAMMCL

I:l BrmbOWMTE B NOANWCE A0KA33TENCTES NOANMHHOCTH

1) Vicmosip30BaHMe IIOAIIVICH;
Ykaxure HeoOxommMoe HasHaueHne modmcy. O ToM, Kak co3IaBaTh HOBbIEe Ha3HAUCHVIS

BBl MOXKeTe Y3HaTh B pasziesie Onepaliyy co cipaBOYHMKaMY HasHaYeHUTA.

2) KomMmeHTapwmit K IIOOIIVACH;

KoMMeHTapueM K ITommcy MOXeT CIIyXKUTb MHopMallys, IpedHasHaueHHas JIIOsM,
IIpOCMaTPMBAIOIIVIM IIOAIVICAHHBIN TOKYMeHT (Haripumep, "CortacoBaHo!").

3) BK/II0UMTH B IOANNCE:

- TOJIBKO cepTudMKaT BiIaziesiblia - PeXXMM, YCTaHOBJIEHHBIV IT0 YMOJTYaHUIO. B aTpubOyTh
HIOAIVICY J00aBIIsieTCsl eMHCTBEHHBIV cepTidmKart;

- My Th cepTudMKaImy 6e3 KOpHeBOro cepTudmKara - B aTprOyThI ITOIINCH [T00aBIsieTcs
LIerovka cepTudmKaToB, 3a MCK/IIOUeHieM KOPHeBOIo cepTuduKara;

- Bce cepTMUKAThI ITyTV cepTUdUKaINUI - B aTpUOyThI HOAIIMCY J00aBIIdeTcs BCs 1ie-
HoYKa cepTudMKaTOB, B TOM UlCIIe I KOPHeBOM cepTudmKart;
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- He BKJIIOYATh CepTMdMKATHI B IIOAIINCE - B aTpMOyTHI IIOAIINCH He BKJIFOYAIOTCS CePTU-
duKaTsL.

4) ®nary BxiIouuTh HITaMII BpeMeHM Ha NOANVchbIBaeMble JaHHBIE 11 BKIrounTh
IITaMII BpeMeHM Ha IIOANNCEH, JOCTYIIHBI TOJIBKO PV YCTaHOBJIEHHOVI JIMIIEH3M Ha MO-
nyib TSP.

5) ®sar BkyIrounTe B IOANNMCH J0Ka3aTeIbCTBA IOAIMHHOCTM JOCTYIIeH TOJIBKO IIpU
ycraHossieHHOV ynieH3um Ha «KpuntoAPM CrangaptPRO».

Y| Iodpobree o nacmpoiike napamempod cos3danus nodnucu Bvi Moxeme npouumams 6 pasdese
~——  Hacmpotixu onepayuu noonucu.

7. EcnmHa paHee Bbl YCTaHOBIJIN Cl)JIaI’ BxorrounTs mrraMm BpeM€HM Ha IIOAIIVICbIBaeéMbIe

TIlaHHBIe, B CJIeyIoIeM OKHe yKaKuTe IlapaMeTpbl CiTy KObI IITaMIIOB BpeMeH.
8. [asiee BBIOEpUTE JIMUHBIN CepTM@UKAT, KOTOPBI Oy/eTe MCIIOIb30BaTh I CO3AaHMs
Ol (xaomiKa Be1OpaTh).

CepTURMKAT ANA COSASHUA NOAMACA

Bnaneney, EEDTMEI:IMKEITEI: CM =O|QEI Okhating, 0 =Digt,L =|:'.1IIIIJJKEI|:I -Ona,5=F

Xl anropuTH: | SHA-1 i |

BribpaTe | |I'I|:unu:|~10T|:uETb |

B sTOM Xe okHe YKaxure, 6yneTe JI BbI OTIIPABJIATDH BBIXOIHBIE q)aVUIBI I10 BJIeKTpOHHOVI

IIoyre:

OTNpaEka No 3NeKTPOHHON NouTe

¥ | OTNpaBKMTE BRIXOOHEIE DEANEI N0 SNEKTPOHHDNA NoYTE
| OTKPBITE OKHO NOYTOE0MD KNMEHTA

Bribop KaSTanora CoXpaHEHWA BeIX0AHLIX QaMnoe

MoMECTUTL BbIXOAHbLIE I:IIIEIIHJ'II:-I B '!.I'KEI3EIHHI:ILT1 KaTanor

9. [Li1a oTIpaBKyM IOAIVICAHHBIX JJaHHBIX I10 3JIeKTPOHHOV I0YTe YKaXuTe TeMy cOooOIIe-

HVsL, agpec 1oj1ydaTessl M TEKCT ICbMa:

Tema: [ oKyMEHTEI PSCCMOTPEHE

Anpec: user@mail.ru -

Coobwenme:  [MonydeHHble AOKYMEHTEI PACCMOTPEHE! W MEpeaaHE! Ha
NOAMMCE pyKoSoAMTENK|

10. JaxHble 1 3aBepeHns noanvcy coopansl. Haxxvure Ha kHo1Ky I'oToBo.

11. Jannable OyAyT nopamvcaHbl. B pesysbraTe omepaliny B OKHe YIIpaBjieHue IIOIIIMCaH-
HBIMM JaHHBIMU TIOSBUTCS 3HAYOK 3aBepsrolieVl MOANNCK (B Mepapxun 3aBepsolast
HOANVCH OyJeT IOAINCHI0 BTOPOTrO YPOBHS).
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[epeBo NoaAnMcel

Bnageney

B [« Metpoea AHHa
& Onera OxoTuHa

B oxHe YnpasiieHne mmogncaHHBIMY JAHHBIMM Bbl MOXeTe:
1) ITpocmoTpeTh HofIICaHHBIe JaHHbIe (KHOMKa ITpocMoTpeTs HarrpoTyB MMeHM darvia) U co-
XPaHWUTh VX Ha JIOKJILHBIVI KOMITLIOTEP WIV OTUY K/IaeMbIl HocuTesIb (KHolika CoXxpaHMUTB).

WCX0AHRIE OEHHBIE: C:\Usersluser\DocumentsioTuete{OTueT M23.docx. sig

CITKPBITBIE AaHHBIE: OTueT N23.docx

[I'IpomnTpETb. - ] [ CoXpaHWTb...

2) ITpocmotpeTs mHPOpMartiio (KHomka ITpocmoTpeTs)
— o 3asepgroriet DI (aTpuOyTHI 11 aJITOPUTMBI ITOIIIVICH);
— 0 cepTudmMKare, C IOMOIIBIO KOTOPOTO OBbUI ITOAIICaH aril, VI ero CTaTyce;
— O IITaMIIax BpeMeHV Ha ITOAMVICh 1 TIO/IChIBaeMble TaHHBIX.

3) [10o6aBUTh COMOAINCE.

4) 3aBepuUTb IEPBUYHYIO IOAINCH ellle OIHOV 3aBepgrolert (oOpaTuTe BHUMaHMe, UYTO IepPeBO
IIOJTIVICEVI TOJIIBKO ABYXYPOBHEBOE, T.€. 3aBePUTh 3aBepsitoltyio DI yxxe HeTb3si).

Aepeso nognwcei

Bnageney armunnna ran

= B Metpoea AxHa
4"  Onera OxoTuHa

I I |

MNognucaTe... JEEEpHTE NOANWMCE. .. [HDOCMDTDETI:... ][ CBHOBMTE ]

MevyaTe [ QK ][ OTMeHa ] [ MpUMEHTE ]

8.8.5 TIPOBEPKA DITEKTPOHHOW MOAINMCIH

C nomompro riporpaMmMsl «KpunrroAPM» BBl MOXXeTe ITPOBEPUTh KOPPEKTHOCTD 3JIeKTPOH-
HOVI IIOIIVICY OTHEIBbHOro pamia viIM Manku ¢$awios (Ipy 3ToM OyzAeT IpoBepeHa IIOAIIVICH
Kak7joro dpaviyia, BXOJIAIero B yKasaHHYIO IIarlky. BeixoriHble dpariibl aBTOMaTUYeCKy COXpaHsi-
IOTCS B MAIIKy C VICXOIHBIMY JaHHBIMM).

ITpoBepuTh KOPPEKTHOCTE 2JIEKTPOHHOV ITOJIVICK BBl MOXKeTe uepes:

e [JIaBHOE OKHO

* 3HAYOK Ha MaHeJIM 3a7a4

® KOHTEeKCTHOe MEHIO Cbaﬂna

Bribepure nyskT Menio IIpoBeputs nmoammce. dastee ciemynte ykasaamsM [TomommHmka
HPOBEPKM 3JIeKTPOHHOVI IOTIVICIA:
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1. Ha II€pBOM IMlare Il YIIPOIIIEHVIA pa6OTbI BbI MOJXXeTe BBI6paTB B CIIVICKE OIHY M3 YXKe

yCTaHOBJIEHHBIX HacTpoeK. Eciii BBI XOoTuTe B masIbHeNIeM MCII0/Ib30BaTh BEIOpaHHYTO
HaCTPOVIKY II0 YMOJIYaHMIO, ITocTaBbTe duiar B myHKTe Vcriosab30BaTh HaCTPOVIKY IIO
yMOTJaHUIO.

[AnA yrpoweHa paboTel Bel MOKETE BIDDATE YHe
YCTEHOBNEHHEIZ HACTPOMKIM NAPaMETHOE NOAMMOA:

HalMeHoBaHME! ‘HGEE.'FI HaCTpolika -
0 d o -

MCnonss0BaT Hogan HacTpoiika
OTaen npogask

Bribepure dpavt wm nanky daiios, noamnvcaHHBIX D11, KOppeKTHOCTh KOTOPBIX He00-
XOIVIMO TIPOBepUTH (KHOIIKM [J06aBuTh manky v [lo6aBuTs dari).

Beibop daitnos
BribepTe daine! WbpoBaHHEIX ASHHE MW hainel COBMELLLEHHOIA
NoanucH
Mma Pazmep [laTa M3MeHeHMA MyTe
OTueT N21,.docx,sig 18.3KB 22.03.2013 15:45:34 Ci\s
OTyeT N22,docx,sig 174KEB 22.03.2013 15:55:01 Ci\Us
OTyeT N23.docx,sig 17.4KB 22.03.2013 16:54:00 C U

4 1L k

NobaeuTe dain ] [,ﬂuﬁasmb nanky ¥IanMTh

3. Tlocre cbopa maHHBIX IS CHATWS M IPOBEPKM TOAINCY BO3SHMKHET OKHO ¢ MHQOpMa-

LIVer O cTaTyce ollepalyy 1 o0 MCIoIb3yeMbIX ITapaMeTpax. [1j1s mpofo/bkeHns ortepa-
M HaKMUTe Ha KHOTIKY ['oToBo.

Ecyin B daruie mopmicyt cofep>XXUTcst OffHa HOAIINCH (HeT JTOIOJIHUTeIbHBIX 1/ VIV 3aBe-
PpAIOIINX), TO IIpoBepsieTcsa KoppeKTHOCTh D11 11 nercTBuTesIbHOCTh cepTudMKaTa OTIIpa-
Buresns. Ecim B darvte DI conepxuTest 6os1ee ofHOV ITOJIINCH, TO IIPOBepsieTCs KOPPeKT-
HOCTb KaXkIIOVI ITOJIIIVICY B KOJUIEKIIVL.

Otkpoetcsi OkHO Pe3ysibTaT BHINOJIHeHMs omlepalyy, B KOTOPOM OTOOpasUTCs CTaTycC
onepanym. Ecyim ofgHa v HeCKOJIBKO ITOAIVICEVT He JIeVICTBUTEIIBHEI, 3TO OyreT oTpa-
KeHo B craTyce. YToOBI MPOCMOTpeTh JleTaJIbHYI0 MHGPOPMAIIMIO O pe3yJibTaTax Ipo-
BepKM IOMIINCY ¥ MCIIOJIB3yeMbIX IapaMeTpax: MMsl MCXOIHOIo dravvla, MMs BIXOJHOIO
dpamia, craTyc 3aBepIlieHs oIlepaliy, JJINTeJIbHOCTh BBIITOJTHEH s ollepallny, HaKMUTe

Ha KHOIKY [deTasim.
'

PezyneTat EnincaAleHWA cnepauwu (Mpoeepka 300) El_léj

@)

(| 3anycTiTE MacTep cHosa

[] 3akpeiTs okHo, ECnM HET oWMBOK U 3aMEYEHMIA

L [ L . — » J— -
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5. Eciu BBI XO0TUTe IpocMOTpeTh MH@OpMalimio o mposepsieMort D11 1 ceptudnikare mmoa-
MVICYVIKa, BbIJIeINTe HeoOXOIVMYIO 3alVICh B CIICKe OKHa Pe3ysIpTaT BBINOJIHEeHMs OIle-
paumm 11 HaXMUTe Ha KHONKY MeHemxep coobmienms. OTKpoeTcs OKHO YIIpaBpiieHue

ITIOOITVMICAaHHBIMM JaHHBIMVI.

e ———————
Bia onepay Bpema BxogHoi dain: BrixogHon g
MpoBepka noanmuad  00:00:00.27  C:\Wsers\user\Documen. ..
onposepﬁa noandcy  00:00:01.22  C:\Users'user\Documen. ..
o Mposepka nogrmod 00:00:00.23  Cr\Usersluser\Documen. ..

1| 1] [ 3

MeHEQWED COOAULEHIA. ..

CTaTyC 3aBeplueHA OnepaumK; Yonex,
ONKMTENEHOCTE BEINGNHEHWA onepalyd: 0:00:00, 27
BxonHoi dain: C:Wsersiuser\DocumentsioTyeTel\OTHET |

4 1L} I

Ber MmoxeTe IIPOCMOTPETH VICXOITHBIV q)aVUI I COXpaHUTDB €ro I10 YKa3saHHOMY ITy T (KHOHKVI

ITpocmoTpeTts 11 CoxpaHUTE HArIpOTHB IT0JIs1 OTKPBITHIE TaHHBIE).

MCXOOHBIE DEHHBIE: C:\Usersiuser\Documentstest\OTueT N22.dock.sig

OTKPRITEIE AaHHEIE: OTueT N22.docx

[I'IpomnTpETb. " ] [ CoxpaHuTe...

B wiyuae, ecyiv mpocMaTpuBaeMbINt IOKyMeHT sIBJIsieTcsl ToKyMeHToM Microsoft Word v
Microsoft Excel, 1 Ha KoMmpioTepe ycraHosileH nakeT Microsoft Office, MoxxHO HacTpouTh I0-
OasrreHMe MHMOPMaLVY O HOAIIVCY B KOHeLT JJOKyMeHTa (B cyry4ae ¢ Microsoft Excel Ha oTes-
HBIVI JINCT). ByIFounTs mobasrieHve MHMOpMAIVN O TIOAIVICH MOXKHO B BBIOPAHHOVI 10 YMOJT4a-
HVIO HAaCTPOVIKE Ha CTPaHMIIe OOIIMX TapaMeTpOB.

Oruert o IIpoBepKe MOAIIVCY MOYKHO IIPOCMOTPETh, BEIOpaB 3amich B I10JTe [lepeBo moamicent
v HaXkaB Ha KHOIIKY ITpocMoTpeTs. OTKpoeTcst OKHO ¢ MHQOpMarien o IOaIcy, cepTndmkare

I ero craryce.
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lepeso noanvcen
Bnageney TCarmunna Mraa Oruec
«~* Olga Okhotina
[#]4#* Olga Okhotina
[#]4#* Olga Okhotina
] 1l | 3
[I'Inn.nmme... ] [ SEEEpWTE NOANWMCE. .. ] [ MpocMoTPETE... ] [ OBHOBMTE
[ Ok ] [ OTMEHE ] MPHUMEHKTE

8.8.6  CHATUE M TTPOBEPKA TTOAITNCH

ITpu mpoBepKe cOBMeILIeHHOV ITOMIIVICY CHavasla BBITOJIHAETCS CHATME MOAMNVICH C JaHHbIX
VI coXpaHeHe ITOANVICAHHBIX TAHHBIX B OTIEIBHBIV (Paiil, a IIOCTIe 3TOro - COOCTBEHHO ITpOBepKa
KOPPEeKTHOCTVI ITOIIIVICHA.

C nomoripio mporpammsel «KpunroAPM» BBl MOXeTe CHATB U ITIPOBePUTh KOPpeKTHOCTh DI
OTZHeIbHOrO dparia Vi Ianku ¢arios (IIpy 3ToM OyJIeT cHsITa ¥ IIpoBepeHa MOAINCH KaXI0ro
daruia, BXOIAIIETro B yKa3aHHYIO MaIlKy. BeIxomHble daruibl aBTOMaTUYeCcKy COXpPaHSIOTCA B
HaIKy C MCXOIHBIMY JaHHBIMM).

CHATB ¥ IPOBEPUTH KOPPEKTHOCTD JIEKTPOHHOVI IOIIVICH BBl MOXeTe yepes:
e [JIaBHOE OKHO

® 3HAYOK Ha ITaHeJIV 3a1a4

® KOHTEeKCTHOe MeHIO

J1)1s1 TOrO 4TOOBI CHATH ¥ POBEPUTHh KOPPeKTHOCTH DI, BeIOepuTe MyHKT MeHI0 CHATH U

IIpOBEPUTH. Ilarm HOMO]_U;HVIKa ITaHHOM orepannm COOTBETCTBYIOT IIaraM HOMOHI,HT/IKa ITpOo-

BepPKUM ITOIIIVICYI.

8.9 IIIMd®OPOBAHME JAHHBIX

IIndposa"me — 3TO IIpeodpasoBaHMe JaHHBIX B BUI, HEIOCTYIHBIV IS UTEHMS Oe3 cOOT-
BeTCTBYIOIIel MHPopMaIiy (KIoda mmdpoBaHys). 3aada COCTOUT B TOM, YTOOBI 00ecrieunThb
KOHMMAEHITNATIbHOCTD, CKPBIB MH(OPMAIIIO OT JINII, KOTOPhIM OHa He IpelHa3HadyeHa, JTaxe
ecJIVl OHM VIMEIOT JOCTYII K 3aIiidpOBaHHBIM JaHHBIM.

[t Toro uroOsI 3armdpoBaThk ¢al, BaM MoTpeOyeTcss OTKPBITHIN KITIOU IOJIyvaTesIs 3a-
mmdpoBaHHBIX JaHHBIX. PacimmidpoBaTs JaHHBIE TI0OJTyYaTelIb CMOXET, MICIIONIb3Ys CBO 3aKPbl-
TBIVI KJTFOY.

C nmomornpio mporpammel «KpuntoAPM» Bel MoXkeTe 3a1dpoBaTh OTAEIbHBIV daril Win
nanky ¢arios (rrpu 3ToM Oyner 3ammdpoBaH OTAETBHO KaKIbIil (pavil, BXOOAIINIL B YKa3aH-
HYyIO Narky. 3ammdpobaHHble ¢darIbl aBTOMATYeCKV COXPAHSIIOTCA B IAIKYy C MICXOIHBIMM JaH-

HBIM).
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89.1 IIM®POBAHME

3aumdposaTh a1 BbI MOXeTe yepes:
e [IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

[t Toro 4Tobsl 3ammdposaTh darul, cileAyTe peKoMeHAarsaM Macrepa BBITOJTHEHVS
omepaun:

1. Ha mepsoM IIare I yOpollieHns paboTel BBl MOXKeTe BBIOpaTh B CIVICKe OIHY U3 yXKe

yCTaHOBJIEHHBIX HacTpoek Jijid ImdposaHms daiwios. Ecii BeI xoTuTe B JajibHeIIeM

VICITIOJIB30BaThb BBI6paHHYIO HaCTpOT;IKy 110 YMOJI9aHWIO, I1I0CTaBbTe qmar B IIyHKTe€ Wc-
I10JIb30BaThb HaCTPOﬂKy 110 YMOJIYaHUMIO.

AnA ynpolweHta paloTel Bel MOMETE BRIOpaTE yHE
YCTEHOBNEHHBIE HACTPOMKI NAPaAMETOE NOAMKMOA!

HalMeHoBaHE ! ‘HDBE.'H HaCTpolika v'
(4 o -

Mnonb30BaT Hogas HacTpolika
OTaen npogax

2. BeIbepuTe manky c dpamtamu Wi OTaeIbHbIV (arl, KOTopble HeoOxoamnMo 3ammdpo-
BaTh (KHOIIKM [Jo6aBuTh manky v [1o6aBuTh ¢arijI COOTBETCTBEHHO).

KmA Pasmep [NaTa M3MEHEHWA MyTb
OrueT N9Z.docx 11.1KB 20.03.2013 15:10:19 Ciils
OmueT N23.docx 11.1KB 20.03,2013 15:10:46 Ciils
OTyeT.docx 11,1KB 20.03.2013 15:10:03 Ci\Us

1| 1] b

[ NobaenTe dain ] [ﬂnEaBMTb nanky ¥OanMTe

MpocroTp

3. B oTkpbIBIIIeMcst OKHe YKaXk/Te HaCTPOVIKM ISl BRIXOHOTO dpopMaTa darvia.
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KooWpoBKa M pacluMpeHHe

DER-«oanpoBKka *.| enc
@ BASES4-+woaupoBka * ENC
CTKMKYMTE CNyeBHbIE SEronoBkM
Ap¥MBMPOBEATE halinel Nepen WWhPOEaHMEN
C:\Usersiuser\Documents test\OTuet. doox BribpaTs
@) MNoMEWETE BbIX0AHEIE Dainel B YKa3aHHEIM KaTanor

C:WUsersiuser \Documentsitest!, BeibpaTh

| CoxpaHsaTE CTPYKTYPY BNOMEHHOCTH KSTANOMOE

| OTNPaBMTE BRIXOOHEIE QEANEI N0 SNEKTPOHHDNA NoYTE
| OTKPBITE OKHO NOYTOE0MD KNMEHTA
| ¥aanuTe noxogHele dainel Nocne BeINOMHEHUA ONEPALIIA

-

¥poBeHb DEZ0MECHOMD YOANEHMA; |CpenHMF1

1) KommpoBka 1 pacipeHme;
¢ DER encoded binary X.509
e Base64 encoded X.509.[1)1s1 sTOrO BapMaHTa KOAMPOBAHMS Bl MOXKeTe yKas3aTh jiar
OTK/II0UNTH CJIy>KeOHbIe 3aT0JIOBKHA.
Pacmmpenns sammdposaHHoro darvia *.enc, *.p7m, *.pem.
2) ApxuBupoBaTh daribl Iepen MdpoBaHneM;
B crpoke Mims dpariia ykaxuTe Iy Thb 10 apXyBa ¥ MM CO3[JaBaeMOTro apxuBa.
3) [TomemiaTe BeIXOOHBIE (pariyIbl B YKa3aHHBIVI KaTaIore;
Ecyit BBIOpaTh 3TOT peXyM 1 OCTaBUTD I10JIe BBOIA ITyTY K KaTaJIOry He 3aIl0JITHEHHBIM, TO
BBIXOIHBIe (paryIbl OyAyT pOpMMUpPOBaTECA B KaTajlore BXOIHBIX (pariyIoB.
4) CoxpaHsTB CTPYKTYPy BJIOXKEHHOCTV KaTaIOTOB;
5) OTnpaBuTh BBIXOOHBIE (DAVIIBI 10 37I€KTPOHHOM I104Te;
6) YanmTe McXogHBIN (pariyl II0c/Ie BHITIOTHEHMs ONepamii;
Ecym BBl penmvuin cospaTh ¢arijl COBMeIlleHHOVI TIOAINCH, BBl MOXKeTe yAaJIUTh VICXOIHBIN
dparu1 1ocsIe BBIIOIIHEHMS OIlepaLIA.
7) YpoBeHB 0e30I1acHOrO yiasieHus

¥ oopobree o Hacmpotike napamempob ypoBus besonacroeo yoarenus uumaiime 6 paseie
1 Hacmpouxu kamai0208 xparenus caiiiob.

4. B oxre CsovicTBa mMdpoBaHMs BEIOepUTe PeXMM MM POBAHNISI JAaHHBIX.
[1J1s1 aTOTO MIOCTaBbTE MepeKiIouaTesIb HallPOTVB COOTBETCTBYIONIEV CTPOKI:
e Vicmosnp30BaTh KpUIITOIIPOBaridep (B 5TOM CJTydae B BBIIQIaIOIIeM CIIVICKe BEIOepuTe

HeoOXOIVIMBIVI TUIT KPUIITOITpOBarjiepa 1 aJIrOPUTM I poBaHis)

B cayuae ucnoavsobanus kpunmonpobaiidepa «SafeSign CSP Version 1.0» pabouum areopum-

’

& Mom wugpobanus abasemcs moavko RC4.
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PEsM WivcbpOBEEHWA ANA OTNPABMTENA COOAWEHMA

(@) Mcnonb30BaTh KPMATONPOBaMAED

TN KPUNTONPOBaNAEpaE: [Crypto—Pm GOST R 34.10-2001 Cryptograp v]

AnropuTH WMbpPOBaHUS: [GDST 2814789 v]

(71 Mcnonb3oBaTe coBCcTEEHHEIR cepTUdMKaT
Bnanenew cepTHdMKETE:

ANropuTH WNGPOEaHMA:

BrrrouuTe EEI:ITI-1¢II-1HE|T B CTMCOK NonyJaTensi

o Vcnosnmw3o0BaTh coOcTBeHHBIN cepTudMKaT It mmdposanus (g seibopa smd-
HOro cepTudmKaTa MUCIOJIL3yTe KHONKY BriOpaTs). ITpn BEIOOpE JIuHOrO CcepTu-
dmkaTa rpoBepseTcs ero craTyc. JIMaHbIN cepTrdMKaT aBTOMATIYeCKN J00aBIIsieTcs
B CITVICOK cepTudMKaTOB roTy4aTesient mmdpyemoro daria.

-

— ™

Mudopmayma P —

Brnrouén peskum windpoBaHne ¢ MCNOALI0EAHNEN cepTudKaTa
oTnpaenTtend. Bam HeoBxogumo eeiBpate cEOM cepTUgMKAT M3 IMYHOTD
xpaHunna, OCTaenTe peskMi BRNHOYEHHBIRT

A J[ He

¥ Ilodpobree o wmacmpoiike napamempod wiugpoBanus Bui moxeme npouumans 6 pasdese
~——  Hacmpouxu onepayuu wiugpobarus.

3. Ha ciemytoriem miare Beibepure cepTrdmKaThI ITOTydarTesien dpyemoro darvia, mc-
10J1b3y sl KHOIIKY [1006aBUTE.

CepTUDMKETEI NONYYaTENeA;

Brnageney, MzpaTens OeictenTened ¢ JefcTeBMTENE. ..
@Bamnbesa ... BaounbesaMa... 20.03.2013 20.03.2014
¥JOnera Oxo... OnbraOxotiHa  02.04.2013 02.04.2014
Einetposa A... Metposa Adka  09.04.2013 09.04.2014

¥YnanuTb [Yuanmb Eir_e] [I'Ipumqu... ]

YT0OBI MMETh BO3MOXKHOCTE paciindpoBaTh 3allMdpoBaHHbI BaMi (paiiyl, BbI IOJDKHEI [10-

OaBWUTB JIMIHBIV cepTUdUKAT B COVICOK CepTM(MKATOB IIOJTydaTesient 3aldpoBaHHOTO darvia.
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Ecyiv Ha mipeqibITyInieM Iare BbI BKJTIOUIUIN PEXMM, IIPU KOTOPOM [Is I poBaHus OyeT mc-
TT0JTb30BaThCS BaIll JIMYHBIN CepTHQMKAT, Ha IIIare BbIOOpa cepTrdMKaToB IoIyJyaTesIer OH aB-

TOMaTU4YeCKIM GY,HQT 3aHeCeH B CIIMCOK.

-

J

Obpamume Brumarue, 041 wiugpobanusn Heodbxo0uMo, umodbl KAUU Omnpabumens u noAy4a-
meAst Mo2Au ObimMb UCN04b308aHbl 045 WUPPOBaHIA OAHHDIX.

4, HTIH OTIIPaBKM SaIHT/ICppOBaHHBIX JaHHBIX I10 BHeKTpOHHOVI I1o4Te YKaXnTre TeMy Cco00-

IeH:, agpec I10JIydaTeiis M TeKCT IIMCbMa:

Tema: KoHbMaEHUMANEHD

Anpec: user @mail.ru -

Coobuerme: [Jorosop Ha PECCMOTPEHKME M COrNacoBaHue

ITocrte 3aBepireHNs cOOpa MapaMeTpPOB /IS BBIIOTHEHVS M POBaHI BOSHUKHET OKHO
¢ H(OpMaIIrer O CTaTyce oIlepaluy 1 00 1CII0NIb3yeMBbIX TapaMeTpax: cepTrdmKaT, Ko-
TOPBIM OBbUI 3ammdpoBaH a1 u cepTudmUKaT 1orydaTests (-evr). i IpogosDKeHs
HaXMuTe Ha KHOIIKY I'oToBo.

Beenennble B MacTtep mmdposaHs JaHHBIE MOKHO COXPaHWUTh B HACTPOVIKY VIS Haslb-
HeVIIIIero VICTIOIB30BaHMs. [IJIs1 3TOro mocTaBbTe rajyiouky B MyHKTe COXpaHUTH JaHHBbIE
B HACTPOVIKY JIJIs1 JAJTbHETIIIIEeTO VCII0/Ib30BaHMsI 1 BBeI/Te HaVIMeHOBaHVe HaCTPOVIKIAL.
Taxke BbI MOXKeTe COXpaHWUTh BCe JAHHBIE B yKe CYIIIeCTBYIOIIYIO HaCTPOVIKY, BRIOpaB ee

Ha3BaHVe M3 CIIVCKa.

COXPaHWTE ASHHEIE B HACTPOMKY AnA
AENEHERALEND MOMONBI0ESHWA

HauMeHoBaHWE:  HacTpolika 1 hd

HacTpouTe oTobpameHie waros MacTepa Bel momeTe
B MEHHD MPMNOHEHWA “YNPABNEHWE HACTPOMKEMA

[ < Hazag ][ lMoToBO ] [ OTmena ]

Haunercs nportecc mmdpopaHms JaHHBIX. Bl MOXeTe mmpepBaTh ero, HaXkaB Ha KHOIIKY
Ormena.

ITpu oTrrpaBKe 3a1poBaHHBIX JIAHHBIX 110 2JIeKTPOHHOV IIouTe (ecyIv Bbl yKasaym "OT-
KPBITb OKHO ITOYTOBOrO KJIMeHTa'") OTKpOeTCsl OKHO Balllero I0YTOBOro KIVeHTa Il pe-
JaKTUPOBaHWs COOOIeHNs Iepef] OTIIpaBKoN. BHecuTe HeoOXOIVIMbIe VI3MeHeHMs U OT-

IpaBbTe MVICBMO CTaHIAPTHBIM 00pa3oM.

i e ——————— N
PesynbTat snincAHeHkA cnepauui (Wndposanne) l = | |_i3-l
E—

P
: ! MoAoHAMTE, NPOMCXOAWT OTMPSENEHWE INEKTPOHHDN OTMEHMTE BCE
*
: MoYThl

Dbwee epeMa onepa: 00:00:05

| ZanycTuTe MacTep ctHosa

[] 3aKpkITh oKHO, ECTM HET OLWMGOK W 3EAMEYEHM

b I Saaasssseeeooagge 4
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8. ):[anee BO3HVKHET OKHO PeBy.TIBTaT BBIIIOJTHEHWMSI OIl€panimm CO CTaTyCOM 3aBePIIIEeHIIAL

oneparm.

@)~
Qbwes BpeMA onepaw: 00:00:28

[] 3anycTiTe MacTep cHosa

[] 3aKpeITE okHO, BCTM HET DWMBOK 11 3AMEYEHM

YT1oOBI IPOCMOTpPETSH JleTaIbHYIO MHAOPMALIMIO O pe3ysibTaTax I poBaHMs U VUCIOIb-
3yeMBIX MapaMmeTpax: MM WMCXOAHOTo daria, MMs BBIXOIHOIO (3ammdpoBaHHOTO)
daria, ctaTyc ornepaumy, IJINTEIbHOCTD BBIIIOJIHEHMS ollepaliyy, HaKMIUTe Ha KHOIIKY

Heranm.
L ———————
Bia onepayin Bpema BxoaHoit daiin; BrixogHoi g
@LUMdeDE:aHME 00:00:00.4%  C:\Users\user\Documen... C:iUsersius
d 1 b

MEHEQMED COORLLEHMA. ..

CTaTyC 3aBEpLUEHMA OMEPELIN: Yonex.

O NMTENEHOCTE BRINONHEHWA anepacwad: 0:00:00,49

BxonHoi dalin: C:Wsers'user \Documentsitest\OTueT. docx

BrixoaHoi dain: C:\Usersiuser \Documentstest\OrueT. docx
4 m b

Bbl MoxeTe oTpemakTupoBaTh CIMCOK ITOJIydaTesien 3aldpoBaHHbBIX JaHHBIX, IIPOCMOT-
PpeTh 1 COXpaHUTb VICXOHbIE [JaHHBIE.
1. Beimenure 3ammch B criicke oKHa Pe3ysibTaT BBINOJIHEHMs OIlepaliiy U HaXKMUTe Ha
KHOIIKy MeHem>Xep coo0mieHMs.
2. Orkpoetcst OKHO YripaBiieHue ¢ poBaHHBIMM JaHHBIMM, B KOTOPOM BbI MOJXeTe:
1) IIpocMOTpeTh IyTh, IO KOTOPOMY COXpaHeH 3alIidpoBaHHbI darvl;
2) ITpocmoTpets 3ammidposaHHb dparwt (KHomKa [IpocMoTpeTs psmoM co cTpoKoit

Pari1 MCXOTHBIX TAHHBIX);

LWndbposaHHeNi daiin: C:\Usersluser\Documentsitest\OTueT. dock.enc

&N MCXoAHEIX AaHHE: |OTHeT.doo

[I'Ipommpew...] [ CoXpaHuTb... ]

3) CoxpaHuTh MCXOIHBIV daiwl (pacidpoBaHHbIe JaHHbIe) 110 YKa3aHHOMY ITyTH
(xtorika CoxpaHUTB);
4) TlpocMmoTpeTs MHPOpPMAIMIO O cepTudMKaTax IoIydaresient 3aIdpoBaHHbIX

IaHHBIX U MX cTaTychl (kHoIKa [IpocmoTpeTs);
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CepTHMKAETE NONY4aTENSR 3aWMbpoBaHHE daHHEIX

CepuiHBIi H.., @10 Opradn... MNogpas... fdomsd... Woonszo...

0A82209F... | Mepoea | | | | |

gjocici2c... OlgaOk.. Digt
B%)34F440DA... WBaros

] 1 | 3

[ AobaeuTb.. . ][ ¥aanuTb ] [I'IpomnTpETb... ][ CRHOBUTE

|

Ceptudukar pacmmdpoBaHms JaHHBIX OTMedaeTcs 3HaukoM -=4 . Ceptudukarom pac-

M poBaHMs CTAHOBUTCS IIEPBBIVI 13 CIIMICKA cepTUdUKaT IoTyJdaTesier, MMeOIIVil 3aKPBIThIN

K1ro4. OcTaibHbIe cepTUdUKaThl OTMeYaroTCsd CTaHJapTHBIMI 3HaYKaMIA.

Bbl MoxeTe pacimpuTb/COKpaTUTh CIIMCOK CepTUdUKATOB MolydaTesient dpaiia (KHOIKM

Ho6aBuTh 11 YIanmuTh COOTBETCTBEHHO).

ITpu naxaTtny Ha kKHONIKY ITpuMennTs Wi OK maHHBIe OyyT HOBTOPHO 3aIdpoBaHbl B

aZjpec M3MEeHEHHOI'O CIIVICKa HOJ'InyIaTeJ'IeTZ.

8.9.2 PACHIVI®POBAHUE
C nomomnpio mporpammsl «KpunrroAPM» BeI MoXeTe paciidpoBaTh:

e OTHEeJIbHBIN pat;

e TIATIKy paiwIoB (Ipv1 3TOM OyJieT paciindpoBaH KakIbIV paril, BXOASAIINI B YKa3aHHYIO

Hanky. BeixogHble daruibl aBTOMaTUUYeCKM COXPaHSAIOTCA B IIAIKy C VICXOIHBIMM JaH-

HBIMM).

PacmmdposaTh JaHHbIe BEI MOXKeTe depes:

® TJIaBHO€ OKHO

® 3HA4YOK Ha ITaHeJIV 3a/1a4

e KOHTEKCTHOe MeHIo darvia

Bribepure myskT MeHio Pacmmdposars. [aee crrenyvire pekomengarvssM [ lomornmHvka mo

BBIIIOJIHEHUIO OIlepalnn:

1. Ha mepBoM mIare [jIsi yOpoIteHns: pabOTEI BBl MOXKeTe BBIOpaTh B CIVICKE OIHY M3 yXKe

YCTaHOBJIEHHBIX HACTPOEK DaCHIT/ICbDOBaHVISI CbaVU'IOB. Ecyu BBI XOTUITE B JaJIbHeIIeM 1C-

II0JIb30BaTh BEIOPaHHYIO HACTPOVIKY II0 YMOJIYAaHMIO, IIOCTaBbTe driar B IyHKTe VIcIoib-

30BaTb HaCTPOﬁKy 10 YMOJ/TYaHUIO.

[ na yrpoweHia paboTel ol MoxeTe BeibpaTh e
YCTAHOBNEHHEIE HECTPOMKK NAPaMETPOE NMOLMACH:

HauMeEHDBaHWE: [Ha:.‘rpoi&lca i - ]

WMcnonb30BaTE HACTPOMKY MO YMONYSHMID

azan Oanee = ] [ OTMeHa
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2. Beibepure draru1 i manky ¢avioB, KOTOpble HEOOXOOMMO pacivdpoBaTh (KHOIKM
Ho6aBute nanky 11 [Jo6aButs dar). Taxke BB MOXeTe BBIOpaTh apXuB C (paruIaMIL.

KMmA Pazmep [ata M3MEHEHMA MyTe
OTueT.docx. enc 15.3KE 21.03.2013 18:40:51 Ciis
OTyeT MN22.docx.enc 156.0KE 21.03.2013 18:24:37 s

Pl n 3

[ AobaenTe dain ] | AobaBuTe Nanky | ¥NanMTh ¥AaNMTE BCE |

3. B ctemyromeM okHe BbIOepuTe IMPeAINIOUTUTEIBHBIV cepTUdMKAT pacidpoBaHms

(xHomka BwIOpaTh). YKaszaHHBII cepTudUKAT Bbl MOXeTe IIPOCMOTpPeTb, HaXkaB Ha

KHonKy IIpocmoTpeTs.

Bnagenew ceptudmkara: CN=0lga Okhotina, 0 =Digt,L =iowkap-Ona,5=F

Bribpatk ] |I'IpomoTpETb | YaaniTe

4. Tlocste 3aBepieHys cbopa JaHHBIX [JId paciidpoBaHsd BO3HMKHET OKHO ¢ MHGOpMa-
oMer O CTaTyce oIrepaumy M 00 WMCIOIb3yeMbIX IapaMeTpax. IS MpomoinKeHus
Ha)XMuTe Ha KHOIIKYy I'oToBoO.

YxaszaHHbIe JaHHbBIE MOXHO COXPAHUTh B HACTPOVIKY I JTJIbHEVIIIIeTO VICIIOIb30BaHML.
[1s1 aToro mocrasbTe siar B myHkTe CoxpaHUTh JaHHBIe B HACTPOVIKY IJISA JajIbHeVI-
IIIero McmoJIb30BaHMsA U BBeIVITe HaIMeHOBaHVe HacTPOVIKK. Takke BBl MOXeTe coXpa-

HUTDB BCE JaHHbIE B y’Ke CyIIeCTBYIOIILYIO HaCTpOVIKy, BBI6paB €€ Ha3BaHle 13 CIIVICKa.

| COXpaHWTE AaHHEIE B HACTPORKY ANA
AaneHeEAWEero MONeNL30BaHKA

HaWMEHOBEHWE!  HacTpolika 1 -

HacTpouTe oTofpaseHue waros MacTepa Bel moxmeTe
B MEHHD MPUNGHEHMA Y PEBNEHWE HACTPOMKEMM ",

| < Hazan H [oToBO ] | OTMeHa |

5. Haunercs mporecc pacmmdposanus darvia. Bel MoxeTe IpepBaTh ero, HakaB Ha
KHONKy OTMeHUTH Bce.

HanHble OyayT paciidpoBaHbl 1 110 YMOJITYAHWIO COXPAaHEHBI B TOT XKe KaTaJIor, B KOTOPOM
HaxOOUTCS VICXOIHBIN (3ammmdposanHb) darwl gaHHbIX. [Ipy aTom mMs pacimdpoBaHHOTO
daruia coBIaziaeT ¢ MMeHeM 3aldpoBaHHOro daria, HO He MMeeT pacimpenus *.enc. Ecam
a1 ¢ TaKMM VIMEHeM y>Ke CYIIeCTByeT, COXPAaHWTe ero IIOJI JPYIIM VIMEHEM.

Ecimu ceptudpukar I'OCT, BBeuTe 11aposib JOCTyIIa K HEMY.

[Tocie 3aBepiIeHMsI omepanyy BO3SHMKHET OKHO Pe3ysbTaT BBIIIOJIHEHWS OIEpaliyu.
YT1oOBI IPOCMOTPETH AeTaIbHYI0 MH(OPMAIINIO O pe3ysIbTaTaxX paciidpoBaHMs U VCIIOJIb3ye-
MBIX ITapaMeTpax: MM VCXOTHOTo dariia, MMs BBIXOAHOTIO (paciidpoBaHHOro) daria, craTyc
3aBepIIleHNs OIlepaluy, JINTeIbHOCTD BBIIIOJIHEHS ollepaliiy, HaKMIUTe KHOIIKY [eTasmi.
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-

PezynwTat BnincaseHnA onepauun (Lndposanme)

= | |

&

| 2anycTuTe MacTep ctHosa

[] 3aKphITh OKHO, ECTM HET OLWMGOK W 3AMEYEHM

b

Eciu BBI XOTHTE TTpOCMOTpeTh MHGPOPMAIINIO 0 cepTudmKaTe pacimdpoBaHs v cepTdm-
KaTax IojIydaTesIeVl IV M3MEeHWUTD CIVICOK IOoJIydaTelIert 3aridpoBaHHbBIX TaHHBIX, BbIIEITNATE
HeoOXOVIMYIO 3aIliiCh B CHVICKe OKHa Pe3yibTaT BBIIOJIHEHWMsI OHepanMy 11 HaXKMUTe Ha

KHOIIKY MeHemXep cooO1IeHms.

OTKPO@TCH OKHO YHpaBHeHMe IJ_U/I(lJpOBaHHBIMVI AaHHBIMM, B KOTOPOM Bbl MOJKETE!

Bua onepavyad Bpema BxoaHoi dain: BeiooaHoi

@P‘a-:u.lmd:uposaHme 00:00:00,14  C:\Jsers‘wser'\Documen... CiYJsersius
OPauumd:upDBaHme 00:00:00,13  C:\Users'user\Documen..,  C:ilJsersius

4 T

MeHEQMED COODLLEHMA, ..

CTATYC 33BEPLUEHA ONEpaLIMM: Yienex.

ONKMTENsHOCTE BoINONHEHWA onepali: 0:00:00, 14
BxoaHon daiin; C:\sersuser\Documents \test\OTyeT. docx

BeionHoi dain: C:WUsersiuser\Documents test\OmueT. docx

1| 1] [ b

1) IIpocMoTpeTh IyTh, IO KOTOPOMY COXpaHeH 3aldpoBaHHBIV daril;
2) ITpocmoTpeTs 3ammdposanHbi dai (KkHonka IIpocmoTpeTs HarrpoTus cTpoku Part

VMCXOTHBIX JaHHBIX);

LLthpoBaHHENI halin:

C:\Usersiuser\Documentsitest\OTuet N23,docx.sig.enc

Daiin MoxoaHex gaHHen: | OTHeT N83.dook.sig

[I'IpomnTpETb...] [ CoXpaHHTb... ]

3) CoxpaHuTb McXOOHBIN dparl (pacimdpoBaHHEBIe TaHHbIE) 110 YKa3aHHOMY YT (KHOIIKa

CoxpaHuUTB);

4) ITpocMmoTpeTs MHPOPMAIINIO O cepTrdMKaTax oTydaTesielt 3aldpoBaHHbBIX TaHHBIX U

ux crarychl (KHomKa ITpocMoTpeTs).

134



OO0 «udpoBrie TEXHOIOTM» PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

CepTHMKAETE NONY4aTENSR 3aWMbpoBaHHE daHHEIX

CepuiHBIi H.., @10 Opradn... MNogpas... fdomsd... Woonszo...

0A82209F... | Mepoea | | | | |

gjocici2c... OlgaOk.. Digt
B%)34F440DA... WBaros

] 1 | 3

[ AobaeuTb.. . ][ ¥aanuTb ] [I'IpomnTpETb... ][ CRHOBUTE ]

Ceptudmukar pacmmdpoBaHms JaHHBIX OTMeYaeTCsl 3HAYKOM 87 Ceptudnxarom pac-
M poBaHMs CTAaHOBUTCS IIEPBBIVI U3 CIVICKA CepTMUdMKAT HoTydaTes, VMEIOIINI 3aKPBIThIV
wio4. OcTtasibHble cepTrdMKaTh OTMEUAIOTC CTaHAAPTHBIMY 3HaUYKaMU

Bbl MoXeTe pactMpuThb/COKpaTUTh CIIMCOK CepTUdMKATOB MosTydaTesient darvia (KHOIKM
Ho6aBute 1 YaamnTk cooTBeTcTBeHHO). I1py HakaTtum Ha KHONKY ITpumennts i OK nas-

Hble Oy/TyT IIOBTOPHO 3amMdpoBaHbI B apec M3MeHeHHOTO CIIVCKa IoJTyJaTeIel.

8.10 KOMBMHWMPOBAHHBIE OIIEPAIIM

B r1aBe KomOmHMpOBaHHBIE onlepaliy Bbl HavjieTe MHAOPMALIVIO O TOM,
e Kak 3ammdpoBaTh M HOANMCATh dparil

e Kak pacimdposaTh 1 HPOBePUTh IOANNCH dariia

8.10.1 CO3OAHVE OAIMCH U IIVIOPOBAHVE

C nomorreio nporpammsl «KpunroAPM» Bel MoXeTe 3ammdpoBaTh ¥ IOAINCATh OT/IesIb-
HBIV avl Wi HarKy (IIpM 3ToM OyzeT 3ammdpoBaH ¥ MOONVICAH OTAEIBHO KaXKabIi dpari,
BXOJIAIINI B YKa3aHHYIO MMarky. 3ammdpoBaHHbIe 1 IOICaHHbIe dariIbl aBTOMAaTUYeCcKN Co-
XPpaHSIOTCS B MAIIKy C VICXOAHBIMY JaHHBIMM).

ITopmmcaTe 1 a1 poBaTh JaHHbBIE 3a OJHY OIlepalllio Bbl MOXeTe Yepes:
e IJIaBHOE OKHO

® 3HA4YOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIo daruia

Bribepure nynkr Mento IlogmmcaTte m 3ammdposate. [lartee ciiemyiiTe peKOMeHIAIVSM
MacTepa BBIIOJIHEHMS OIlepaliin:
1. Ha mepsoM mIare [jIs yIIpolleHus pabOThI BBl MOXKeTe BRIOpaTh B CIIVICKe OIHY M3 yXKe yCTa-
HOBJIEHHBIX HACTPOEK JUIS IIOaOMCK U InmudpoBaHMd. Ecim BbI XOTUTe B HaJIbHEWIIIEM VIC-

II0JIb30BaTh BHIOPaHHYIO HACTPOVIKY II0 YMOJTIYaHMIO, YCTaHOBITe (poi1ar B IIyHKTe Vcrmosib30-
BaTh HACTPOVKY IO YMOJTIaHMIO.

[AnA yrpoweHa paboTel Bel MOKETE BIDDATE YHe
YCTEHOBNEHHEIZ HACTPOMKIM NAPaMETHOE NOAMMOA:

HaMMeHoBaHWE: ‘HDEIE.H HaCTpolika v'
0 d o -

Mnonb30B3T Hogas HacTpolika
OTaen npogask
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2. Boibepwure oTmenbHBIN daril U MarKy ¢ daiiamMy, KOTopble HeoOXOIUMO 3ammdpoBaTh 1

roamicaTh (KHONIKM [1006aBuTh darut 11 [1o06aBUTH IalIKy COOTBETCTBEHHO).

MMa Pazmep [aTa M3MEHEHWA MyTe
OTueT N21.docx 12.7KB 22.03,2013 15:35:19 Ci\Us
OTueT N2 docx 11,1KB 22.03.2013 15:48:21 C\Us
OTyeT N23.docx 11,1KB 22.03.2013 15:48:21 Ci\Us

T

3

[ OobasuTe dain ] [,ﬂofiasmb nanky ] ¥ RanMTe

pocMoTp

3. HepBI)IM STalIOM YKaKUTE IIapaMeTPhI IJIS CO30aHVIA BHGKTPOHHOVI ITOOIIVICUI JaHHBIX. ChHa-

yaJla YKaXkuTe BBIXOIHOV popMaT dparuia HOAINCH: KOIVPOBKY U pacIIipeHVe BBIXOHOTO

daria.

e DER encoded binary X.509. Pacimpenns nogmnmcansoro darvia *.sig, *.p7s.

e Base64 encoded X.509.15151 aTOrO BapMaHTa KOOAMPOBaHMs BBl MOXeTe yKa3aTb dpiiar

OTKII0UNTh CJTy>KeOHBbIe 3aro10BKu. Paciipenns niogmnvcaHHoro daria *.sig.

) DER.+0aWpoBKa

KoaMpoBKa W PACMpEHIME

@ BASES4-<oaWmpoBKa

] OTrAtuMTE ciyrefHble 3aronoskM

4, D;anee YCTaHOBUTE ITapaMeTPbI IIOAIIVICIL.

CEOACTEa NoAMMo

Mcnonb3oBaHWE NoarMoI:

KOMMEHTEPMIA K NOAMKMOA:

YTEEmKAEHD -

MOXHO OTNPaBNATE

WMaoeHTudukaTtop pecypca: 8. docx

MOMECTHMTE MMA MCXoAHOMD daina B none “MaeHTuduKaTop pecypca”

BMoUWTE B NOAMNWCL: [Tunbm CEpPTHPUKAET BNafdensLa

CoXpaHWTh NoAMWcE B oTASNEHOM dakine

¥AANMTE MCXOAHENI Q&EMN NOCNE BRINONHEHIMA ONEPELIAN

¥poBeHe DEZ0NECHOMD YOANEHWA; [CpenHHﬁ -

BRNKOUMTE BPEMA COZAEHMA NOAMHCH
[ BrAroYMTE WTaMN BPEMEHN HE NOAMWCLIBAEMEIE AGHHEIE
[ BrntouMTE WTEMN BpEMEHM Ha NOAMMCE

I:l BrmiouuTE B NoANWCE AOKA3aTENCTES NOANMHHOCTH

1) Victionb30BaHMe IOANCH;

YKa)KVITe Heo6xom/1Moe Ha3Ha4dYeHMe ITOIIINCI. ) TOM, KaK CO31aBaTb HOBbI€ Ha3Ha4Y€HIIA

BbI MOXXETE y3HaTbhb B pa3fiejie Onepam/n/l CO CIIPaBOYHMKaMV Ha3HAYECHUIL.

2) KomMmeHTapwmit K IOJIIVACH;
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KommeHnTapueM K moammcy MOXeT CITy>XKUTh MHOpMalus, IpefHa3sHauYeHHas JIIo/IsM,
IpOoCMaTpPMBaOIIVIM ITOAVICAHHBIV TOKYMeHT (Harrpumep, "CortacoBaHo!").

3) BK/IIOYUTH B IOJINCH:

- TOJIBKO cepTUMKAT BIIaiesIblia - PEXXIMM, YCTAaHOBJIEHHBIV IT0 YMOJITYaHVIO. B aTpuOyThI
HoAMVCH J00aBIIsieTcsl eMHCTBEeHHBIN cepTudmKart;

- IIyTh cepTUdMKaLym 6e3 KOpHeBOro cepTrdMKaTa - B aTprOyThI HOAIVICH J00aB/IseTC
LIerloYKa cepTudMKaTOB, 3a VICK/TIIOUeHVieM KOPHeBOro cepTudmkaTa;

- Bce cepTuUdMKaThI IIyTV cepTUdUKALNY - B aTPUOYTHI HOAINCH J00aBIIsieTcs BCs 1ie-
IoYKa cepTuduKaTOB, B TOM UNCIIe I KOPHEBOU cepTudmKat;

- He BKJIIOYATh CePTUMUKATHI B OAIIVICH - B aTPVOYTHI TIOAINCH He BKJIIOYAIOTCS CePTH-
duKaTHI.

4) inenTudmkarop pecypca;

5) Yoanute mcxomHbIN bariyl 110csIe BHITIOJTHEHNS OIeparn;

Ecym BBI perntmvmit co3aaTh paviyT COBMEITIeHHOV! ITOJIIIVICH, BBI MOYKeTe YIINTD MICXOIHBIV
dpar1 ocsie BBITOJIIHEHMS OIlepari.

6) YpoBeHBb 6e30I1aCHOTO yasIeHMsI

ITonpobHee o HacTpoVKax ypOBHsS 0e30IIacHOro yHaJeHus 4YuTauTe B pasierie
Hacrpoviky kaTaJioros xpaHeHus parios.

7) BKII0OUMTH BpeMs cO3TaHWMs MOIIIVICH;

ITpu ycranoBke dpiiara - B a1 moamvcyt OyzieT BKIIIOUeHO BpeMsi IIOIIVICH.

8) ®drarm BxyIrounTes IITAaMII BpeMeHM Ha IIOANNChIBaeMble JaHHBIe M BKIoumTh
IITaMII BpeMeHM Ha IIOAIINCh, IOCTYIIHBI TOJIBKO IIPY YCTaHOBJIEHHOV JIIIeH31I Ha MO-
nyib TSP.

9) ®sar BKyIrounTh B MOANNCH T0Ka3aTeIbCTBA MOIJIMHHOCTM [IOCTyIIeH TOJIBKO IIpU
ycranossieHHOM sntieH3un Ha «KpuntoAPM CranpapTPRO».

ITonpobHee 0 HaCTPOVIKe ITapaMeTPOB CO3IaHs HOAIIVICY BB MOXKETe IIPOYNTATh B pasierie

HacTponiku onepanmm Ioanvcu.

5. Ecimm 6bu1 ycTaHOBITeH driar BkmounTes B moanmck IlItaMmn Bpemenn, B crrefyromieM okHe
ykaxuTe napameTpbl Ciryx6pt [1ITamios Bpemenn.

6. BoIOepwre maHbI cepTrdMKaT M1t co3nanHms DI (kHomka Beiopats).

CepTHQMKaT ANA COSAaHIMA NOAMMCA

EBnaaeney, EEI:ITI-'1¢II-'1KEITEI = CN =':||QEI Okhotina 0 =Dlgtr|_ =F1EILIJI'§E|:I -Ona,5=P

XEW anropuTH; | SHA-1 ~ |

| BribpaTk |||-||:IDl:MDT|:lETb|

7. Mg mocryna K BeiOpaHHOMY knoueBoMy KoHTerHepy (TOCT ceprudmkara) BBenyTe Ia-
PpOJIb.

8. BropbIM 3TAIIoM yKaxkuTe IapaMeTpsl IS M POBaHMS JJaHHBIX. YKaK/UTe HaCTPOVIKY IS
BBIXOTHOrO popmata darvia.
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9. B oxne CsovicTBa mmdpoBaHMs BeIOepUTe PEXUM IMIMQPPOBAHN JaHHBIX.
[J1s1 aTOTO TIOCTaBbTE MepeKiIouaTesIb HaIlPOTVB COOTBETCTBYIOIIEV CTPOKM:

)

2)

B crpoke Mimsa dariia ykaxuTe Oy Thb 10 apXyBa ¥ VML CO3JaBaeMOTr0 apxXuBa.

KoAMPOBKS M PACIUMDEHIE

DER-+oanpoBka | enc
@ BASES4-+«opwpoBka * enc
OTMOYMTE cnyelHbIE 3aronoBkn

Ap¥MBEMPOBATE dalinkl Nepen WhpoBaHKEM

CiWUsersuser\DocumentstestiOTueTt N23. Beibpate

@ MNoMeWATb BbIX0AHbIE I:I:IEII-TU'II:I B '!.I'Kﬂ3ﬂHHbII-T1 KaTanor

C:\Usersiuser\Documentstest!, Bribpath

COXPEHATE CTPYKTYDY BNOHEHHOCTH KETanoros

| OTNpaBKMTE BeIXOAHBIE 3Bl N0 3NEKTPOHHON NoYTE
V| OTKPBITE OKHO NOYTOBOMD KNMEHTS

Konuposka u pacimpenme;
DER encoded binary X.509
Base64 encoded X.509.[1151 aTOro BapmaHTa KOIMpOBaHMs Bl MOXeTe yKasaTb diiar OT-
KJIFOYUTH CJTy>KeOHbIe 3arojI0BKM.

Pacimmpenns 3ammmdposaHHoro darvia *.enc, *.p7m, *.pem.
ApxusupoBaTh ¢paiibl nlepeq mmdpoBaHeM;

3) IlomemiaTe BeIXOOHBIE (pariyIbI B YKa3aHHBIV KaTaJIoT;

PyxoBopcrBo 1o pabote ¢ «KpurrroAPM» 5, ©2014

Ecmn BBI6paTB STOT PEXVM W OCTAaBUTD I10JI€ BBOIA IIYTU K KaTaJIOT'y He 3allOJIHEHHBIM, TO

BBIXOJIHBIe paruibl OyayT opMIPOBaThCs B KaTajIore BXOAHBIX (pariyios.

4) CoxpaHATH CTPYKTypPy BJI0>K€HHOCTH KaTaJIOTOB;

5) OtnpaBuTh BBIXOOHBIE (paryiyIbI IO 3JIEKTPOHHOV IIOUTeE.

LEL
L

HeoOXOIVIMBIVI TUIT KPUIITOITpOBarjiepa 1 aJIrOPUTM I poBaHis)

Mom wiugppobanus abasemca moavko RC4.

PEsM WivcbpOBEEHWA ANA OTNPABMTENA COOAWEHMA
@) cnonb30BaTh KOMNTONPOBERAED

TN KPUNTONPOBaNAEpaE: |Cr}'ptu—Pru GOST R 34.10-2001 Cryptograp |

AnropuTH WMbpPOBaHUS: |GGST 28147-89

McnonksoBaTe COBCTEEHHEIN CEPTHDMKAT
Bnanenew cepTHdMKETE:

ANropuTH WNGPOEaHMA:

Boibpath MpooTpeT

BrrrouuTe -:EIZITI1¢II1HE|T B CTMCOK NonyJaTensi

Vicrio1p30BaTh KPUIITOIIpOBariAep (B 3TOM CTydae B BBIIIaaloIeM CIIVICKe BEIOepuTe

B cayuae ucnoavsobanus kpunmonpobaiidepa «SafeSign CSP Version 1.0» pabouum areopum-
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o Vicnone3oBaThk coOCcTBeHHBIN cepTmdMKaT 1 mvidposanys (s seibopa yma-
HOTO cepTmdmMKaTa VCIIOIb3yWTe KHONKY BriOpats). ITpu BeIOOpe mirarOro cepru-
¢dmKkara mposepsieTcs ero craTyc. JIMaHbI cepTrdUKaT aBTOMATIYECKM T00aBIIsIeTCs
B CIIMICOK CepTUdMKATOB MojTydaTeriei Imdpyemoro darnia.

— —— -
™ F.y
- - b - - -

F —

HMrdopmayws -

BinrougH peskum WMGpPoBIHWE © MCMONBI0EAHNEM CEPTUGNKATE
oTnpaeuTend. Bam HeoBxogumo BplBpaTte CBOA CEpTUgMKET W3 AMYHOMD
¥paHuanwa, COcTaEnTe PEKKMIM BNHYEHHBIAT

& ) -

ITonpobHee o HacTpoViKe MapaMeTpoB MIM@POBaHMSA BbI MOXeTe IIPOYMUTATh B pasesie

HaCTDOVIKVI oriepannm H_IVICbDOBaHVISL

10. Ha crremyromem mare BeiOepute cepTmdmMKaThl MoIydaTesier mmdpyeMoro dariia, vc-
HOJIB3Ys KHOIIKY [100aBMUTh.

YT0OBI METh BO3MOXKHOCTB paciindpoBaTh 3almdpoBaHHbIN BaMu (paiiyl, BbI TOJDKHEI [10-
0aBUTD JIMYHBIN CepTUdUKAT B CIIMCOK CePTUPVKATOB I10JIydyaTesIel 3aldpoBaHHOro darvia.
Ecriv Ha mpenpImyIrieM I1are BbI BKJTIOUIIIN PEXVM, IIPU KOTOPOM s I posaHms Oyaer vic-
I10JIb30BaThCs Balll JIMYHBIV cepTudMKaT, Ha I1are BeIOOpa cepTudMKaTOB I10jTydaTesieyl OH aB-

TOMaTU4YEeCKI 6yneT 3aHeCeH B CIIMCOK.

' Obpamume Brumarue, 044 wugpobanusn Heodbxo0uMo, umodbl KAUU Omnpabumens u noAy4a-
(% meas moeau Gbimb UCH0AB30BaAHBL 047 WUPOBAHA OAHHDBIX.

CepTHhMKaTEl NONYYaTENeH;

Brnageney MzpaTene OelcTeuTEneH ¢ [eRCTBUTENE. ..
iZ5/Olga Okhotina  Olga Okhotina 20.03,2013 20.03.2014
\Z5 ViBaHos VBaHoEs 22.03.2013 22.03.2014
(ZINeTposa MeTpoBa 22,03.2013 22,03.2014

AobaeuTb... Y AanMTE ¥aaniTe E:::e] [I'Ipomqu... ]

11. 11 oTpaBKM HOAIVCAHHBIX U 3l pOBaHHBIX JaHHBIX 110 3JIeKTPOHHOV II0YTe yKaKuUTe

TeEMY COOGH_IQHVIH, aZipec 1riojiydaTersd M TEKCT ITVCbMa:
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12.

13.

14.

Tema: K.oHDMA EHLMENEHD |

Anpec: user @mail.ru A

CoobBlenre:  |[Jorosop Ha CorNacoBaHWe

ITocrste 3aBeprreHs cOopa mapaMeTpOB [AJI BBIIOITHEH NS VP POBaHs BOSHUKHET OKHO C
MHMOpPpMaIIer O CTaTyce oleparii 1 00 VCIIONIb3yeMBIX TlapaMeTpax: cepTudmKaT, KOTo-
pbIM ObUI 3ammdpoBaH dami 1 cepTrdmKar mosrydaTests (-evr). s mpogorpKe st
Ha)XMWTe KHOIIKYy I'oToBoO.

Bce ykaszaHHBIe TapaMeTpbl MOKHO COXPaHUTh B HACTPOVIKY IS JaJTbHEVIIero VCIIONTb30Ba-
Hus. 1151 aToro ycraHoBuTe driar B myHKTe COXpaHUTH JaHHBIE B HACTPOVIKY IJIS JajIb-
HeVIIIIeTO VICII0JIb30BaHMs V1 BBe[lTe HanMeHOBaHVe HaCTPOVIKI. Takke BBI MOXKeTe coXpa-

HWTBH BCe IaHHBIE B y’Ke CYIIeCTBYIOIIYIO HaCTPOVIKY, BBIOpaB ee Ha3BaHVe U3 CIIMCKa.

CoXpaHMTE ASHHEIE B HACTPOMKY AnA
AansHERWErD MCNONE30BaHMA

HawmeHoBaHME:  HacTpolika 1 -

HacTpouTe oTofpaseHre waroe MacTepa Bel MoxeTe
B MEHHD MPHACHEHMA ~¥MPEBNEHWE HACTPOMKEMM ",

[ < Hazaan ][ loToBO ] [ OTmMeHa

Haunercsa niporiecc moprvicu u mmdposanms daria. Bel MoxeTe rpepsaTh ero, Haxas Ha
KHONIKy OTMeHa.

ITpwu oTrpaBKe IIOANVICAHHBIX M 3alI(POBAHHBIX JJAHHBIX 110 3JIEKTPOHHOVI II0YTe (eCiIv Bbl
ykasaym "OTKPbITh OKHO ITOYTOBOTO KJIMeHTa'") OTKPOeTCs OKHO Balllero II0YTOBOIO KJIeHTa
IUIs peaKTUPOBaHMs COOOITeH s Tleper], OTIIpaBKov. BHecuTe HeoOXoiMBble 3MeHeHMs 1

OTIIpaBbTe ITMCbMO CTaHOAPTHBIM 06pa30M.

Pesynwrat snincadeHuA onepauwn (Mognuce u wudposanue) I. = | |_ih]

ok
: ! MoacsKawTe, NPOMCXOAWT OTNPEENEHHE INEKTPOHHON OTMEHWTE B
L

& nouTel

ORwee BpeMa onepaw: 00:00:07

[] 3anycTiTe MacTep cHoea

[ ZaKpeITh okHo, ecnM HET oWKHBOK W 3aMEYEHMI

. -

15. [Tanee Bo3HMKHeT OKHO Pe3ysibTaT BBIIIOTHEHMS ONepaliiy CO CTaTyCOM 3aBepIleHVs Olle-

paumm.

-
PezynwTar BnincaxseHna cnepaywn (Mognuce v wudposanue) I. — ﬂh,l

v

Dfwees spema onepaw: 00:00:07

[T 3anycTvTe MacTep cHosa

ZaKPEITE OKHO, 0K HET oWWDOK 1 3aME4EHIMIA
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YT00BI IPOCMOTPETH IeTATbHYO MHAOPMAIIVIO O pe3ysIbTaTax M@ poBaHMs U UCIIOIb3Yye-
MBIX ITapaMeTpax: MM MCXOAHOro daria, MMs BBIXOTHOTO (3ammdpoBaHHOro) daiia, cra-
TyC OIlepaliu, JJIUTeIbHOCTh BBIIIOJTHEH NS Ollepaliny, HaKMIUTe KHONIKY deTasnm.

-
Bua onepaLyan Bpema BxonHoi dain: B
CosgaHue Nogriod W wudp...  00:00:03.48

OComaHME NogrMcd W wagp... 00:00:02.47  C:lUsersluser\Documen...  C
OCumaHME MOANMCK W WwKbp,.. 00:00:02.44  C:'Usersuser'Documen...

1| 1] [ r

’ MeHeawen cooBlULEHKA. ..

CTaTyC 3aBeplueHA OnepaLA; Yonex.

[ORMTENEHOCTE BEINOAHERWA onepaup: 0:00:03.48

BxonHoi dain: C:Wsersiuser\Documentsitest\OTuet MN23.
BhixonHol dain: C:Wsers\user \DocumentsioTueTe\OTueT I

1 | 1] | 3

BbI MoXeTe oTpeakTMpOBaTh CIIVICOK I10JTydaTesielt 3aldpoBaHHBIX M ITOIVCAHHBIX JTaH-

HBIX, IIPOCMOTPETH 1 COXPAaHWUTh MCXOIHbIE JaHHBIe.
1. Beimenure 3anmchk B crivicke okHa PesysibTaT BBINOTHeHMs oIlepallMy U HaXMUTe Ha
KHOIIKy MeHemXep coo01IeHms.
2. OtkpoeTcs OKHO YIipaBsieHue G poBaHHBIMI JTaHHBIMM, B KOTOPOM BbI MOJXeTe:
1) ITpocMoTpeTs Iy Th, IO KOTOPOMY COXpaHeH 3aIdpoBaHHBIV (aL;
2) ITpocmoTpeTs 3armdposaHHbI darwl (KHoKa IIpocMoTpeTs HalIpOTUB CTPOKM
®Dari1 MCXOTHBIX TAHHBIX);
3) CoxpaHuTb McXxOOHBIN darwl (pacidpoBaHHble JaHHBIE) II0 YKa3aHHOMY IIyTU

(xaonka CoxpaHUTB);

MCxoOHbIE AaHHbIE: | C:\WUsersluser\DocumentstestiOTueT N22.docx.sig

OTKPbITHIE AEHHLIE: | OTuet N22.docx

[I'IpomnTpETb...] [CoxpaHHTb... ]

4) ITpocmoTpeTh MHPOpMaINIO 0 cepTudmKaTax IojIydaresien 3andpoBaHHbIX JaH-

HBIX M MX CcTaTycHl (KHOIIKa ITpocMoTpeTs);

CepTudMKaTE! Nony4aTensi 3awMdpoBaHHE 4aHHEIX

CepuiiHBIA H...  ©MO Opradd... Moapas... [Jom#H... Wooneso...,

frewposa | [ | | |
jociciac... Olga Ok... Digt
B%) 39F449DA... VBaros

1| 1] 3

[ AoBaBnTs. .. ][ ¥OanMTh ] [I'IpomquETb... H CBHOBMTE ]
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Ceptudukar paciumidpoBaHmsl JTAaHHBIX OTMEYaeTCsl 3HAUYKOM BZ . Ceptudnkarom pac-
M POBaHS CTAHOBUTCS IIEPBBIN M3 CIVICKA CepTMUdMKAT IIoTydaTesIer, MMeOIII 3aKPBIThIN
o4, OcTasibHbIe cepTUdVKATHI OTMEYAIOTCS CTAHIAPTHBIMI 3HAUKAMM

Bbl MoXxeTe pacimpuTh/COKpaTUTh CIIMCOK CepTUdUKATOB HoIyvaTesient darria (KHOIIKM
Hob6aBuTh 1 Yaanute cooTBeTcTBeHHO). [Tpn Haxxatnn Ha kHonky ITpmmennTs 1win OK gaH-
Hble Oy/yT HOBTOPHO 3amdpoBaHbl 1 HOAIMCAHBL B aJipec M3MeHeHHOTr'o CIIVICKa IoJTydaTerIer.

8.10.2 PACIIM®POBAHUE U TTPOBEPKA TTOAITMCU

C nomompio mporpaMmel «KpunroAPM» Bbl MoxeTe pactidposaTs 1 riposeputsb DIT oT-
HesbHOrO dparia WM rpyHisl arios, IaTKy ¢ daruiaMu (IIpy 3TOM KaxKabIv dariyl, BXOISIINI
B YKa3aHHYIO IIalKy, OyaeT pacimdpoBaH 1 IIpoBepeHa IIOAINCH) WIN 3aliidpoBaHHbIe ap-
XVIBBI

Pacrimdposats darul 1 IpoBepUTh 371eKTPOHHYIO HOAMVCH 3a OJIHY OIlepallyio Bbl MOXeTe
yepes:

® IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIV 3a1a4

e KOHTEKCTHOe MeHIO darvia

Bri6epuite myHKT MeHto PacmmdpoBaThk ¥ mpoBepuUTH MOAIINCE. [lajiee cieAymiTe peKoMeH-
narysM MacTepa 110 BBITIOJITHEHMIO OIleparivn:
1. Ha mepsowM 1m1are 1 yIipoireHus: paOOTsl Bbl MOXKeTe BbIOpaTh B CIIVICKE OIHY U3 yXe

yCTaHOBJIEHHBIX HaCTPOEeK It HOAIMCY 1 pacidpobanud. Eciav Bel xoTuTe B JajibHe-

IIIeM VCII0JIb30BaTh BHIOpaHHYI0 HACTPOVIKY IO yMOJTYaHMIO, ITOCTaBbTe dIar B IyHKTe
Vcnonp30BaTh HaCTPOVIKY MO YMOTYAHMIO.

CONPEHWTE A8HHEIE B HACTPOMKY ONA
AANEHEAWErD MCMONEZ0EEHNA

HaumeHoBaHWe:  Hacrpoiika 1 -

HacTpouTe oTofpaseHke Wwaros MacTepa Bel MoxeTe
B MEHHD MPMNOHEHUA “YNPABNEHWE HACTPORKEMI ™,

2. Beibepure onyH 1IN HECKOJIBKO (PavUIoB C 3amIdPOBaHHBIMI M TIOAIVICAHHBIMYU JaH-
HbMI (KHOTIKY [ToOaBuTh dayut / [1o6aBUTH anKy).

Kma Pazmep [aTta M3MEHEHMA MyTe
OrueT N21.doox.sig.enc 20.6KE 09.04.2013 11:54:23 Cii\ds
OTueT N22.docx.sig.enc 18.4KE 09.04.2013 11:54:25 Ci\s
OTuyeT N23.docx.sig.enc 18.4KE 09.04.2013 11:54:21 Ci\Us

F] T I

I NobaeuTe dain I Iﬂuﬁasmb nanky I ¥anMTh Y¥NanMTE BCe

3. B cienyromeMm okHe BbIOepuTe IIpeIIIOYTUTEILHBIN CcepTUdMKAT pacIIypOBaHs

(xHomka BwIOparTh). YKasaHHBI cepTudUKaT Bbl MOXeTe MIPOCMOTpeTb, HaXaB Ha
KHOIIKYy IIpocmoTpeTs.
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CepTHDMKAT paciuMbpoBaHa

Bnapenew cepTudgmraTta: M =0nera OxoTiHa,0 =digt,L =Mowkap-0na,C=

BribpaTh | ||-|pODdDTpETb YaanuTe

K.aTanor coxpaHeHuA halinos:

| CoXpaHATL CTPYKTYPY KaTanoros
| CHUMETE NognUce

| ¥nanaTe talin noanuod

PEstM CONPEHEHWA paClUMBPOBaHHE dalinos

C:Wsersiuser \DocumentsioTyeTwl,

YpoBeHe BE30NACHOMD YASNEHWA QaAnos |CpenH|.-1F|

B maHHOM OKHe TaxXe MOXXHO BBIOpATh:

1) Karasor coxpaneHus1 ¢aiyIoB, eciy 110j1e KaTaJlora OCTaBUTh ITyCTBIM, TO IIO Pe3yiIbTa-

TaM ollepanvn Cl)aVUH)I 6YJIYT COXpaHEHBI B TEKYIIIEM KaTaJlore.

2) CoxpaHWUTPh CTPYKTYpPY KaTaJIOTOB - PV BKIIIOYEHNV COXpaHsAeT CTPYKTYpPYy KaTaJIoroB

1151 BHIOpaHHBIX avIoB.

3) CHMMaTB IOAIIVCE - IIPY ITIPOBepKe OTAesIsieT pariyl HOAIIMCY OT UCXOIHOro darvia.

4) Ypanare ¢avy1 MoAIvCcH - II0CjIe CHSATUS HOAIVCY yaayisieT dparil IOAIVICY, OCTaBIIsd

TOJIBKO VICXOIHBIV (paril.

5) YpoBeHns Ge3omnacHoro ynanenns ¢gansos. [logpobHee o HacTporikax ypoBHs Oe3orac-

HOIO yoaJIeHVs YnTariTe B pasgesie Hacrponkn KkaTasioros xpaHeHmst (parios.

4. Tlocite 3aBepHIeHVA c6opa JaHHDBIX TJIS paCHlVICppOBaHVISI " ITPOBEPKU ITOOIIVICU BOSHNK-

HeT OKHO ¢ MHMOpMaIyen o craTyce omepammiu 1 00 MCIoIb3yeMbIx apaMerpax. s

IIPONOJDKEHVIA HAXKMNTE Ha KHOIIKY T'oToBo.

POM HaXOIMUTCS MICXOIHBIV (paril JaHHBIX.

HanHble OyayT pacimidpoBaHbl M IO YMOJTIYaHMIO COXPaHEHHI B TOT XKe KaTajIor, B KOTO-

VMg HOBOTO @ar?ma COBIIaJZaeT C MMeHeM I10d-

HVICAHHOTO ¥ 3aldpoBaHHOrO (paiia (TOJIBKO Oe3 JOIIOITHUTEIFHOIO PACIIMPEHVIs).

Ecyin daru1 ¢ TakuM viMeHeM yKe CyIIlecTBYeT, COXpaHUTe ero Mo, IpyTruM nMeHeM. [la-

Jlee IIpoBepsieTcss KOppeKTHOCTh DI 11 [1ericTBUTeIbHOCTh cepTUdMKaTa OTIpaBUTelIs.

ITocrie 3aBepHIeHV Oollepaliii BO3HIKHET OKHO PESYJIBTaT BBIIIOTHEHWM OIlepannmn.

YTOOBI IPOCMOTPETH AeTaTIbHYI0 MHMOPMALIVIO O pe3yJIbTaTax IPOBePKM IOAIIVICY U VIC-

II0JIB3YEMBIX ITapaMeTpax: MM MCXOTHOI'O qaaﬂna, VIM BBIXOIHOT'O qaaﬂna, CTaTycC 3aBep-

JINTEJIBHOCTD BBIIIOJIHEHWMSL OIlepalivivi, HAXKMUTE KHOIIKY HETaJ'IVI.

HIeHv orepanny,
il

PesynbTat snincAHeHMA cnepauuy (Pacwudposats 1 I'IFI-CI-EFEFI...I. = |

[ S |

@ Ynex

Oflee BpeMA onepal: 00:00:07

3anycTWTE MAcTep CHOBA

33KpbITE OKHO, BCNW HET OLUMBOK 1 3EMEYEHMIA

OeTann ==

b

Ecyii BBI x0TUTE MpocMoTpeTh MHopMalimo o0 DT n cepTudmkaTe moamnmcyumka, Bbije-

JIiTe 3aIIViCh B CIIVICKe OKHa Pe3ym,TaT BBIIIOJTHEHMS OII€epannn 11 HAXKMUTE Ha KHOIIKY Memne-

JDKep cooOIeHms.
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Bua onepalyan Bpemn BxoaHoi daiin:

PaoumtbpoBaHKe W NpoBepka noanumod  00:00:02.55  Cr\Usersiuser\Dooum
OPau.umd:upnBaHme W NpoBepka Noamkod 00:00:03.32  CriUsersiuser\Docume
OPEELIJMI:]:IDDBEHHE W NpoBepka Noamkod 00:00:02,3%  CriUsers'user\Docume

[l m | [atd

[ MeHeawep coobUEHNA. . .

CTaTYC SaBEPWUEHHA OMNEpaLm: Ynex.

[N NHUTENsHOCTE BRINONHEHWA onepau9: 0:00:02,55

BxuoaHoi dain: C:Wsersuser\DocumentsitestiOTueT MN21,
BrixogHoi daiin: C:\Users\user\Documentslotuetel\OrueT |
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OrtkpoeTcst OKHO YIIpaBileHMe IIOANMCaHHBIMY JAHHBIMM, B KOTOPOM BBl MOXeTe:
1) ITpocMmoTpets nopmicaHHbIe HaHHble (KHOMIKA IIpocMoTpeTs HanTpoTVB MMeHN pariia) 1
COXPaHWUTh X Ha JIOKaJIbHBIVI KOMITBIOTEP WIV OTUY K/IaeMbIt HocuTesIb (kHolika CoXpaHWUTB).

MCXOAHBIE OaHHBIE: | C:YUsersiuser\Documentstest\OTuet N21.docx.sig

OITKPBITHIE AaHHBbIE: |DT'-IET MN21.docx

[I'IpomnTpETb...] [CnxpaHHTb... ]
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e 0 cepTuduKaTe, C HIOMOIIBIO0 KOTOPOro ObUT IOAMNICaH arl, 11 ero craTyce
e 0 IITaMIaX BpeMeHV Ha IIOJIVICh ¥ IOAIIChIBaeMble JTaHHbIX

3) [100aBUTh HOAINCE.
4) 3aBepuThb noOAIMCH(OOpaTNTE BHUIMAHE, YTO JI€PEBO IOMIIVICEV TOJIBKO JIBYXYPOBHEBOE,

T.e. 3aBepUTH 3aBepsirontyro DI yxe Heb3)
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8.11 ITPOCMOTP JOKYMEHTOB

ITporpamma «KpuriroAPM» 1103BOJISIET IPOCMAaTpMBaTh VICXOIHBIE JTaHHBIE 3amdpoBaH-
Horo dpamta wiv daruia, cogep>Kaliero COBMeIeHHYIO ITOATINCE.

[J1t mpocMOTpa MCXOIHBIX JaHHBIX 3alIPOBAHHOTO JOKYMEHTa, HEOOXOAVIMO VIMETh Cep-
TdUKaT pacimdpoBaHms.

ITpocMoTpeTs MCXOIHBIE JaHHbIe 3ammdposaHHoro davia wim darvia, cogepxarero OI1,
BbI MOXXeTe Jepes:

e IJIaBHOE OKHO

® 3HAYOK Ha ITaHeJIN 3a1a4

e KOHTEKCTHOe MeHIO daria

Bribepure nyHkT MeHro IIpocmoTpeTs JoKyMeHT. [lajtee cienyiiTe pekoMeHaalsaM Ma-
cTepa BBIIIOJIHEHWSI OIlepallui:
1. BoibepwTe OnMH MIM HECKOJIBKO (PamyIoB, KOTOpble HEOOXOAMMO ITPOCMOTpPETh (KHOIIKM
Hob6aBuTh dar1 11 [Jo6aBUTH aNIKy COOTBETCTBEHHO)

KMna Pazmep [laTa M3MEHEHHA MyTe
OmueT N21.docx.sig 18.8KE 22.03.2013 15:45:34 Ci\s
OmueT N22.docx.sig 17.4KE 22.03.2013 15:55:01 C\s

4 1L 3

I AobaenTe dain I Iﬂuﬁasmb nanky I YIENMTE

2. Tlocite 3aBeplIeHMA c6opa IIapaMeTpOB IJIA BBIIIOJIHEHMS OIlepaliviit BO3HMKHET OKHO C

vH@OpMaIert o cTaTyce onepanun. [ mpomoipkeHns: HaXMuTe Ha KHOIIKy 'oToso.
3. VicxopmHble maHHBIE IOKYMeHTa OyyT OTKPBITHI I IIPOCMOTpa.

9 Moaynabs TSP

KpomMme 3aBepeHMs: JOKYMEHTOB 3JIEKTPOHHOTV IIOJIIVICHIO, BBI MOXKETe YIOCTOBEPSITh TOUHOE
BpeMsI VX CO3[IaHVs. DTO IIO3BOJISET IIPeIOTBPaIllaTh BO3MOXKHbBIE KOH(IIVKTHI IIpu oOMeHe 10-
KyMeHTaMI MeX/1y IlapTHepamy, KoJUleraMi 1 T.I1.

Vlcriorib30BaHME IIITAMIIOB BpeMeHM B 3JIEKTPOHHOM JOKYMEHTO0OOpOTe ITO3BOJISIeT CO3Ia-
BaTh OUIIMaIbHOe JI0Ka3aTeIbcTBO aKTa CyIllecTBOBaHM JIOKyMeHTa Ha OIIpesle/IéHHBIV MO-
MEeHT BpeMeHM.

Monyie nopmepxku Ciayx0er IlItamnios Bpemenn (TSA). «KpuntoAPM Cranmapt Mo-
oyne TSP» nonmepxusaet padoty ¢ cepsrcom Cityk0a IIITaMITOB BpeMeHV POCCUVICKOTO paspa-
GoTunKa cpeficTB KpUIITorpadmyueckot 3anmTel MHPopMalym — KommaHum «Kpurrro-ITpo».

B ri1aBe Moaysne TSP Bbl HavieTe MHAOPMALIVIO O TOM,

e Kak mnosryumTs 1mrraMrr B ciry>kOe I1ITaMIioB BpeMeHn

e KaKVM o6pa30M MOKHO ITPOCMOTPETD IIITaMII BpEMEHI
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! «KpunmoAPM Cmapm» HE nodoepxuBaem padbomy co Cayoxboit wimamnod 6pemeru.

- J

B cityuae paboThl cO CTOPOHHMM CEPBVICOM IITAMIIOB BpeMeH HOIOIHNUTEeIIbHO YCTaHaBIIN-
BaTb HUYEro He TpebyeTcs.

Ecsv BBI XOTUTe 1CII0JTb30BaTh COOCTBEHHBIVI CEPBYC IIITAMITOB BpeMeHM, TO HeoOXoyMa I1o-
KyIKa cepBepa ci1yx0r1 IlITamnioB Bpemenn, Hampumep, ot kommanum «Kpunrollpo» - Kpun-
tollpo TSP Server.

Ecimm mtanmpyetcs ucnionbsosats 'OCT anropurMsl, To HeoOxoayma nokymika 'OCT-osoro
kpurronposariepa «KpumnrolTpo CSP».

Cxema 110/Ty4eHMs IITaMIla BpeMeHN:

1. HacrpomnTe napamerpsl i1t padotsl co Ciry>k0071 IITamMIia BpeMeH!

2. TlomyunTs mITAMII BpeMeH) Ha IOKyMeHT Bbl MOXKeTe BO BpeMsi ollepaliiy 3J1eKTPOHHOM
HOAIIVICY JJOKYMeHTa.

3. B q)VIHaJIBHOM OKHe oIlepali CO3MaHMs JTeKTPOHHOV HOIIVICU VIIW OIepallnuy IIpo-

BEepPKM 3JIeKTPOHHOV IIOJNNCK HAOKyMeHTa Bbl MOXeTe IIPOCMOTpeTh MHQOPpMalIo

mITaMIla BpeMeHH, C(i)OpMVIpOBaHHYIO Ha IIOAOIMMCaHHOM NOKYMEHTE.

B oxHe YnpasiieHue moanmcaHHBIMM JAHHBIMM OTKPOVITe MH(OPMAIIVMIO O TOMIIVICH
(TBOVIHBIM KJIIKOM Ha HeVI WIV HakaB Ha KHOIIKY IIpocmoTtpers):
IMoormice Vuadopmanyst 06 arpmOyTax IIOAINCH, BpeMeHM ee CO3IaHs, VIC-
II0JIB3YEMBIX aJITOPVUTMAX ITOAIIVICU VI XeIIIVIPOBAHISL.

Cepruduxar Vuadopmanys o ceprudmkare: cratyc ceprudnKara /IeviCTBUTe-
JIeH u 1p./, HOMep, JaHHbIe O Bilajlesiblie U M3jiaTesie, CpoKax Jev-
CTBUS cepTuUKaTa V1 ero MCII0JIb30BaHMM

Crarycel ceptudmkata | OBmINI cTaTyc IIpOBepKM IIOJIHOTO Iy TH cepTudmKaIym (0 cTarTy-
cax cepTudmKara ynTanTe roapobHee B riaBe [IpoBepka craTyca

ceprudmkara). Kpome 310ro, B 3aK1azke Bbl MOXKeTe YCTaHOBUTD
CII0C00, KaKVM IIPOBEPATH CTAaTyC CepTUdPUKATOB (II0 JIOKAIbHOMY
COC, mo COC, nomywennoro mus YL, c wcnosnab3oBaHvieM
Revocation Provider, mposeputs B OCSP cityx0e)

[MITaMIIBI BpeMeH! e CBOVICTBa IITaMIla BpeMeHU (BpeMs B IIITamIle, TOYHOCTb
IITaMIla BpeMeHM (MKC), MAeHTUMUKATOP OIUTUKM);

e cBovictBa CJIy>kObl IITaMIIOB BpeMeHM (HavMeHOBaHVe
CITy>KOBI);

o ceptudmkar Ciry>XObl (COIepPXUTCS B TOM CIIydae, ecyIi BO
BpeMs MOAINCK JOKyMeHTa B KadecTBe OJHOIO M3 IlapaMeTpoB
IITaMIIa BpeMeHM Bbl yKa3ain 3anpocnTb cepTudmukar Ciry>k0b1
IITaMIIOB BpeMeHM)

10 Moaynp OCSP
Mopyne OCSP k niporpamme «KpruntoAPM» nofniepxmBaet paboty ¢ cepsricoMm CrtyxObI
aKTyaJIbHBIX CTaTyCOB POCCUVICKOTO pa3paboTumKa CpefCcTB KpUITOrpadudecKon 3alliyUThl VH-
dopmanmu — xkomnaHum «KPUITITO-TTPO».
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' \ «KpunmoAPM Cmapm» e noddepxubaem pabomy co Cayx00i axmyarvhvix cmantyco.

- ”

Ciryx0a aKTyaJIbHBIX CTaTyCOB — 3TO JIOBEPEeHHBIN CyObeKT VIHPpacTpyKTyphl OTKPBITBIX
xoger1 (PKI), koTopslil mpeiHa3HaYeH 1711 OHJIATHOBOV IIPOBEPKI CTaTyca cepTudMKaToB Ha
ocHoBe potokosia OCSP (Online Certificate Status Protocol).

Ciryx6a OCSP pacipocTpaHsgeT MHPOpMaLINIO O CTaTycax CepTUdUKATOB 1 IMeeT CJIeyo-
IIMe IIperMYyIIecTBa 10 CpaBHEeHMIO CO cIvcKaMu oT3bIBa cepTudurkaTos (COC):

o umHJOpMaLM O cTaTyce cepTndMKaTOB Beerna akTyaibHa. Ciry>k0a MoXeT IoJTy4aTh MH-
dopmarinio o6 M3MeHeHUN CTaTyCOB CepTUdMKATOB B peaJIlbHOM BpeMeHM 1 PaclIpOCTPaHATh eé
KJIVIeHTaM.

o MeHbIM 00bEM OCSP-oTBeTa. OOBEM OTBeTa CITy>KObI (PUKCUPOBAH VI CPaBHUTEIIHHO
MaJl, B TO BpeMsi KaK CIVCKM OT3bIBa cepTMUKATOB MOI'YT MMeTb OOJIBbIION 00BEM. DTO O3BO-
JISleT YMEHBIIUTDb BpeMsl peaKIuy MPWIOKeHU 1 MOXeT MMeTh pelllaiolee 3HaueHue IIpu Co-
37IaHMY JOJITOBPEMEHHOI0 apxViBa JOKyMeHTOB ¢ DI s yMeHbIeHMsI 00béMa eMHLL XpaHe-
HMSL

[TpoBepKa 3/IEKTPOHHOVI ITOAIVICY Ha IOIVHHOCTh TpeOyeT HaIMUMs JOIIOJTHUTETbHBIX
IJaHHBIX, Ha3bIBaeMBIX IIOKa3aTeIbCTBAaMV IIOUIMHHOCTU. «[lokasaTerbcTBa IlommmHHOCTII»
BKJTIOYAIOT

o ceprudwmuxkarsl LIC Hapsamy co ctatycom ot3eiBa, B popme COC wim xe B popme nHPOP-
Marmm o ctaTyce ceptudukara (OCSP), mpenocTasiisieMble Yepe3 OHJIAVH-YCITyTU

e CBUIETEILCTBO TOTO, YTO MOAIINMCH OblIa CO3/IaHa 3aBeOMO JI0 OIpefieJIeHHOIO MOMeHTa
BpeMeHN. B KauecTBe TaKOBOTO MOXKeT BBICTYIATh IIITAMII BpeMeHV VIV IIPWBsI3aHHBIE KO Bpe-
MeHV y4eTHBIe 3aIliICH B IIPOTOKoJIax (time - marking).

«/loKa3aTeIbCcTBa MOJIMHHOCTI» MOTYT COOMPAThCs MOAIMCHIBAOIIEN 11/ VI IIPOBepsito-
IIeV CTOPOHOVAL. SIBHOe MpuCy TCTBYIE MAEHTMVKATOPa perjlaMeHTa IIOAIVICH T0JDKHO ObITh 00Y-
CJIOBJIEHO TpeOOBaHMSAMM 3TOTO perylaMeHTa.

J1oIIoTHMUTEeIFHO YMTaiTe O TOM, KaKme I1apaMeTpsl jgocryiia B arykoy OCSP HeobxoamMo

HaCTPOUTB VI yCHEITHOTO IIOJTyYeHVsl YIIyYIlIeHHOV TIOIIVICHA.

Pabora ¢ OCSP ciryx6011 morpeOyet Bepcuio mporpammel «KpunrtoAPM Crasmapt» n im-
nensvto Ha Monysie OCSP wm «KpunitoAPM CranmaptPRO».

B ciryuae paboThI cO CTOPOHHVM CepBICOM aKTyaIbHBIX CTAaTYCOB HOIOIHIUTEIIFHO YCTaHaB-
JIMBaTh HUUero He TpebyeTcs. Ecin ke TpebyeTcsi mcmonb3oBaHMe cOOCTBEHHOIO cepBica aKTy-
aJIBHBIX CTaTyCOB, TO HEOOXOIMMa ITOKYIIKa cepBepa CITy>KObl, HarrpuMep, oT KomraHum «Kpur-
TolIpo» - «KpumrolIpo OCSP Server».

Ecr mmasmpyetcs ncnonnbzoBath OCT anropurMel, To HeoOxomyma rokynka 'OCT-osoro
kpunrrorrposaviepa «Kpumrollpo CSP» i «Signal COM CSP».
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11 TIEPEYEHB COKPAIIEHUM

CRL CRL Distribution Point

CRL Distribution Point | Certificate Revocation List (CricokoT3eiBacepTidKaTOB)

LDAP Lightweight Directory Access Protocol
(YIpolI1eHHBIIITIPOTOKOIIOCTY TTAaKCITPABOYHIKY)

Microsoft CA Microsoft Certification Authority (YmocTosepsromiit 1ieHTp OT
KoMmaHvm Microsoft)

Oocsp Online Certificate Status Protocol
(ITpoToKosIaKTy aJIbHBIXCTATy COBCEPTUVKATOB)

OID Mnertudnkarop oovekra (ACH.1)

PKC Cepruduxat otkpsrtroro kmoua (Public Key Certificate)

PKI Public Key Infrastructure (Ananor/IOK)

TSA Time Stamping Authority (Ciryx0armrramMmosspemeHt)

TSP HosepennasCityx0a (Trusted Service Provider)

MOK Mudpactpykrypa OtkpoiTeix Kimrouert (PKI)

OoC OnepanmonHas cucrema

I1O0 ITporpamMmmMHOe obecrieueHe

CK3I1 CpenctBo KpunTorpadpndecko 3almuTsl MHPOpMalum

COC Crmcoxor3eiBaceptnduxaTos (Certificate Revocation List)

\ui Ynocrosepsrommii 1eHTp

LC LenTp Ceprudmkanym (CA)

CAdES YcoBepriercTBOBaHHas D11

CAdES X Long YcosepmencrsoBannast Ol ¢ pacmpeHHBIMI JOKa3aTeIbCTBAMM
HIOITMHHOCTY

PKC Ceptudmxat otkpriToro xmoyva (Public Key Certificate)

oIl DJIeKTpOHHasl HOAINCH (paHee McIoIb3oBasics TepMuH DL, anek-
TpOHHas 111 PpoBast IOIICE)
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12 YACTO 3ATJABAEMBIE BOITPOCHI
B r1aBe YacrTo 3aaBaemMble BOIIPOCHI BbI HamjleTe MH(OPMAIIVIO 110 CIeIyIOIIM TeMaM:
e Tectuposanme n nprobperenue mporpaMmsl «KpuntoAPM»
e Vcnosnb3osanne nporpamMmMbl «KpuntoAPM»
e Ommbxu, Bo3MOXHBIe IIpu paboTe ¢ mporpammont «KpuaroAPM»

12.1 TECTUPOBAHME U IPMOBPETEHUE ITPOTPAMMBI « KPUTITOAPM»

Mpe1 n3ydanmu Bo3mMoxkHocTH nporpammbl «KpuntoAPM» Bepcun «Cranmapt Iliroc» B
TedeHme 30-THEBHOIO 03HAKOMMTEIBHOTO0 nleprozaa. Uro Tpedyercs, uTo mepenTi Ha paboTy
B IOCTOSTHHOM peKnme?

JlajbHerIVe AeVICTBIS 3aBUCST OT BEIOpaHHOV BaMV BEPCUL:

Bepcusa «CrapT» He TpebyeT HOKYIIKM JIUIIEH3UL.

Bepcun «Crangapt» 1 «Crannapt IIttoc» TpebyroT Haymuawms uiieH3ui (0eccpodHon M
rofI0BOVI 110 BBIOOPY). IlocTosiHHAs MIleH3Ms BbIIaeTcs pa3pabOTUMKOM/IIOCTaBIIMKOM IIpO-
rpammsbl «KprunrroAPM» 1ocsie oruiaTel CTOMMOCT JIULIEH3UVL.

ITpu nonydeHMUN JIMIIEH3MOHHOIO KJIIOYa BBeAUTe pervcTpalioHHble JaHHble «Kpwurro-
APM»> «ITomorie» > «O mporpamme» > «YCcTaHOBUTBD JIVLIEH3WIO».

bynapre BHMMaTeNIBHBI IpM 3allOJIHEHUM PervCTPaliOHHBIX [JaHHBIX KJIOYa: BBOMWTE
TOJIBKO Ty MHQOpPMAIIMIO, KOTopas ObUIa yKa3aHa IIpu HojTydeHMM jmieHsun. I[1pu BBome mo-
IIOJIHUTEJIBHBIX JTaHHBIX B (POPMY perucTpaliiy JIMIIEH3MOHHBIV KoY OKaXeTcs HelleviCTBU-

TeJIbHBbIM.

Ycranosunn «Kpunrollpo CSP» 1 «KpunrrtoAPM», ncnosib30Baji BpeMeHHbIe JINIeH-
3uoHHbIe K1oun. HegaBHO nipnoGpesn nieH3nio: TpedyeTcs I nepeycraHasausaTe [10
11 paboThI?

ITepeycranoBka mporpaMm He TpebyeTcs. J1ocTaTOUHO 3aperncTpupoBaTh 00a JINIeH3OH-
HBIX KJTIOYa:

1 1O «KpuniroAPM»: ITanesns Yrpasienns — «KpunrroAPM» - ITomorp - O riporpamme
- YcTaHOBUTB JINIIEH3MIO.

s 1O «KpumrroITpo CSP»: Ilanens Yrpasienus - «Kpumrollpo CSP» - Obmiee - Beon
JIALIEH3UA.

MoryT M Ha 0JHOM KOMIOBbIOTepe paboTaTh HeCKOJIbKO HOJIb30BaTesIeVi, MCIIOJIb3ys
onHy ymneH3no «KpunroAPM»?
Yro0OsI mcmionb3oBaTh «KpunroAPM» Ha OgHOM KOMIIbIOTEpe HeCKOJIBKMMM I10JIb30BaTe-

JIIMW ITOCTaTOYHO OHOVI JIVIIeH3UN.

Mo>kHO 7111 0007TVCH OTHOVI JIMIIeH31el, eCc/IN OJIMH I10/Ib30BaTesIb paboTaeT To Ha CTa-
I[MOHAapPHOM KOMIIbIOTEpe, TO Ha HOyTOyKe?

B cirygae paboTer ofHOTO 1OJTE30BaTeNIs Ha HECKOJIBKIIX KOMITbIOTepax TpebyeTcs ITo OfHOM
JIIIeH3UN Ha KaXjloe pabodee mMecTo.

TpeOyercst mn mononHUTenbHO NOoKynaTek «Kpunrollpo TSP Client» mian «Kpunrollpo
OCSP Client», i1 Toro yTo661 padorai moxyau TSP u OCSP?
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ITpu mpnobpeTtervm momysteit TSP 1 OCSP nokynaTestio Oy/eT mpeaoCTaBIIAThCs JINIIeH3Ms
KaK Ha 3TOT MofyJib, Tak 1 Ha «Kpumnrollpo TSP Client» n «KpunrolTpo OCSP Client». [Jomos-
HUTEJILHOVI OIUIaTHI He TpeOyeTcsi.

12.2 VICHOJIb30BAHME ITPOTPAMMbBI «KPUIITOAPM»

KakoB nmops0K mevicTBUI IIpY BBIXOJE U3 CTpOs CMapT-KapThl MJIM TOKeHa, cofeprka-
miero cepTrduKaT IOAIIVMCH MU M POBaHNs M KIIOYeBYIO ITapy COTPYIHUKOB?

Takmne KItOUeBble HOCUTEIIN, KaK ITpaBIIo, BOCCTAHOBJIEHUIO He IoJjIeXaT (HeT HUKaKOVI ra-
paHTUM, YTO IIPY IIONBITKEe BOCCTAHOBJIEHNs He OymeT cOuUT xoTsd Obl ogyH OuT MHdOopMaLN).
Ecyim y6i1s (TouHee, KOHTelIHepa ¢ KJII0YaMy) He VIMeeTcs], eMHCTBeHHOoe pellleHe - PopMu-
poBaTh HOBYIO KJIFOUEBYIO IIapy U I10jTy4aTh HOBBIVI cepTudmKar.

B nocremyromiem HeoOxommumo (11 Bcera peKoMeHayeTcs!) MMeTh pe3epBHYIO KOIMIO KITIO-
4eBOro HOCUTeJIs (pe3epBHYIO KOMNIO KOHTeTHepa MOXKHO BBITIOJIHUTD C IIOMOIIBIO IIPOTpaMMBI
«KpunroAPM») 11 XpaHUTB KOIIMIO B Ha/IeXKHOM MecTe.

ITouemy pasmep 3ammdppoBaHHOTO (parijia yBeIMIMBaeTcs IIOYTH B IBa pa3a?

Pasmep 3ammdposaHHOrO dparvia 3aBUCUT OT TOT0, KaKOVi BapyaHT M poBaHVs BBl BBIOM-
paere:

Ecimit BeIOMpaeTe mmdposaHme B p7s, TO BBIXOAHON pamw1 OyzeT B der-koampoBke.

Ecri BBIOMpaeTe BapmaHT pem, TO OH OyaeT B KognpoBKe Base64, uTo, ecTecTBeHHO, IIPUBO-
IOWT K yBeJIM4eHMIo pa3Mepa Ha 33%.

Ecrv ke BBI TIOAMIVICEIBaeTe 1 MM pyeTe OMHOBPEMEHHO 1 B 00OMX CITydasX MCIIOJIb3yeTe
Base64 xonmpoBKy, To BbIXOIHO (pari1 OyaeT Oosiblile aHasIorMuyHoro 6uHapHoro B 1,33 * 1,33 =
1,77 pa3a.

UYeM oT/IM4aeTcs MCIIOIb30BaHNe CaMOIIOANMCAaHHBIX CepTU(PUKATOB OT cepTH(PUKATOB,
BBITAaHHBIX 0PUIIMATIBHBIM YI0CTOBEPSIIOIINM IIEHTPOM?

CepTudukaT - 3TO 7IeKTPOHHBIN WIV II€YaTHBIV JOKYMEHT, yOCTOBEPSIOIINII COOTBET-
CTBUE MeX]1y Iapov 11 poBBIX KIIIOUelt 1 1X BilajeliblieM. B KopropaTvBHBIX 1 MHBIX CHICTEMax
Takye cepTUdUKAThI BBIIAIOTCS CIeIMaIbHBIM OPTaHOM — YIOCTOBEPSIONIVIM 1IeHTpoM. B aToM
cJIydae IToJIydaTelIb IIOIMCAaHHOIO BaMy 3JIeKTPOHHOIO JIOKyMeHTa MOXKeT IIpOBePUTh HOJIVH-
HOCTB U KOPPEKTHOCTB JaHHBIX OTIIPaBIUTeIIsl, 00paTUBIINCh K 3ToMY Y11, moBepeHHOV CTOpOHe.

CamMornofmvicaHHBIVI cepTudUKaT PopMUpyeTcs caMiM MOJIb30BaTesIeM 3a CYeT BO3MOXKHO-
CTeV1, 3aJIOKeHHBIX B Iporpammy “KpuntoAPM”, T.e. cam yIocToBepsieT COOTBETCTBIE CBOVIX
KTouent 1 cebs, Kak X Biiafgebiia. Vcronb3oBaHme TaKMX cepTrdUKaTOB BO3MOXKHO IIPY JINU-
HOVI IIepelvicKe WIN B TeX OpraHm3alysx, I7e Takas BO3MOXKHOCTD CIIeliaJIbHO OTOBOpPeHa pe-
[JIaMeHTOM VCIIOJIb30BaHVs 3 IeKTPOHHOV ITOIIIVICHL.

[ vcorb30oBaHMs cepTudMKaTa BHe OpraHm3alum JjId obecriedeHNsl OpUINYecK 3Ha-
YMOrO JOKyMeHTOOOOpOoTa HeoOXOAMMO VCIIOIb30BaTh CepTUdMKaThI, BblJaHHbIe CTOPOHHEeN
opranmsanyeri, YgocrosepsromyM neHTpoM. OnarMy n3 sepymyx Y1 Ha teppuropun PO g8-
nsmorest KpurrrolIpo Y1, Ekey VI nt psan gpyrux. Ecin TpeGyetcs vicrionb3oBaTh KBapuII-
POBaHHBIN cepTUdMKAT, TO HEOOXOANMO 00pPaTUTECA K OJHOMY U3 aKKpeIUTOBaHHBIX YIOCTO-
BepPSIOIINX 1IeHTpoB. Ha noprate YnostHomoueHHOTO berlepaIbHOrO OpraHa B O0JIacTV 2JIeK-
TPOHHOV oAcy MMHKOMCBS3M pasMeliaeTcs aKTyaIbHbIVI CIIMCOK aKKpeanToBaHHbIX Y1I.
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12.3 OWIMBKY, BO3MOXKHBIE TPV PABOTE C [TIPOTPAMMOW «KPUIITOAPM»

ITocsie BBOA KYIJIGHHOV JIMITEH3UM CTaTyC JIUITeH3UM «JInIleH31s1 HeJleViCTBUTeIbHa».

Bepcua ycraHosienHoro samm amcTpubyTtmsa mporpaMmbl “KpuntoAPM” He cootsert-
CTByeT BepCUN JINIIEH3UV, KOTOPYIO BbI yCTaHaBJIMBaeTe. YCTaHOBUTe AUCTPUOYTUB, COOTBET-
CTBYIOIIVIVI JIULIEH3WV, VI JIVILIEH3VIOHHBIVI KITFOY ITOOVIIET.

ITpu mombITKe 3ammdpoBaTh JOKYMEHThI Ha KOHEYHOVI CTaauM ommbOKa «YKa3aH He-
npaBWIBHBIV THII nocTaBimKa (CSP). (0x80090014)».

1. ITposeprre Hamuume smileHsunt Ha nporpammy «KpuntoAPM Cranpapr» n CK3U
«KpumrolIpo CSP».

2. O6HoBUTe Bepcuto mporpammbl «KpunroAPM» go rocitegHeri ¢ canra trusted.ru

ITpu cozpanum u M poBaHMUM MOANVICY BO3HIMKaeT BHYTpeHH:is omnbka 0x80090020.

Bo3zMoxxHO, BBl co31aiIv KIIIOUEBYIO IIapy IIpM IIOMOIIM KpuITorposaraepa Microsoft Base
DSS and Diffie-Hellman CryptographicProvider mim gpyroro RSA xpumnronposarifepa, a cep-
TdukaT Obu1 BeiyieH B Y1, nconesyromiem [OCT-ainropmt™Msl.

«KpunroAPM» Takyro curyarimo orpabaTbiBaeT HEKOPPEKTHO, [1a M C OpraHM3aIOHHO
TOYKM 3peHIsI HEKOPPEKTHO CMeIIBaTh aJITOPUTMbI OTKPBITBIX KITFOUeT! B ITy T cepTrdUKAIINN.

JL1s1 victipaBieHVIsl OIIMOKM HEOOXOIVMO IIOJIyUUTh HOBBIN cepTudmKaT B ToM ke Y11, Ho
npu oMoy 'OCT-oBoro Kpunrroriposangepa, HallpyMep:

- Crypto-Pro Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

- Crypto-Pro GOST R 34.10-94 Cryptographic Service Provider.

ITpu moamvcasmy DOKyMeHTa VIV IIpOBepKe IIOIIVCH BO3HMKaeT ommbka: “CraTyc cep-
THdMKaTa: HeJIeICTBUTeIeH, OIIMOKa IOCTPOeHMs Iy TH cepTudmKarm.”

Coobmienme “ommbka mocTpoeHs My T cepTudmKay” TOBOPUT O TOM, 9TO BaM HEOOX0-
IVIMO yCTAaHOBUTB Ha pabodeM MecTe KOPHEBOVI CepTU(MKAT yIO0CTOBEPSIOIIero reHTpa. Ecmy
Bac ero HeT, CKaydawTe ¢ OpUIIMATIBHOTO caliTa yIOCTOBEPSIOIIero IIeHTpa MIIN IO CChUIKE B CO-
craBe cepTudmKaTa. 151 IpocMOTpa CChUIKM HEOOXOIMMO:

1. B aHOM XpaHWIMIIe cCepTUdUKATOB OTKPHITh cepTUdMKaT;

2. Haxarp Ha kHONIKY “ITpocMoTpeTs”;

3. Beibpars Britanky “Cocras”;

4. BetOpats “octyn nadopManim o 1ieHTpe cepTudmKkamnmm’;

5. I'lo cchUIKe cKadaTh KOPHEBOVI CepTHMKAT YIOCTOBEPSIOIIEro IIeHTpa;

6. IIpuHyOUTEIBHO YCTAaHOBUTH cepTMdUKAT B MHallKy: “JloBepeHHBbIe KOpHEBble I1I€HTPHI

ceprudmKanym”.

«KpunroAPM» coobmraeT, uro "IIponsoria ommbKa Ipy MOTydeHNUN IIOCJIeTHeV Bep-
e COC u3 YII".

J11s1 1ICTI0TTb30BaHVISL BO3MOYKHOCTVI ITOJTYYeHVIs CITVICKA OTO3BAaHHBIX cepTrdmKaToB n3 Y1
HeobXo/[1IMO cobJIIofieHVIe CIIeYIOIIVIX YCIIOBUIL:

1. B mposepsieMoM cepTrdmKaTe JOIDKHO IIPUCYTCTBOBATh pacimpenvie “Toukm pacrpo-
crpaneHus cravckos oT3biBa/ CRL Distribution Point (CDP)”, B KoTopoM [10/DKeH ObITh yKas3aH
npaswibHbI URL (ampec) COC.
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2. ITo omHOM (ONTMIMAJIBHO, €C/V IO IepBov) M3 Touek pacapocrparenus COC (u3 m.1)
MoxHO ckauaTb COC Opaysepom Internet Explorer, He BBOAS IIpyt TOM HMKAKOV JOIIOJTHUTEITb-
HOVI MH(OpManuy (MIMeHM T10JIb30BaTelIs, IIapoJIs, IIepexoa II0 CChbUIKaM).

3. B HacTtponkax Internet Explorer He moypkHa ObITE BKITFOUEHA aBTOMAaTMYeCKasi HaCTPOVIKa
HpoKcu-cepsepa. [Iiig mmposepkn atoro 3amyctute “Internet Explorer” -> mento “Cepsuc” ->
nyHKT “CBoricTBa 0b6o3peBarensa” -> saxiagka “[logxmouenns” -> kHomnka “Hacrporika cetn” -
> MOJDKHBI OBITH cOpoIIeHb! PIiTakKM “ ABTOMaTIYeCKOe OllpezierieHe rTapaMeTpos” 1 “1crorns-
30BaTh CKPUIIT aBTOMaTHYeCKOV HaCTPOVIKI” .

13 TEXHWMYECKAS IIOOOEP)KKA
I'To Bommpocam TexHV4YecKo noep>kku mporpamMmel «KpunroAPM» obparmarirecs:
e Ha canr: http:/ /www.trusted.ru/support/question

o [Ilo anexTponHOM 1I0UTe: support@trusted.ru
e [Ilo Teredonam: 8 (800) 555-65-81 (3BoHOK OecrutarHBIN), 8(499) 70-59-110.
[TonyunTs TeXHMYECKYIO HOAAEPXKKY BBl MOXeTe 110 VIHTepHeTy uepes rmporpamMmy «Kpuri-

TOAPM». 17151 3TOTO B I7IJaBHOM OKHe IIPOrpaMMBbI B BepXHeM MeHIO BbiOepuTe ITyHKT ITomors -
> O nporpamme. Otkpoercs okHO O mporpaMme, B KOTOpOM HaKMUTe Ha KHOIIKY ITogmepikka.
3arpysuTcsd cTpaHuiia ¢ GOpMOV, 3all0JIHVB KOTOPYIO, Bbl MOXeTe OTIIpaBUTh CBOVI BOIIPOC B

CITy>KOy TeXHMYeCKOVI TIOfJIePKKIA.

14 KyIuUTbh HPOTPAMMY
Kyrmmre nporpammy «KpunroAPM» Bbl MOXeTe:
1. Henocpencrsenno B kommna"num "Lidpossie TexHoormm'. Ij1st 3TOro oTIipasbTe IYICbMO

C 3aIIpOCOM Ha ITOKYTIKY JIMIIeH3UM I10 ajipecy sales@trusted.ru vim cyesaiire 3aKas Ha

odurmanbHOM cante komnaHuy. Ha agpec mocrasiiyiKa IIpojiyKTa BBIIUINTE CIIeTyIo-

IIVe JaHHbIe:

o IlonHOe Ha3BaHMe IIPOAYKTa (C YKa3aHEM HEOOXOAVIMBIX MOJTYJIeT])

o HeobxoMoe KOJIM4IecTBO JINIIeH3UN

e IMs KOHTAKTHOTIO JIMIIa

o Haspanme xommanumn

o KonTakTHbIV e-mail

2. 'V odunmarnbHbix HapTHepoB KoMiauum "ndpossle TexHomornn" (MT-paspaborunky,
yIOCTOBepsIOIie IIeHTPbl, CCTeMHble VMHTerpaTophl, MHTepHeT-MarasuHbl). IloaHbm
CIIVICOK PEervOHAJIbHBIX KOMIIAHWUM-TIAPTHEPOB ¥ MX KOHTAKTHYIO MH(OPMAIIMIO BbI

HargeTe Ha camre B pasgesne "Kyourp"

B Teuenme 5 pa60qu ITHEeV TI0CJIe OIUIaThI JINIIEH3UN I10 SHGKTPOHHOVI II04YTe BaM GYJIGT BBbI-

CJIaH JIMIIEH3UOHHBIM KJII0Y.

15 O KOMITIAHUM-PA3PABOTUMKE
Kowmmanns "ndposble TexHOMIOrMI'" — POCCUTICKN Pa3paboTUMK 1 IIOCTABIIMK [IPOTPaMM-
Horo obecrieueHNs B 00JIacTH 3aIIUThl MHPOPMALIY, TeJIeKOMMYHMKaIit 1 VIHTepHeT-cepBU-
coB. OCHOBHBIM HaIIpaBjieHIeM pabOThl KOMITAaHUM SIBJISeTCS KpUITTorpadiraecKas 3aliiTa MH-

dopmanym:
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e Ppa3paboTka KpoccIuIaT)OpMeHHBIX peIIeH I B 00/1acTy 3allUThI TaHHBIX,

e BCTpavBaHVe POCCUVICKMX CePTUQPUIMPOBAHHBIX KPUITOrpadmdecKknx aJropuTMOB B
NPUKITHBIE VI OM3HEC-IIPVIIOKEHIS,

e CO3/aHMe CVICTEM aBTOPM3allil 1 ayTeHTU (VKA II0Ib30BaTerler,

e KOHCAJITMHT B OOJIACTV VICIIOJIb30BaHWS CPEICTB KPUIITOrpadpvIecKort 3alnThl MHPOp-
Maryu (CK3V) B rocymapcTseHHOM 11 KoMMepdecKovt cpefie. Ocoboe BHMMaHMe yiersieTcs BHe/l-
PEHMIO M IPUMEHEHNIO OT€YeCTBEHHBIX CTAaHAaPTOB 3aIUTHI B POCCUVICKOVI IIPAKTHKE.

Kommanms "Lindposslie Texromorvmn" nmeet aunersmun @Cb (PAIICH) Ha npoekTposa-
HVe, IIPOM3BOICTBO, PACIIPOCTPaHeHVe ¥ OOCITyXMBaHMe CepTUMPUIPOBAHHBIX IIN(PPOBAIb-
HBIX CPeICTB MH(POPMAIIOHHBIX CHCTEM, CVICTEM V1 KOMIUIEKCOB TeJIEKOMMYHMKAIIVV, He CBSI3aH-
HBIX ¢ 00pabOTKOVI CBEIIEHNII, COCTaBIISIOINX TOCYJAPCTBEHHYIO TallHy .

OdnunansHBIMI HapTHEPaMM KOMITAHWM SIBIISIOTCS BeyIie poccuiickie VT-kommanvm
- "KPUITTO-TTIPO", Aladdin, "AxTus" 1 npyrue.

Kommannsa "Lndposele TexHomormm'"
424019, Poccusi, PecrryGrmnka Mapum O, r. Momkap-Orra, yir. Tletposa, 1.1, a/s1 67

O6mne Borpock! info@trusted.ru

Bompocsr mprobpetenns niponykra info@trusted.ru

Texamueckas mogaepXKa support@trusted.ru
HonpoGHee O ITPOrpaMMHBIX ITPOAYKTax M perIeHusIX KOMIIaHUN www.trusted.ru
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